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· NF, 1xSRVCC, LCS and LPP in octet 7.
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Once MME receives UE network capability information element from UE, MME returns this information to UE conveyed by the UE security capability information element in the Security mode command message. The formant of the UE security capability information element is defined as follows.
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If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
Here it is the question. In the above example, MME does receive the UMTS security algorithms semantically but filled with all zeros. In this case, how should MME set up the UE security capability information element? Whether octet 5-6 to be filled with all zeros OR octet 5,6 and 7 to be omitted.
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5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure. 
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First change
9.9.3.36
UE security capability

The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE in S1 mode, Iu mode and Gb mode. Security algorithms supported in S1 mode are supported both for NAS and for AS security. If the UE supports S101 mode, then these security algorithms are also supported for NAS security in S101 mode.

The UE security capability information element is coded as shown in figure 9.9.3.36.1 and table 9.9.3.36.1.

The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 7 octets.
Octets 5, 6, and 7 are optional. If octet 5 is included, then also octet 6 shall be included and octet 7 may be included.

If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
If the UE did not indicate support of any security algorithm for Iu mode but indicated support of a security algorithm for Gb mode, octets 5, 6, and 7 shall be included. In this case octets 5 and 6 are filled with the value of zeroes.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	EEA0
	128-

EEA1
	128-

EEA2
	EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 3

	EIA0
	128-

EIA1
	128-

EIA2
	EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 4

	UEA0
	UEA1
	UEA2
	UEA3
	UEA4
	UEA5
	UEA6
	UEA7
	octet 5*

	0

spare
	UIA1
	UIA2
	UIA3
	UIA4
	UIA5
	UIA6
	UIA7
	octet 6*

	0

spare
	GEA1
	GEA2
	GEA3
	GEA4
	GEA5
	GEA6
	GEA7
	octet 7*


Figure 9.9.3.36.1: UE security capability information element

Table 9.9.3.36.1: UE security capability information element

	EPS encryption algorithms supported (octet 3)

	

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm EEA3 not supported

	1
	
	
	
	EPS encryption algorithm EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 3, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 3, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 3, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4)

	

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm EIA3 not supported

	1
	
	
	
	EPS integrity algorithm EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 4, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 4, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 4, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	UMTS encryption algorithm UEA4 supported (octet 5, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	

	UMTS encryption algorithm UEA5 supported (octet 5, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	

	UMTS encryption algorithm UEA6 supported (octet 5, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UMTS integrity algorithms supported (octet 6)

	

	Bit 8 of octet 6 is spare and shall be coded as zero.

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	UMTS integrity algorithm UIA4 supported (octet 6, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	

	UMTS integrity algorithm UIA5 supported (octet 6, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	

	UMTS integrity algorithm UIA6 supported (octet 6, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	GPRS encryption algorithms supported (octet 7)

	

	Bit 8 of octet 7 is spare and shall be coded as zero.

	

	GPRS encryption algorithm GEA1 supported (octet 7, bit 7)

	0
	
	
	
	GPRS encryption algorithm GEA1 not supported

	1
	
	
	
	GPRS encryption algorithm GEA1 supported

	

	GPRS encryption algorithm GEA2 supported (octet 7, bit 6)

	0
	
	
	
	GPRS encryption algorithm GEA2 not supported

	1
	
	
	
	GPRS encryption algorithm GEA2 supported

	

	GPRS encryption algorithm GEA3 supported (octet 7, bit 5)

	0
	
	
	
	GPRS encryption algorithm GEA3 not supported

	1
	
	
	
	GPRS encryption algorithm GEA3 supported

	

	GPRS encryption algorithm GEA4 supported (octet 7, bit 4)

	0
	
	
	
	GPRS encryption algorithm GEA4 not supported

	1
	
	
	
	GPRS encryption algorithm GEA4 supported

	

	GPRS encryption algorithm GEA5 supported (octet 7, bit 3)

	0
	
	
	
	GPRS encryption algorithm GEA5 not supported

	1
	
	
	
	GPRS encryption algorithm GEA5 supported

	

	GPRS encryption algorithm GEA6 supported (octet 7, bit 2)

	0
	
	
	
	GPRS encryption algorithm GEA6 not supported

	1
	
	
	
	GPRS encryption algorithm GEA6 supported

	

	GPRS encryption algorithm GEA7 supported (octet 7, bit 1)

	0
	
	
	
	GPRS encryption algorithm GEA7 not supported

	1
	
	
	
	GPRS encryption algorithm GEA7 supported

	


End of changes
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