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	Document Summary

	This document contains a LS to 3GPP CT1 and CT4 requesting that they define the mechanism in SMS-Router and IP-SM-GW to replace RP-OA with SM-SC address of the PLMN to which SMS-Router is connected.
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GSMA IREG SIGNAL (SIGNAL) has been analysing roaming scenarios for SMS message delivery when an SMS-Router is deployed in the home PLMN of the destination subscriber.
In a roaming environment, GSMA recommends to its member operators the deployment of a security check function in the serving MSC and SGSN for all in coming SMS messages.  The security check function compares the RP-OA (SMS-SC Address) with the SCCP Originating Global Title, and rejects the SM delivery request (MAP-MT-Forward-SM) if the PLMN IDs contained in these information elements are different.  This functionality was originally introduced to protect the network from observed SMS fraud, and is live in many operator networks around the world.
Based on this assumption, SIGNAL looked into a scenario where the SMS-SC in PLMN#A sends an SMS message to a subscriber of PLMN#B deploying SMS-Router, but the subscriber is roaming out to PLMN#C.

A concern was raised that, when an SMS Router is used, at the serving MSC/SGSN in PLMN#C, RP-OA contains the SMS-SC address of PLMN#A, while the SCCP Originating Global Title contains the global title of SMS Router in PLMN# B.  Thus, the Serving MSC/SGSN in PLMN#C will reject the MAP-MTForwardSM request due to the fact that the PLMN ID is different between these two parameters.  As a result, the MT SMS delivery procedure fails.
SIGNAL investigated potential solutions to address this problem, and came to a conclusion that the SMS Router in PLMN#B may replace the SMS-SC address in the RP-OA Information Element of PLMN#A with an address in PLMN#B e.g. SMS-Router address of PLMN#B or SMS-SC address of PLMN#B before it sends the request on to the serving MSC/SGSN in PLMN#C.

SIGNAL agreed that this RP-OA replacement functionality is only used within an SMS Router and therefore does not affect operators who do not deploy such a node. In addition, it does not affect delivery of SMS messages to subscribers who are not roaming outside of their own PLMN.
SIGNAL also agreed that the drawback of the solution will limit the use of "Reply Path" functionality in a roaming environment, e.g. UE performing SM MO procedure back to original SMS-SC for the proof of reception as a part of OTA services. However, the solution was considered acceptable to be used for the operators who do not use such Reply Path functionality. 
Please note that this agreement only applies to MAP based SMS between SMS-SCs and MSC/SGSNs. SIGNAL has not identified any impacts on SMS over IMS (due to the IP-SM-Router converting the incoming MAP messaging to SIP MESSAGE methods).
GSMA also agreed to accept not upgrading their SMS-Router to modify RP-OA for some operators, if the Reply Path needs to be used even for the roaming scenarios, or simply if they do not want to upgrade their SMS-Router.  In this case, operator deploying SMS-Router must request their roaming partners to loosen MSC/SGSN's security requirements such that the security check is not applied when SM-MT requests are forwarded by SMS-Router.  However GSMA sees that this approach has no impact on 3GPP specifications.  GSMA will work on the necessary modifications on their PRDs.
To: 3GPP CT1 and CT4
GSMA IREG SIGNAL kindly requests 3GPP CT1 and CT4 to look into the identified problem, to modify the related specifications as per described above and to inform GSMA IREG SIGNAL when this has been done.
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