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PROPOSED CHANGE

4.2B.1
Signalling security

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This document defines a number of access security mechanisms, as summarised in table 4-1.

Table 4-1: Summary of access security mechanisms to the IM CN subsystem

	Mechanism
	Authentication
	Integrity protection
	Use of security agreement in accordance with RFC 3329 [48]
	Support (as defined in 3GPP TS 33.203 [19])

	IMS AKA plus IPsec ESP (see 3GPP TS 33.203 [19] clause 6)
	IMS AKA
	IPsec ESP
	Yes
	Mandatory for all UEs containing a UICC, else optional.

Mandatory for all P-CSCF, I-CSCF, S-CSCF

	SIP digest plus check of IP association (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest plus Proxy Authentication (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest with TLS (see 3GPP TS 33.203 [19] annex N and annex O)
	SIP digest
	TLS session
	Yes
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	NASS-IMS bundled authentication (see 3GPP TS 33.203 [19] annex R) (notes 4, 5)
	not applicable (note 1)
	None

(note 3)
	No
	No UE support required

Optional for P-CSCF, I-CSCF, S-CSCF

	GPRS-IMS-Bundled authentication (see 3GPP TS 33.203 [19] annex S) (note 5)
	not applicable (note 1)
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	Trusted node authentication (see 3GPP TS 33.203 [19] annex U)
	not applicable (note 6)
	None

(note 3)
	No
	No UE support required
Optional for I-CSCF, S-CSCF

	NOTE 1:
Authentication is not provided as part of the IM CN subsystem signalling.
NOTE 2: 
The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest plus check of IP association" and "SIP digest plus Proxy Authentication". 

NOTE 3:
This security mechanism does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.

NOTE 4:
A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS bundled authentication.

NOTE 5:
The P-CSCF is restricted to the home network when performing this security mechanism.
NOTE 6:
Trusted node authentication. For example the MSC server enhanced for IMS centralized services has authenticated the UE and as a consequence S-CSCF will skip authentication.


Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses where security procedures are required consist of a general subclause applicable whichever security mechanisms are in use, and a separate subclause for each security mechanism identified by a row within table 4-1.

TLS is optional to implement and is used only in combination with SIP digest authentication. Authentication associated with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1 for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the S-CSCF. Additionally, SIP digest allows for authentication to also occur on an initial request for a dialog or a request for a standalone transaction, this additional capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward the P-CSCF. If a UE supports TLS, then the UE supports TLS as described in 3GPP TS 33.203 [19].

For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

-
if TLS is required, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to access IMS subsequent to registration; or

-
if TLS is disabled, the P-CSCF does not allow the establishment of a TLS session from any UE. 

NOTE:
The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain IP based control planes. 3GPP TS 33.210 [19A] applies for security mechanisms between entities in the IM CN subsystem.

A.1.3
Roles

Table A.2: Roles

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	User agent
	[26]
	o.1
	o.1

	2
	Proxy 
	[26]
	o.1
	o.1

	o.1:
It is mandatory to support exactly one of these items.

	NOTE:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.


Table A.3: Roles specific to this profile

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	UE
	5.1
	n/a
	o.1

	1A
	UE containing UICC
	5.1
	n/a
	c5

	1B
	UE without UICC
	5.1
	n/a
	c5

	2
	P-CSCF
	5.2
	n/a
	o.1

	2A
	P-CSCF (IMS-ALG)
	[7]
	n/a
	c6

	3
	I-CSCF
	5.3
	n/a
	o.1

	3A
	void
	
	
	

	4
	S-CSCF
	5.4
	n/a
	o.1

	5
	BGCF
	5.6
	n/a
	o.1

	6
	MGCF
	5.5
	n/a
	o.1

	7
	AS
	5.7
	n/a
	o.1

	7A
	AS acting as terminating UA, or redirect server
	5.7.2
	n/a
	c2

	7B
	AS acting as originating UA
	5.7.3
	n/a
	c2

	7C
	AS acting as a SIP proxy
	5.7.4
	n/a
	c2

	7D
	AS performing 3rd party call control
	5.7.5
	n/a
	c2

	8
	MRFC
	5.8
	n/a
	o.1

	9
	IBCF
	5.10
	n/a
	o.1

	9A
	IBCF (THIG)
	5.10.4
	n/a
	c4

	9B
	IBCF (IMS-ALG)
	5.10.5, 5.10.7
	n/a
	c4

	9C
	IBCF (Screening of SIP signalling)
	5.10.6
	n/a
	c4

	10
	Additional routeing functionality
	Annex I
	n/a
	c3

	11
	E-CSCF
	5.11
	n/a
	o.1

	12
	LRF
	5.12
	n/a
	o.1

	c2:
IF A.3/7 THEN o.2 ELSE n/a - - AS.

c3:
IF A.3/3 OR A.3/4 OR A.3/5 OR A.3/6 OR A.3/9 THEN o ELSE o.1 - - I-CSCF, S-CSCF, BGCF, MGCF, IBCF.

c4: 
IF A.3/9 THEN o.3 ELSE n/a - - IBCF.

c5:
IF A.3/1 THEN o.4 ELSE n/a - - UE.
c6:
IF A.3/2 THEN o ELSE n/a - - P-CSCF.
o.1:
It is mandatory to support exactly one of these items. 

o.2:
It is mandatory to support at least one of these items.

o.3:
It is mandatory to support at least one of these items.
o.4
It is mandatory to support exactly one of these items.

	NOTE:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.


Table A.3A: Roles specific to additional capabilities

	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	Presence server
	3GPP TS 24.141 [8A]
	n/a
	c1

	2
	Presence user agent
	3GPP TS 24.141 [8A]
	n/a
	c2

	3
	Resource list server
	3GPP TS 24.141 [8A]
	n/a
	c3

	4
	Watcher
	3GPP TS 24.141 [8A]
	n/a
	c4

	11
	Conference focus
	3GPP TS 24.147 [8B]
	n/a
	c11

	12
	Conference participant
	3GPP TS 24.147 [8B]
	n/a
	c6

	21
	CSI user agent
	3GPP TS 24.279 [8E]
	n/a
	c7

	22
	CSI application server
	3GPP TS 24.279 [8E]
	n/a
	c8

	31
	Messaging application server
	3GPP TS 24.247 [8F]
	n/a
	c5

	32
	Messaging list server
	3GPP TS 24.247 [8F]
	n/a
	c5

	33
	Messaging participant
	3GPP TS 24.247 [8F]
	n/a
	c2

	50
	Multimedia telephony service participant
	3GPP TS 24.173 [8H]
	n/a
	c2

	50A
	Multimedia telephony service application server
	3GPP TS 24.173 [8H]
	n/a
	c9

	51
	Message waiting indication subscriber UA
	3GPP TS 24.606 [8I]
	n/a
	c2

	52
	Message waiting indication notifier UA
	3GPP TS 24.606 [8I]
	n/a
	c3

	53
	Advice of charge application server
	3GPP TS 24.647 [8N]
	n/a
	c8

	54
	Advice of charge UA client
	3GPP TS 24.647 [8N]
	n/a
	c2

	55
	Ut reference point XCAP server for supplementary services
	3GPP TS 24.623 [8P]
	n/a
	c3

	56
	Ut reference point XCAP client for supplementary services
	3GPP TS 24.623 [8P]
	n/a
	c2

	57
	Customized alerting tones application server
	3GPP TS 24.182 [8Q]
	n/a
	c8

	58
	Customized alterting tones UA client
	3GPP TS 24.182 [8Q]
	n/a
	c2

	59
	Customized ringing signal application server
	3GPP TS 24.182 [8R]
	n/a
	c8

	60
	Customized ringing signel tone UA client
	3GPP TS 24.182 [8R]
	n/a
	c2

	61
	SM-over-IP sender
	3GPP TS 24.341 [8L]
	n/a
	c2

	62
	SM-over-IP receiver
	3GPP TS 24.341 [8L]
	n/a
	c2

	63
	IP-SM-GW
	3GPP TS 24.341 [8L]
	n/a
	c1

	71
	IP-SM-GW
	3GPP TS 29.311 [15A]
	n/a
	c10

	81
	MSC Server enhanced for ICS
	3GPP TS 24.292 [8O]
	n/a
	c12

	82
	ICS user agent
	3GPP TS 24.292 [8O]
	n/a
	c2

	83
	SCC application server
	3GPP TS 24.292 [8O]
	n/a
	c9

	84
	EATF
	3GPP TS 24.237 [8M]
	n/a
	c2

	85
	In-dialog overlap signalling application server
	Annex N.2, Annex N.3.3
	n/a
	c9

	86
	In-dialog overlap signalling UA client
	Annex N.2, Annex N.3.3
	n/a
	c2

	87
	Session continuity controller UE
	3GPP TS 24.237 [8M]
	n/a
	c2

	91
	Malicious communication identification application server
	3GPP TS 24.616 [8S]
	n/a
	c9

	c1:
IF A.3/7A AND A.3/7B THEN o ELSE n/a - - AS acting as terminating UA, or redirect server and AS acting as originating UA.

c2:
IF A.3/1 THEN o ELSE n/a - - UE.

c3:
IF A.3/7A THEN o ELSE n/a - - AS acting as terminating UA, or redirect server.

c4:
IF A.3/1 OR A.3/7B THEN o ELSE n/a - - UE or AS acting as originating UA.

c5:
IF A.3/7D AND A.3/8 THEN o ELSE n/a - - AS performing 3rd party call control and MRFC (note 2).

c6:
IF A.3/1 OR A.3A/11 THEN o ELSE n/a - - UE or conference focus.

c7:
IF A.3/1 THEN o ELSE n/a - - UE.

c8:
IF A.3/7D THEN o ELSE n/a - - AS performing 3rd party call control.
c9:
IF A.3/7A OR A.3/7B OR A.3/7C OR A.3/7D THEN o ELSE n/a - - AS acting as terminating UA, or redirect server, AS acting as originating UA, AS acting as a SIP proxy, AS performing 3rd party call control.
c10:
IF A.3/7A OR A.3/7B OR A.3/7D THEN o ELSE n/a - - AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control.
c11:
IF A.3/7D THEN o ELSE n/a - - AS performing 3rd party call control.
c12:
IF A.2/1 THEN o ELSE n/a - - UA.

	NOTE 1:
For the purposes of the present document it has been chosen to keep the specification simple by the tables specifying only one role at a time. This does not preclude implementations providing two roles, but an entirely separate assessment of the tables shall be made for each role.

NOTE 2:
The functional split between the MRFC and the AS for page-mode messaging is out of scope of this document and they are assumed to be collocated.
NOTE 3:
A.3A/63 is an AS providing the IP-SM-GW role to support the transport level interworking defined in 3GPP TS 24.341 [8L]. A.3A/71 is an AS providing the IP-SM-GW role to support the service level interworking for messaging as defined in 3GPP TS 29.311 [15A].


Table A.3B: Roles with respect to access technology

	Item
	Value used in P-Access-Network-Info header field
	Reference
	RFC status
	Profile status

	1
	3GPP-GERAN
	[52] 4.4
	o
	c1

	2
	3GPP-UTRAN-FDD
	[52] 4.4
	o
	c1

	3
	3GPP-UTRAN-TDD
	[52] 4.4
	o
	c1

	4
	3GPP2-1X
	[52] 4.4
	o
	c1

	5
	3GPP2-1X-HRPD
	[52] 4.4
	o
	c1

	6
	3GPP2-UMB
	[52] 4.4
	o
	c1

	7
	3GPP-E-UTRAN-FDD
	[52] 4.4
	o
	c1

	8
	3GPP-E-UTRAN-TDD
	[52] 4.4
	o
	c1

	9
	3GPP2-1X-Femto
	[52] 4.4
	o
	c1

	11
	IEEE-802.11
	[52] 4.4
	o
	c1

	12
	IEEE-802.11a
	[52] 4.4
	o
	c1

	13
	IEEE-802.11b
	[52] 4.4
	o
	c1

	14
	IEEE-802.11g
	[52] 4.4
	o
	c1

	15
	IEEE-802.11n
	[52] 4.4
	o
	c1

	21
	ADSL
	[52] 4.4
	o
	c1

	22
	ADSL2
	[52] 4.4
	o
	c1

	23
	ADSL2+
	[52] 4.4
	o
	c1

	24
	RADSL
	[52] 4.4
	o
	c1

	25
	SDSL
	[52] 4.4
	o
	c1

	26
	HDSL
	[52] 4.4
	o
	c1

	27
	HDSL2
	[52] 4.4
	o
	c1

	28
	G.SHDSL
	[52] 4.4
	o
	c1

	29
	VDSL
	[52] 4.4
	o
	c1

	30
	IDSL
	[52] 4.4
	o
	c1

	41
	DOCSIS
	[52] 4.4
	o
	c1

	c1:
If A.3/1 OR A.3/2 THEN o.1 ELSE n/a - - UE or P-CSCF.

o.1:
It is mandatory to support at least one of these items.


Table A.3C: Modifying roles
	Item
	Roles
	Reference
	RFC status
	Profile status

	1
	UE performing the functions of an external attached network
	4.1
	
	

	NOTE:
This table identifies areas where the behaviour is modified from that of the underlying role. Subclause 4.1 indicates which underlying roles are modified for this behaviour.


Table A.3D: Roles with respect to security mechanism
	Item
	Security mechanism
	Reference
	RFC status
	Profile status

	1
	IMS AKA plus IPsec ESP
	clause 4.2B.1
	n/a
	c1

	2
	SIP digest plus check of IP association
	clause 4.2B.1
	n/a
	c2

	3
	SIP digest plus Proxy Authentication
	clause 4.2B.1
	n/a
	c2

	4
	SIP digest with TLS
	clause 4.2B.1
	n/a
	c2

	5
	NASS-IMS bundled authentication
	clause 4.2B.1
	n/a
	c2

	6
	GPRS-IMS-Bundled authentication
	clause 4.2B.1
	n/a
	c2

	7
	Trusted node authentication
	clause 4.2B.1
	n/a
	c3

	8
	SDES end-to-access-edge media security 
	clause 4.2B.2
	o
	c4

	c1:
IF (A.3/1A OR A.3/2 OR A.3/3 OR A.3/4) THEN m ELSE IF A.3/1B THEN o ELSE n/a - - UE containing UICC or P-CSCF or I-CSCF or S-CSCF, UE without UICC.

c2
IF (A.3/1 OR A.3/2 OR A.3/3 OR A.3/4) THEN o ELSE n/a - - UE or P-CSCF or I-CSCF or S-CSCF.

c3
IF (A.3/3 OR A.3/4) THEN o ELSE n/a - - I-CSCF or S-CSCF.
c4
IF (A.3/1 OR A.3/2A) THEN o ELSE n/a - - UE or P-CSCF (IMS-ALG).
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