Page 1



3GPP TSG-CT WG1 Meeting #63
(
 C1-101238
San Francisco (California), USA, 22-26 February 2010
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	24.301
	CR
	0647
	(

rev
	2
	(

Current version:
	9.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Security at idle mobility from E-UTRAN to UTRAN/GERAN 

	
	

	Source to WG:
(

	Samsung, CATT

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	SAES
	
	Date: (

	24/02/2010

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	MME and UE can reuse the same value of downlink NAS count to calculate NAS-token and keys. To avoid this case, in SA3 #57 meeting, there was clarification related to use uplink NAS COUNT for calculation of NAS-token and keys at idle mode mobility. In TS 24.301 the uplink NAS count is used for NAS token at the idle mode mobility, however, it is need clarification to use correct value of the uplink NAS count.

	
	

	Summary of change:
(

	· It is clarified that the MME receive the NAS token from the SGSN during the idle mode inter system change from S1 mode to Iu mode or A/Gb mode.

	
	

	Consequences if 
(

not approved:
	UE or MME can use wrong value or re-use a key which was generated using same value of uplink NAS count.

	
	

	Clauses affected:
(

	4.4.3.1.

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** 1st Change ***
4.4.3
Handling of NAS COUNT and NAS sequence number

4.4.3.1
General

Each EPS NAS security context shall be associated with two separate counters NAS COUNT: one related to uplink NAS messages and one related to downlink NAS messages. The NAS COUNT counters use 24 bit internal representation and are independently maintained by UE and MME. The NAS COUNT shall be constructed as a NAS sequence number (8 least significant bits) concatenated with a NAS overflow counter (16 most significant bits).

When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it shall be considered to be a 32-bit entity which shall be constructed by padding the 24-bit internal representation with 8 zeros in the most significant bits.

The value of the uplink NAS COUNT that is stored or read out of  the USIM or non-volatile memory as described in annex C, is the value that shall be used in the next NAS message.

The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the largest downlink NAS COUNT used in a successfully integrity checked NAS message.

During the handover from UTRAN/GERAN to E-UTRAN, if a mapped EPS security context is derived and taken into use, the MME shall set the uplink NAS COUNT counter to zero and the downlink NAS COUNT counter to 1 of this EPS security context. The UE shall set both the uplink and downlink NAS COUNT counters to zero in the UE.
NOTE:
During the handover from UTRAN/GERAN to E-UTRAN, the NAS security container (see subclause 4.4.2.2) is treated as an implicit SECURITY MODE COMMAND message for the UE and the MME, and therefore the MME regards the sending of the NAS security transparent container as the sending of an initial SECURITY MODE COMMAND message in order to derive and take into use a mapped EPS security context for the purpose of the NAS COUNT handling.

The NAS sequence number part of the NAS COUNT shall be exchanged between the UE and the MME as part of the NAS signalling. After each new or retransmitted outbound security protected NAS message, the sender shall increase the NAS COUNT number by one. Specifically, on the sender side, the NAS sequence number shall be increased by one, and if the result is zero (due to wrap around), the NAS overflow counter shall also be incremented by one (see subclause 4.4.3.5). The receiving side shall estimate the NAS COUNT used by the sending side. Specifically, if the estimated NAS sequence number wraps around, the NAS overflow counter shall be incremented by one.
After the derivation of a NAS token due to an inter-system change from S1mode to A/Gb mode or Iu mode in idle mode as specified in 3GPP TS 24.008 [13], the UE shall increase the uplink NAS COUNT by one.

When the MME receives a NAS token via SGSN during an idle mode inter-system change from S1 mode to A/Gb mode or Iu mode, the MME shall check the NAS token as specified in 3GPP TS 33.401 [19], subclause 9.1.1, and update its uplink NAS COUNT with the uplink NAS COUNT value used for the successful check of the NAS token. 
The MME shall increment downlink NAS COUNT by one after it has created a NAS security transparent container.
In some NAS messages only 5 of the 8 NAS sequence number bits are transmitted. When this is the case, the receiver shall estimate the remaining 3 most significant bits of the sequence number.
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