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Introduction 

CR C1-10xxxx introduces changes required for the UE and the network to exchange their media security capabilities at registration. Announcement of media plane security capability is enabled by a new internet draft, draft-mediasec-parameter, that extends the use of the Security-Client, Security-Server, and Security-Verify header fields defined in RFC 3329, "Security Mechanism Agreement for the Session Initiation Protocol (SIP)". 
Example security negotiation in TS 24.229 

IMS AKA 
UE




P-CSCF (IMS-ALG)




     S-CSCF

Unprotected REGISTER ----------------------->|






|
Security-Client: ipsec-3gpp


|






|
Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|






|






|






|------ Unprotected REGISTER ----------------------->|






|
(header fields removed)


|







|






|







|<----------------------- 401 (Unauthorized) --------|
<------ 401 (Unauthorized) ------------------| 






|
Security-Server: ipsec-3gpp

|






|






|






|
Protected REGISTER ------------------------->|






|
Security-Client: ipsec-3gpp


|






|
Security-Verify: ipsec-3gpp


|






|
Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|






|---- Protected REGISTER --------------------------->|






|
(header fields removed)


|







|






|
|<---------------------------------- 200 (OK) -------|
<------------------------------- 200 (OK) ---|






|






|






|
INVITE-------------------------------------->|






|
Security-Client: ipsec-3gpp


|






|
Security-Verify: ipsec-3gpp


|






|
Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|






|






|






|--- INVITE ---------------------------------------->|







|
(header fields removed)


|
GIBA 

UE




P-CSCF (IMS-ALG)



    S-CSCF

Unprotected REGISTER ----------------------->|





|






|---- Unprotected REGISTER ----------------->|







|





|






|<----------------------------- 200 (OK) ----|
<------------------------------ 200 (OK) ----|





|






|





|
INVITE ------------------------------------->|





|
Security negotiation with signalling and media security 

IMS AKA 
UE




P-CSCF (IMS-ALG)




     S-CSCF

Unprotected REGISTER ----------------------->|






|
Security-Client: ipsec-3gpp, sdes-srtp; mediasec






|
Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|







|






|







|------ Unprotected REGISTER ----------------------->|







|
(header fields removed)


|







|






|







|<----------------------- 401 (Unauthorized) --------|
<------------- 401 (Unauthorized) -----------| 






|
Security-Server: ipsec-3gpp, sdes-srtp; mediasec




|







|






|
Protected REGISTER ------------------------->|






|
Security-Client: ipsec-3gpp, sdes-srtp; mediasec






|

Security-Verify: ipsec-3gpp, sdes-srtp; mediasec






|

Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|







|---- Protected REGISTER --------------------------->|







|
(header fields removed)


|







|






|
|<---------------------------------- 200 (OK) -------|

<-------200 (OK) ----------------------------|






|







|






|






|






|
INVITE-------------------------------------->|






|
Security-Client: ipsec-3gpp, sdes-srtp; media sec






|
Security-Verify: ipsec-3gpp, sdes-srtp; media sec






|
Require: sec-agree



|






|
Proxy-Require: sec-agree


|






|







|






|






|--- INVITE ---------------------------------------->|







|
(header fields removed)


|

Security negotiation with media security only 

GIBA 

UE




P-CSCF (IMS-ALG)



    S-CSCF

Unprotected REGISTER ----------------------->|





|

Security-Client: sdes-srtp; mediasec

|





|






|---- Unprotected REGISTER ----------------->|






|
(header fields removed)

|






|





|







|<----------------------------- 200 (OK) ----|

<------ 200 (OK) ----------------------------|





|

Security-Server: sdes-srtp; mediasec
|





|






|





|

INVITE ------------------------------------->|





|

Security-Client: sdes-srtp; mediasec 

|





|

Security-Verify: sdes-srtp; mediasec 

|





|

|---- INVITE ------------------------------->|







|
(header fields removed)

|

Changes in TS 24.229 
Currently, the condition for the UE and P-CSCF to include the Security-Client, Security-Server, and Security-Verify header fields  is support of the security agreement RFC 3329. CR C1-10xxxx adds support of draft-mediasec-parameter as an additional OR condition for including these headers. Therefore, these headers can be included when RFC 3329, draft-mediasec-parameter, or both are supported. Support of draft-mediasec-parameter is independent of support for RFC3329.
Security-Server: header field can appear in 200 (OK) for media security mechanisms, previously it appeared in 421 (Extension required), 494 (Security agreement required), or 401 (Unauthorized) only. 

Unlike RFC 3329, draft-mediasec-parameter does not use Require: and Proxy-Require: header fields containing the sec-agree option tag, therefore sessions with protected media can be set up even if  a P-CSCF (IMS-ALG) does not support RFC 3329 signalling security. 
