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	Current TS 24.008 defines the stage 3 part of the ciphering key (Kc) handling in both the MS and the network. There are two possible ciphering keys; the GSM ciphering key (as part of the security context for the CS domain), and the GPRS GSM ciphering key (as part of the security context for the PS domain).
However, the case of inter-system change from E-UTRAN (S1 mode) is currently undefined in current TS 24.008 for the case of handling of the GPRS GSM ciphering key.

Additionally, TS 24.008 simply states that the MS replaces the established UMTS security context. However, this is not clear enough since the MS can hold two UMTS security contexts, i.e., one for the CS domain and another one for the PS domain. Also, current TS 24.008 does not indicate that the UMTS security context (for PS domain) has to be replaced in the USIM.

Also, the current text indicates that the MS resets the START value when there are two possible START values, i.e., the STARTPS value and the STARTCS value. In addition, it is not indicated that the reset value has also to be store in the USIM. Note that the START value is not part of the UMTS security context as defined in TS 24.008 (see sub-clause 2.1.2).

Note that SA3 has agreed the CR381 version 1 in S3-100248 at SA3#58.
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	The specification is correcting adding the handling of the GPRS GSM ciphering key. 

Also, it is corrected the replace of an already established UMTS security context, clearly indicating that is for the UMTS security context for the PS domain and is replaced in the USIM using the newly derived keys and associated security parameters.
A new sub-clause is added to TS 24.008 in order to describe the 
handling of security keys at inter-system change from S1 mode to Iu mode or A/Gb mode in a similar was as the existing sub.clause from A/Gb mode to Iu mode (i.e., 4.7.7.8) and from Iu mode to A/Gb mode (i.e., 4.7.7.9).

Finally, it is proposed some changes in the sub-clause 4.7.7.8 and 4.7.7.9. At least, one can consider that current text is confusing indicating in 4.7.7.9 that the USIM 'created' the UMTS security context when this is not always true in Rel-8; CK', IK', GPRS Kc are derived by the ME and not USIM. Also, the current text should be clearer, since has been mentioned several times in CT1 online and offline how the current text should be interpreted by mobile terminal vendors regarding “the latest successful authentication procedure”.

Therefore, since two potential different security key sets per domain can exist in the MS; one in the ME and another one in the SIM/USIM (late AKA, without activation of keys), it is proposed to just indicate in 4.7.7.8 and 4.7.7.9 that the ME has to use the same key(s) as the one(s) existing in the GSM/UMTS security context of the SIM/USIM. Of course, note that since in the USIM only one GSM/UMTS security context per domain can exist, then the security contexts stored in the USIM are the ones created based on the information provided during the latest AKA (this can be a UMTS AKA or EPS AKA in case of Iu mode).
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not approved:
	The handling of the GPRS GSM ciphering key remains unspecified, and even incorrect. Therefore terminal implementations are allowed not deriving the GPRS ciphering key when is needed in order to make the system work. Therefore, the 3GPP system fails to provide any service to the end-user.

Finally, because of the latest agreements at SA3#58,the stage 3 specification is incorrect and not aligned with the stage 2 on security. This results in a security hole.
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1st Change

4.7.5.1.1
Normal and periodic routing area updating procedure initiation

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED.
If the MS supports S1 mode, the MS shall handle the P-TMSI IE as follows:

-
If the TIN indicates "GUTI" and the MS holds a valid GUTI, the MS shall map the GUTI into a P-TMSI, P‑TMSI signature and RAI as specified in 3GPP TS 23.003 [4]. The MS shall include the mapped RAI in the Old routing area identification IE and the mapped P-TMSI signature in the P-TMSI signature IE. When the routing area updating procedure is initiated in Iu mode, the MS shall also include the mapped P-TMSI in the P‑TMSI IE. Additionally, in Iu mode and A/Gb mode, if the MS holds a valid P-TMSI and RAI, the MS shall indicate the P-TMSI in the Additional mobile identity IE and the RAI in the Additional old routing area identification IE.
-
If the TIN indicates "P-TMSI" or "RAT‑related TMSI" and the MS holds a valid P-TMSI and RAI, the MS shall indicate the RAI in the Old routing area identification IE. When the routing area updating procedure is initiated in Iu mode, the MS shall also include the P-TMSI in the P‑TMSI IE.
If the routing area updating procedure is not initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode intersystem change, or if it is initiated due to such an intersystem change and the TIN indicates "RAT‑related TMSI", the message ROUTING AREA UPDATE REQUEST shall contain the P-TMSI signature when received within a previous ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message. If the MS has a valid UMTS security context, the MS shall indicate it in the GPRS ciphering key sequence number IE.

If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. The  ROUTING AREA UPDATE REQUEST message shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [119]. Furthermore, the MS shall indicate the the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.

NOTE:
When the MS includes a P-TMSI signature filled with a NAS token, 8 bits of the NAS token will be filled with bits from the M‑TMSI (see 3GPP TS 23.003 [4]).
If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode, the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.

In Iu mode, if the MS wishes to prolong the established PS signalling connection after the normal routing area updating procedure (for example, the MS has any CM application request pending), it may set a follow-on request pending indicator on (see subclause 4.7.13).

In order to indicate the new DRX parameter while in GERAN or UTRAN coverage, the MS shall send the ROUTING AREA UPDATE REQUEST message containing the DRX parameter in the DRX parameter IE to the network, with the exception of the case if the MS had indicated its MS specific DRX parameter (3GPP TS 24.301 [120]) to the network while in E-UTRAN coverage. In this case, when the MS enters GERAN or UTRAN coverage and initiates a routing area updating procedure, the MS shall not include the DRX parameter in the DRX parameter IE in the ROUTING AREA UPDATE REQUEST message.
Next Change

4.7.7.7
Use of established security contexts

In A/Gb mode, in the case of an established GSM security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In A/Gb mode, in the case of an established UMTS security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a].

In A/Gb mode, if during an ongoing, already ciphering protected RR connection, the network initiates a new Authentication and ciphering procedure, the new GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. In case of inter-system change to Iu mode after receipt of the AUTHENTICATION AND CIPHERING REQUEST message, the MS and the network shall take the new keys into use immediately after the inter-system change.

In Iu mode, in the case of an established GSM security context, the ME shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The derived GPRS UMTS ciphering key and GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In Iu mode, in the case of an established UMTS security context, the GPRS UMTS ciphering key and the GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during a PS signalling connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]).

In Iu mode, if the MS received a valid SECURITY MODE COMMAND indicating PS domain in Iu mode or a valid AUTHENTICATION AND CIPHERING REQUEST in A/Gb mode before the network initiates a new authentication and ciphering procedure and establishes a new GSM/UMTS security context, the new GPRS UMTS ciphering key and GPRS UMTS integrity key are taken into use by the MS, when a new valid SECURITY MODE COMMAND indicating PS domain is received during the PS signalling connection. In case of inter-system change to A/Gb mode, the MS and the network shall take the new keys into use immediately after the inter-system change.

4.7.7.8
Handling of keys at intersystem change from Iu mode to A/Gb mode

At an inter-system change from Iu mode to A/Gb mode, ciphering may be started (see 3GPP TS 44.064 [78a]) without any new authentication and ciphering procedure. Deduction of the appropriate security key for ciphering in A/Gb mode, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GPRS GSM ciphering key according to table 4.7.7.8.1.

Before any initial GMM message is sent in the new cell in A/Gb mode, the GMM layer in the MS shall notify the LLC layer if ciphering shall be used or not. If yes, the GPRS GSM ciphering key and the applicable ciphering algorithm according to the stored Ciphering Algorithm IE in the MS shall also be indicated to the LLC layer (see 3GPP TS 44.064 [78a]).

Table 4.7.7.8.1/3GPP TS 24.008: Inter-system change from Iu mode to A/Gb mode

	Security context established in MS and network in Iu mode 


	At inter-system change to A/Gb mode:

	GSM security context


	An ME shall apply the same GPRS GSM ciphering key as the one residing in the GSM security context of the SIM/USIM.



	UMTS security context


	An ME shall apply the same GPRS GSM ciphering key as the one residing in the UMTS security context of the USIM.


NOTE:
A USIM with UMTS security context, passes the GPRS UMTS ciphering key, the GPRS UMTS integrity key and the derived GPRS GSM ciphering key to the ME independent on the current radio access being UTRAN or GERAN.

4.7.7.9
Handling of keys at intersystem change from A/Gb mode to Iu mode

At an inter-system change from A/Gb mode to Iu mode, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new authentication and ciphering procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode, depends on the current GSM/UMTS security context stored in the MS and the network. 

The ME shall handle the GPRS UMTS ciphering key and the GPRS UMTS integrity key according to table 4.7.7.9.1.

Table 4.7.7.9.1/3GPP TS 24.008: Inter-system change from A/Gb mode to Iu mode
	Security context established in MS and network in A/Gb mode


	At inter-system change to Iu mode:

	GSM security context


	An ME shall derive the GPRS UMTS ciphering key and the GPRS UMTS integrity key from the same GPRS GSM ciphering as the one residing in the GSM context of the SIM/USIM. The conversion functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used for this purpose.



	UMTS security context


	An ME shall apply the same GPRS UMTS ciphering key and GPRS UMTS integrity key as the one residingin the UMTS security context of the USIM.


NOTE:
A USIM with UMTS security context, passes the GPRS UMTS ciphering key, the GPRS UMTS integrity key and the derived GPRS GSM ciphering key to the ME independent on the current radio access being UTRAN or GERAN.

4.7.7.10
Handling of keys at intersystem change from S1 mode to Iu mode or A/Gb mode
At an inter-system change from S1 mode in either connected mode or idle mode when the TIN indicates "GUTI", the MS shall derive a UMTS security context for the PS domain from the current EPS security context. Otherwise, the MS shall use an existing UMTS security context for the PS domain. Furthermore, at an inter-system change from S1 mode to Iu mode, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new authentication and ciphering procedure. At an inter-system change from S1 mode to A/Gb mode, ciphering may be started (see 3GPP TS 44.064 [78a]) without any new authentication and ciphering procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode or for ciphering in A/Gb mode, depends on the UMTS security context for the PS domain derived from the current EPS security context stored in the MS and the network. 

The ME shall handle the GPRS UMTS ciphering key, the GPRS UMTS integrity key and GPRS GSM ciphering key according to table 4.7.7.10.1 and table 4.7.7.10.2
Table 4.7.7.10.1/3GPP TS 24.008: Inter-system change from S1 mode to Iu mode or A/Gb mode in either connected mode or idle mode when the TIN indicates "GUTI"
	Security context established in MS and network

	At inter-system change to Iu mode or A/Gb mode in either connected mode or idle mode when the TIN indicates "GUTI"

	EPS security context


	An ME shall derive the UMTS security keys GPRS UMTS integrity key (CK') and GPRS GSM ciphering key (IK') from KASME and the NAS downlink COUNT value indicated by lower layers as specified in 3GPP TS 33.401 [119]. The ME shall use the derived UMTS security keys to derive the GPRS GSM ciphering key using the "c3" conversion function as specified in 3GPP TS 33.401 [119]. Then, the MS shall reset the STARTPS value (see 3GPP TS 25.331 [23c]), and replace an already established UMTS security context for the PS domain, if any, including the STARTPS value in the USIM,


NOTE:
Because of deriving a new UMTS security context for the PS domain, a new GPRS GSM ciphering key needs also to be derived from the new derived UMTS security keys (i.e. CK’ and IK’). Note that the new GPRS GSM ciphering key is also part of the new UMTS security context for the PS domain, and therefore any old GPRS GSM ciphering key stored in the USIM and in the ME belongs to an old UMTS security context for the PS domain and can no longer be taken into use.
Table 4.7.7.10.2/3GPP TS 24.008: Inter-system change from S1 mode to Iu mode or A/Gb mode in idle mode when the TIN indicates "RAT‑related TMSI"
	Security context established in MS and network

	At inter-system change to Iu mode or A/Gb mode in idle mode when the TIN indicates "RAT‑related TMSI"

	UMTS security context


	An ME shall apply the GPRS UMTS ciphering key and GPRS UMTS integrity key as the one residing in the UMTS security context of the USIM (see 3GPP TS 33.401 [119]). 


�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





