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1. Overall Description:

This liaison statement addresses a new issue on network sharing and the impact on security that CT1 would like to inform SA3 about and ask for guidance.

It was agreed in TS24.301 to allow the configuration of the TAI list to support multiple PLMNs in a network sharing environment, as described in TS 23.401 subclause 9.9.3.33, that the TAI list may allow up to 16 PLMNs.  The UE shall consider the multiple PLMNs as equivalent and shall determine the registered PLMN from the GUTI received from the network.

From TS 24.301 v8.3.0:

 For a shared network, the TAIs included in the TAI list can contain different PLMN identities. The MME indicates the selected core network operator PLMN identity to the UE in the GUTI (see 3GPP TS 23.251 [8B]).
This configuration translates to having one common registered PLMN in the network and the UE, and several PLMNs which the UE can select from in idle mode and be handed over to in connected mode (e.g camping on a different cell/TA and selecting different PLMN within the new cell/TA) without performing the TAU procedure, meaning the UE need not inform the network of the change of the selected PLMN.

The authentication procedure includes generating new security keys. One of the parameters used in generating the KASME in the UE and the HSS is the PLMN-id (MCC+MNC) of the serving network as described in TS 33.401.
In the scenario above, if a stand-alone authentication procedure is requested by the network when the UE is in connected mode and is handed over to a cell belonging to a TA within the TAI list with a PLMN-id different from the registered PLMN included in the GUTI.

CT1 would like to ask SA3 which PLMN ID should be used by the UE for deriving the Kasme during a subsequent authentication procedure: the identity of the registered PLMN determined from the received GUTI or the PLMN-id selected from the system information broadcast.
CT1 would like to ask SA3 about their view on the problem addressed above and inform CT1 of any possible solution.
2. Actions:

To SA3
ACTION: 
CT1 kindly asks SA3 to look into the scenario and the related problem identified above, and to share with CT1 any possible solution that SA3 foresee.
3. Date of Next TSG-CT WG1 Meetings:

TSG-CT WG1 Meeting #63
22-26 February 2010
San Francisco, USA.

TSG-CT WG1 Meeting #64
10-14 May 2010
TBD, Japan.
