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1. Overall Description:

TSG CT WG1 thanks TSG SA WG3 for their LS Defining the NAS COUNTS (C1-094874,S3-091811).
CT1 agree that if the exact value of the NAS COUNTs that are stored in USIM or passed between MMEs is not clearly defined, UEs and MMEs from different vendors may set the uplink/downlink NAS COUNT values differently, which could result in replayed messages being accepted or legitimate messages being discarded.

CT1 have adopted the convention proposed by SA3 in the attached CR to 3GPP TS 33.401 for the outbound NAS COUNT direction (i.e., downlink NAS COUNT in the MME and uplink NAS COUNT in the UE). 
However, while considering the convention proposed by SA3 in the attached CR to 3GPP TS 33.401 for the inbound NAS COUNT direction (i.e., downlink NAS COUNT in the UE and uplink NAS COUNT in the MME), the following issues were found: 
1. In subclause 4.4.3.3 of 24.301 it is stated:
"After successful integrity protection validation, the receiver shall update its corresponding locally stored NAS COUNT with the value of the estimated NAS COUNT for this NAS message."
Adopting the convention proposed by SA3 would require a modification on the cited text, which can cause backward compatibility issues.
2. On the other hand, adopting the convention of storing the largest NAS COUNT for the inbound direction used in a successfully integrity checked NAS message would have a problem in the current specification. In subclause 4.3.1 of 3GPP TS 24.301, it is mentioned that:

"During the handover from UTRAN/GERAN to E-UTRAN, if the mapped EPS security context is taken into use, the NAS COUNT values for this EPS security context shall be initialized to zero in the UE and the network for uplink and downlink NAS messages." 
If the convention in the UE is that the stored downlink NAS COUNT value is the last successful integrity protected NAS message, then the UE will be expecting to receive an NAS message protected by using the downlink NAS COUNT with value “1”, but the network will use the value “0” instead. CT1 believes that this can be solved by increasing by “1” the uplink NAS COUNT value in the MME when it sends the NAS security transparent container in order to derive and take into use a mapped EPS security context in the UE. A solution to this has been provided by CRs to CT1.
Considering the two issues mentioned above, CT1 have agreed to make the following modification:

· Increase by “1” the uplink NAS COUNT value in the MME when it sends the NAS security transparent container in order to derive and take into use a mapped EPS security context in the UE
· The value of the uplink NAS COUNT counter which is stored or read out of the USIM or non-volatile memory of the ME as appropriate is the value that shall be used to send the next NAS message, 

· The value of the downlink NAS COUNT counter which is stored or read out of the USIM or non-volatile memory of the ME as appropriate is the largest downlink NAS COUNT that was used to successfully integrity check an inbound NAS message.
2. Actions:

To SA3 group. 
ACTION: 
TSG CT WG1 kindly asks TSG SA WG3 group to consider the issues raised in this document and take the conclusion made by CT1 into consideration.

3. Date of Next TSG-CT WG1 Meetings:
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22-26 February 2010
San Francisco, USA.
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10-14 May 2010
TBD, Japan.
