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1. Introduction
This contribution describes how the LCS messages exchanged between the UE and the network are secured. According to stage 2, these messages need to be secured (intergrity protected and ciphered). The protection mechanisms provided by EPS NAS is used to protect the LCS messages also.
2. Reason for Change
Without this change, stage 2 requirements on security can not be met.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.171 v0.0.0
* * * First Change * * * *
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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[w]
3GPP TS 24.301: "Non-Access Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

* * * Next Change * * * *

4.1.4
Security

Secure exchange of NAS messages via a NAS signalling connection is usually established by the MME during the attach procedure by initiating a security mode control procedure. After successful completion of the security mode control procedure, except for those messages specified in 3GPP TS 24.301[w], all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered using the current EPS security algorithm. 

All the NAS messages defined in this specification use security protected NAS message format described in 3GPP TS 24.301[w].

* * * End of Changes * * * *

