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1. Overall Description:

RAN2 would like to thank SA3 for their LS on ‘Integrity Protection of NAS Messages that alter the Allowed CSG list’ (R2-093656/S3-091167). RAN2 discussed the feasibility of ensuring that NAS messages which result in an update of CSG list are security protected and concluded that the solution is feasible for both LTE and UMTS case. RAN2 would like to highlight that Core Network (CN) is in control of the Security Mode Command (SMC) execution and hence it is up to the CN to ensure that security is activated before sending the reject.   

On the issue of possible layer violation introduced by the proposed solution for UMTS, RAN2 noted that there are requirements captured in CT1 specs for certain NAS messages to be Integrity Protected by RRC. Since the AS in the UE already provides an indication to the NAS about the activation of security, it is only required for CT1 to update that list of NAS messages that must be integrity protected.  Hence, the Integrity Protection of the relevant NAS Reject messages could be carried out without any protocol violation or impact on current RAN2 specifications. 
2. Actions:

To SA WG3:
ACTION: RAN2 Kindly asks SA3 to take the above comments into account in their future work. 
TO CT WG1:
ACTION: RAN2 kindly asks CT1 to consider RAN2’s comments on the possible NAS impacts. 
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 #67

24th – 28th August  2009

Shenzhen, China.
TSG-RAN WG2#67bis

12th -16th October  2009                  Miyazaki, Japan
