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<Start of modified section>

9.1.2
UMTS Radio Access Network

Commands interpreted by the RNC will result in one SMS BROADCAST COMMAND sent to the UE. The CBS messages are completely transparent to the Node B, i.e. no manipulation of the data like e.g. fragmentation is done at the Node B.
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Figure 4a

Alternatively, when emergency messages (e.g ETWS message etc.) are to be sent, the following message flow applies. In this case, the paging message with emergency indication can invoke mobile terminals to start receiving CBS messages without MMI.
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Figure 4b
0.
Device Management is used to configure the UE with a list of PLMNs that wish the UE to accept ETWS warnings over paging message. By default, the list in the UE shall be empty (i.e. the default setting shall be that security is needed for all PLMNs).

1.
Network registration and security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network. To guard against replay attacks, at least one of the core network nodes (MSC or SGSN) may use the Network Information and Time Zone (NITZ) feature, as specified in 3GPP TS 22.042 [22] and 3GPP TS 24.008 [23] to send the current Time of Day to the UE. The UE shall synchronise an internal ETWS clock to the time supplied in this procedure.

NOTE:
This step is performed each time a UE is attached to a NW (e.g. after each power-on).

Editor’s Note:
It is FFS to see if anything is to be addressed in terms of NITZ and the internal clock.
2.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information ("warning type", "warning message", "impacted area", and "time period") to the CBC. The CBC shall authenticate this request. The "warning type" takes one of the following values: earthquake, tsunami, earthquake and tsunami, test, or other. 
NOTE:
The interface between CBE and CBC is outside the scope of 3GPP.
3.
Using the "impacted area information", the CBC identifies which RNCs need to be contacted and constructs the "Service Area ID list" for the cells in which the information is to be broadcast. 


The CBC shall send a WRITE-REPLACE message to all the identified RNCs. The message shall include an "emergency indication" to differentiate it from normal Cell broadcast information, as well as the "Service Area ID list", "warning type", "warning message".
NOTE:
If security measures are to be used, "digital signature" and "timestamp" information is transmitted within "warning message".
4.
The RNCs use the "Service Area ID list" information to identify which NodeBs they need to reach, and then, they relay information to them using the appropriate Iub interface message.

5.
The NodeB receives the Iub message containing the emergency indication. As parallel actions, the RNC/NodeB:

a) shall start to broadcast the "warning message". Whether this broadcast uses a Cell Broadcast channel, modified System Information messages or another technique is to be defined by RAN groups, and can be RAT specific. This broadcast information is repeated continuously by the NodeB for the "time period" requested by the CBE. 

b) shall use paging messages in every paging group to alert idle mode mobiles to receive the broadcast warning message. Typically these paging messages are repeated in all paging groups for several DRX periods. The paging message contains the "ETWS indication" based on the "warning type" information. When the "warning type" is set to 'other', all of the warning information is included in the broadcast "warning message".
c) may send op tional primary notification, which contains "time stamp" and "digital signature" for this notification, according to regulatory requirements. Inclusion of "ETWS indication" is the same as that of the paging message mentioned above.

6.
The UE alert the user immediately, using "warning type" value,
-
upon the reception of the paging message, if the UE has been configured to receive ETWS warnings over the paging message, and the UE has authenticated the core network of the NodeB it is camped on, or

-
if the UE has not been configured to receive ETWS warnings over the paging message, and it received the optional primary notification and security checks based on "timestamp" and "digital signature" for this notification passed.
NOTE:
If the UE received the ETWS warnings over the paging and also received the optional primary notification, it will silently discard the optional primary notification.
NOTE:
When the "warning type" is 'test', the UE silently discards the paging message, and the optional primary notification, and do not perform the reception of the broadcast message described below. However, the UE specially designed for testing purposes may perform user alerting described above and proceed to the reception of the broadcast message described below

NOTE:
If the UE has been configured to receive ETWS warnings over paging message but it has not authenticated the core network of the NodeB it is camped on, the UE does not receive the paging message and the optional primary notification, and do not perform the reception of the broadcast message described below.
Upon the reception of  the paging message, whether the UE is configured to receive ETWS warnings over paging message or not, the UE activates the reception of the broadcast messages containing the "warning message".as the secondary notification, as follows:

-
If both the "digital signature" and "timestamp" are present in the "warning message" and security checks fail, then the UE notifies the user of this fact and stops the user alerting.
-
If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.
-
In other cases, the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore paging messages with the "ETWS indication" for the next [X] seconds.
NOTE:
Repetition period [X] is subject to regulatory requirements.
7.
The RNC node sends a BMC REPORT-SUCCESS to the CBC in response to Write-Replace.
8.
CBC sends acknowledgement message to CBE.
<End of modified section>

















































GEC





2. Information





CBC





5-c. Primary Notification with Security





6. User Alerting 





4. Broadcast Request





1. Registration and Security procedures; 


Current time





NodeB





SGSN





8. Ack





3. Write-Replace





7. Report-Success





5-a. Broadcast information





5-b. Paging





UE





RNC








�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1010235623.doc


3G TS 25.324











3G TS 23.041 Section 9.4







     3G TS 23.041







Section 9.2







CBC







RNC







NODE-B







 UEs







Write-Replace







Report-Success







SMS  BROADCAST COMMAND




























