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12
Commands for MBMS

12.0
General
This clause defines commands that a TE may use to control a MBMS supporting MT. The requirements for the MBMS are included in the following specification: 

-
Multimedia Broadcast/Multicast Service (MBMS): 3GPP TS 22.146[1];
12.1
Request Ks information +CAMBKS

Table 1: CAMBKS parameter command syntax

	Command
	Possible response(s)

	+CAMBKS=[<rand>,]<btid>,<key_lifetime>
	+CME ERROR: <err>

	+CAMBKS?
	+CAMBKS:<status>[,<rand>,<btid>,<key_lifetime>]
+CME ERROR: <err>

	+CAMBKS=?
	


Description

Execute command is used to store RAND, B-TID and Key lifetime. In GBA initiation procedure, BSF forwards the RAND and AUTN to the client in the 401 message which demands the UE to authenticate itself. After the success of the authentication, the BSF shall send a 200 OK message, including a B-TID, to the client. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks. The client sends this execute command to the ME containing RAND(optional), B-TID and Key lifetime. Then, the ME forwards RAND(optional), B-TID and Key lifetime to USIM/SIM.
Read command shows the current status which indicates the validation of Key Ks and optionally responses RAND(optional), B-TID and Key lifetime. 
Defined values
<rand>: Hexadecimal character format
RAND value
< btid >: Hexadecimal character format
B-TID value.

<key_lifetime>: Hexadecimal character format
Key lifetime value.

<status>:

0   Ks is invalid.

1   Ks is valid.
Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.2
Authentication Command +CAMBAU

Table 2: CAMBAU parameter command syntax

	Command
	Possible response(s)

	+CAMBAU=<RAND>[,<AUTN >]
	+CAMBAU: <status>[,<Kc>,<SRES>][,<CK>,<IK>,<RES/AUTS>] 
+CME ERROR: <err>

	+CAMBAU=?
	


Description

This command is used to authenticate the UE and returns the authentication result. 

In GBA initiation procedure, the BSF forwards the RAND and AUTN(for USIM) to the client in the 401 message which demands the UE to authenticate itself. The client sends this command to the ME including RAND and AUTN(for USIM). Then the ME forwards RAND and AUTN(for USIM) to SIM/USIM.

After receiving the RAND and AUTN, the USIM will perform the checking of AUTN to verify that the challenge is from an authorised network. If the sequence number is considered in the correct range, the USIM computes RES, CK, IK and responses to the ME. If the USIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the USIM abandons the function. In this case the response is AUTS.
After receiving the RAND, the SIM computes the Kc and SRES and returns to the ME.

Then, the ME will return the authentication result and related parameters to the client after receiving the responses from the USIM/SIM.

Defined values
<RAND>: RAND value.

<AUTN>: For USIM.
<status>:
0 the authentication is successful.
1 Synchronize failed.

2 Incorrect MAC (status word ‘9862’).

3 Security context not supported(status word ’98 64’).

255 Other error.
<Kc>: returned when SIM is used, 

<SRES>: returned when SIM is used,

<CK>:returned when USIM is used and <status> is 0.

<IK>: returned when USIM is used and <status> is 0.

<RES/AUTS>:

When USIM is used and <status> is 0, this command returns RES. When USIM is used and <status> is 1 which means synchronisation failure, this command returns AUTS.

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.3
Request MRK +CAMRK
Table 3: CAMRK parameter command syntax

	Command
	Possible response(s)

	+CAMRK=<NAF_ID>,<IMPI>
	+CAMRK:<status>[,<MRK>[,<BTID>]]

+CME ERROR: <err>

	+CAMRK =?
	


Description

This command is used to request the MRK. The MBMS client sends this execute command to the ME containing the NAF_ID and IMPI. The ME forwards them to the USIM.

After receiveing the NAF_ID and IMPI, the USIM performs NAF derivation as defined in section 7.1.1.5 of TS 31.102. If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned. Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. Then, the USIM returns Ks_ext_NAF(MRK).

The ME will return the result to the MBMS client according to the responses from the USIM.

Defined values
<NAF_ID>: the Network Application Function Identifier

<IMPI>: IP Multimedia Private Identity

<status>: 

0: success, in this case the command returns <MRK> and optionally returns <B-TID>.

1: Ks not available, Conditions of use not satisfied(status word ‘6985’).

255: other error

<MRK>: HEX string, the MBMS Request Key.

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.4
MSK Update Command +CAMSK

Table 4: CAMSK parameter command syntax

	Command
	Possible response(s)

	+CAMSK =<MIKEY>
	+CAMSK:<status>[,<Data>]
+CME ERROR: <err>

	+CAMSK =?
	


Description

This command is used in the MSK update procedure. The client receives the MIKEY packet containing an MSK update message and forwards to the ME using this command. Then, the ME sends the MIKEY message to the USIM.

The USIM performs the MSK update procedure as defined in section 7.1.1.6 of TS 31.102.

The ME returns the result to the MBMS client according to the responses from the USIM.

Defined values
<status>:

0 success

1 incorrect MUK(status word ‘6A88’)

2 Conditions of use not satisfied(status word ‘6985’)

3 MUK freshness failure(status word ’9865’)

4 Authentication error, incorrect MAC(status word ’9862’)

5 Security context not supported (status word ’9864’)
6 RFU

7 Invalid MIKEY(status word ‘6F00’)

255 Other error.
<Data>: HEX string. If the V-bit is valid, <Data> contains the MIKEY verification message.

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.5
MTK Generation Command +CAMTK
Table 4: CAMSK parameter command syntax

	Command
	Possible response(s)

	+CAMTK=<MIKEY>
	+CAMTK:<status>[,<Data>]
+CME ERROR: <err>

	+CAMTK =?
	


Description

This command is used in the MTK generation procedure. The client receives the MIKEY packet containing an MSK update message and forwards to the ME using this command. Then, the ME sends the MIKEY message to the USIM.

The USIM performs the MTK generation procedure as defined in section 7.1.1.8 of TS 31.102. The USIM ciphers the MTK using the valid MSK and returns the MTK and Salt (if available).

The ME returns the result to the MBMS client according to the responses from the USIM.
Defined values
<status>:

0 success

1 Referenced data not found, the needed MSK does not exist (status word ‘6A88’)
2 Conditions of use not satisfied, an invalidated MSK  (status word ‘6985’)
3 MTK ID is invalid, SEQp freshness failure (status word ‘9865’)
4 Authentication error, incorrect MAC (status word ‘9862’)
5 Security context not supported (status word ’98 64’)
6 RFU

7 Invalid MIKEY(status word ‘6F00’)

255 Other error.
< Data >: for <status>=0, < Data > contains MTK and Salt key(if available)

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.6
 Request Cell_ID +CACELL

	Command
	Possible response(s)

	+CACELL=<BDSType>
	+ CACELL: <BDSCellID>
+CME ERROR: <err>

	+CACELLID?
	


Description

In case the operators have one SG server to serve more than one broadcast network, the server needs to decide which broadcast network the corresponding MS is in and distribute the service guide to it according to the current CellID.

This command is used to acquire the MBCellID.

Defined values
<BDSType>: Possible values of <BDSType> is listed in CellTargetArea within ‘Service’ fragment, referred to Section 5.1.2.1 in OMA-TS-BCAST_Service_Guide-V1_0.

0 Unspecified

1 3GPP Cell Global Identifier as defined in 3GPP TS 23.003

2 3GPP Routing Area Identifier (RAI) as defined in 3GPP TS 23.003

3 3GPP Location Area Identifier (LAI) as defined in 3GPP TS 23.003

4 3GPP Service Area Identifier (SAI) as defined in 3GPP TS 23.003

5 3GPP MBMS Service Area Identity (MBMS SAI) as defined in 3GPP TS 23.003

6 3GPP2 Subnet ID as defined in [3GPP2 C.S0054-0]
7 3GPP2 SID as defined in [3GPP2 C.S0005-D]

8 3GPP2 SID+NID as defined in [3GPP2 C.S0005-D]

9 3GPP2 SID+NID+PZID as defined in [3GPP2 C.S0005-D]

10 3GPP2 SID+PZID as defined in [3GPP2 C.S0005-D]
11 DVB-H Cell ID  (specified in section 6.3.4.1 of [BCAST10-DVBH-IPDC-Adaptation] )12 - 127  reserved for future use

128 -255 RFU.

<BDSCellID>: Hexadecimal character format, the value of the cell ID which depends on the value of <BDSBType>.

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.7
Request MUK timestamp +CAMUKTS 

	Command
	Possible response(s)

	+CAMUKTS =<B-TID>,<NAF-ID>
	+CAMUKTS:<status>[,<TS>]
+CME ERROR: <err>

	+CAMUKTS =?
	


Description

This command is used when the MSK MIKEY message arrives at the ME.

The Extension Payload (EXT) is examined, and if it indicates an MSK delivery protected with MUK, the MUK ID is received by combining IDi and IDr. IDi is the ID of the BM-SC (i.e. NAF‑ID without the Ua security protocol identifier) and IDr is the ID of the UE's username (i.e.B‑TID).
The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MUK, according to TS 33.246.

Defined values
<B-TID>: the bootstrapping transaction identifier.

<NAF-ID>: the network application function identifier.

<status>: indicates that reading TS successful or fail:

0 successful

1 Record not found

255  other error.
<TS>: HEX string, Timestamp Counter.
Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.

12.8
 Request MSK timestamp +CAMSKTS

	Command
	Possible response(s)

	+CAMSKTS=<KEY_DOMAIN_ID>,<MSK_ID>
	+CAMSKTS:<status>[,<TS>]
+CME ERROR: <err>

	+CAMSKTS =?
	


Description

This command is used when the MTK MIKEY message arrives at the ME.

After the MTK MIKEY message reception, the Extension Payload (EXT) is examined, and if it indicates an MTK delivery protected with MSK, the MSK ID related to an MBMS Key Domain is extracted from the Extension Payload. 

The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MSK, according to TS 33.246. 

Defined values
<KEY_DOMAIN_ID>: HEX string, the ID of MSK domain.

<MSK_ID>: HEX string, the ID of MSK.

<status>: integer type

0  success

1  Record not found
255  other error.

<TS>: HEX string, Timestamp Counter.

Implementation
Mandatory for a MT supporting AT commands only and MBMS is implemented.
* * * End of Second Change * * * *
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