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1. Introduction
There has been some discussion at the last SA3 meeting on the possibility of altering the allowed CSG list, and finally SA3 is sending an LS to CT1 (RAN2 too) on Integrity protection of NAS messages that alter the allowed CSG list (see S3-091167/C1-092334) with a number of questions to be answered. The S3 LS also contains attached three contributions for CT1 consideration (see S3-090852 [2], S3-090853 [3] and S3-090854 [4]).
Note that some related and similar contributions were tabled at the CT1#57 meeting (in C1-090704 [5], C1-091323 [6], and C1-091324 [7]).
Though the EHNB-Sec work item indicated in the LS is under Rel-9, this contribution assumes that this is Rel-8 issue as indicated by the release field of the liaison and the CRs attached to the LS.
This contribution analyses the SA3 LS and its attached provided documents, proposes a way forward while attempting to give answer to some of the questions.
2. Discussion

Analysis from NAS perspective
It is acknowledge that the NAS layer 3 signalling messages that are non-integrity protected are unsafe and can be the subject of attacks from “fake” base-station whereby hackers can corrupt such non-integrity protected messages like cause value 25 and the effect of that may range from just inconvenience to the user to more serious effect.
However, it is important to consider that any modification to the specifications to be taken must balance the impacts and possible added problems of the solution proposed before making any decision, as SA3 is asking in the LS.
The discussion paper presented at SA3 and was the subject of the SA3 LS provides some not so accurate information regarding the error scenarios. Overall, where in the discussion paper is stated that for the causes b) “A malicious terminal application adds/removes a CSG id to the CSG list on the ME or USIM”.
CT1 knows well OMA DM MOs, since a number of them are defined by CT1 specifications. The thing is that terminals store MOs in protected memory area (note that MOs can also be encrypted per OMA DM), and the ME-(U)SIM interface is considered secured too. Overall, when considering access to sensitive information stored in the (U)SIM, for example, elementary files which only the network signalling module can directly be able to access according to 3GPP specifications. Therefore, causes b) of ‘malicious application’ should actually not occur in a terminal compliant with 3GPP. 
Any sort of electronic device may be hacked if in wrong hands, but even if so this would not be only restricted to the case of access to the Allowed CSG list, but any other list or sensitive information stored can be subject of similar attack (malicious access). 
All the above seems not to have been considered by SA3, at least, when one reads the SA3 LS [1].
· OMA DM MOs are in protected memory area. ME-(U)SIM interface access should be restricted.
The LS indicates that “The effect of the attack is that the target UE would not automatically camp on a CSG cell or cells to which it should have access”.

For the case of rejection of registration message, the 3GPP TS 24.301 [8] and TS 24.008 [9] clearly indicate that on receipt of the cause value 25, the UE is mandated to search for a suitable cell in the same PLMN. This means that the UE in almost all cases get access to the PLMN by camping on the macro cell. There should be a macro network, when possible. Therefore, there will not be denial of service attack in most situations.
Quote of [8]:

#25
(Not authorized for this CSG);


..


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].


..

Since CT1 holds responsibility on PLMN selection procedures that includes the CSG case. The fact is that per scenarios described by S3-09852 [2] (attached to the LS) can only take place in manual CSG selection, and obviously is the result of having manual CSG selection as a requirement.
Anyhow, the need of use of manual CSG selection makes the scenario of rejection with #25 unlikely to occur. User interaction is required in order to select a CSG, and on the CSG displayed list select the faulty home (e)NodeB. Further to that, the fake home (e)NodeB rejects the attempt with #25, but NAS protocol specifications mandate the UE to attempt to find something else.
· The risk and frequency of attack seem both not be high from NAS perspective.
For the case of not being anything else available in the air, it is important to bear in mind that terminals provide a user interface / MMI indication to the user whenever there is lack of service.

So, the user is actually informed of lack of service situation, and thereby able to take measures. Note that this indication is nothing new, but implemented in existing terminals, and users are familiar with it. 
· If lack of service occurs, the user should be informed.
Problems of the SA3 proposed solution

Now, when going into the CT1 protocol impacts of the SA3 proposed solution in [3] and [4], one can see that a number of issues arise.
It creates a linkage between security and the reject cause value sent in NAS in mobility management for the particular case of #25. Then, terminal implementations are required to detect if a reject registration message is received without security protection (integrity), and then check whether the reject cause value included in the message is #25 before the message can be discarded or not.
The above clearly adds additional new complexity to the NAS protocol and terminal implementations. Stage 3 specifications; 3GPP TS 24.301 [8] and 3GPP TS 24.008 [9] need to be updated and if approved incorporated in the September 2009 version of CT1 specifications. Furthermore, terminal implementations not only LTE based, but also UMTS, are impacted.
· Requires new design in both LTE and UMTS supporting implementations. 
The proposed solution by SA3 (in [3] and [4]) is to only accept the reject registration message with #25 if it is received in a UMTS or LTE integrity protected message. This obviously implies that a security context must exist in both the UE and the network. One issue with this type of solution is that in case of the sending registration attempt without UICC or USIM available like emergency service, then the reject message with #25 will always be discarded. Also, networks, which do not enable security for the emergency service, would be unable to send #25.
· The SA3 solution impacts the emergency service work.

An additional issue is that adds additional problems to the NAS protocol and the UE behaviour. The receipt of reject registration message with #25 (not integrity protected) leads the UE to discard the message and eventually lead to perform re-transmission. Therefore, not only the UE ends up performing continuous retransmissions till the maximum limit, but also after the last re-transmission attempt the UE implementation is allow not performing a PLMN reselection to find an alternative PLMN to obtain service (see Abnormal cases in the UE in 3GPP TS 24.301 [8]; e.g., section 5.5.1.2.6, and the same in 3GPP TS 24.008 [9]; e.g., section 4.7.3.1.5). Once the attempt counter for the registration attempts reaches its limit, a PLMN reselection is not mandatory. Even in case of performing a PLMN reselection this would not happen immediately (add the time it takes for the UE to give up the registration procedure).
The suggested countermeasures allow mounting new denial of service attack. A fake home (e)Node B will send #25 (not integrity protected) continuously to all UEs in a certain area with the possible result of entering limited service, or at least keeping them occupied making re-transmission.
· The UE can well end up out of normal service because of the SA3 proposed solution.
3. Conclusion

Any modification to the specifications to be taken must balance the impacts and possible added problems of the solution proposed before making any decision.

The attack described in the LS is possible to perform (per [1] by using the manual CSG selection), the exact details in the LS can however be challenged as described above. 
Please, note that a user interface / MMI indication is provided to the user whenever there is lack of service, and then the persistent nature of the attack can also be challenged.
The proposed SA3 solution introduces complexity in the NAS protocols in UMTS and in LTE for Rel-8.
If agreed, the stage 2 and 3 details of the proposed solution would be part of the September 2009 version of 3GPP specifications. This might delay ongoing LTE terminal implementations, and therefore available only at a late point in time. 
Additional problems seem to be introduced in the NAS protocol by the proposed SA3 solution. Possible impacts on emergency service, NAS protocol and UE behaviour in which the UE can end up out of normal service because of the SA3 proposed solution or making re-transmissions.
We thus finally propose that CT1 sends a reply LS to SA3 to highlight the issues described by this discussion paper.
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