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1. Overall Description:

RAN5 would like to seek clarification from CT1 on the circumstances under which the MME will initiate a security mode control procedure upon receiving an ATTACH REQUEST from the UE. RAN5’s current understanding is that if the ATTACH REQUEST sent by the UE includes an eKSI that belongs to an EPS security context available in the MME, the MME can reply with a NAS message that is integrity protected and ciphered without initiating a security mode control procedure, based on the following excerpt of TS 24.301 section 4.4.2.3:
[TS 24.301 clause 4.4.2.3]

“....

The UE shall include the effective eKSI value in the initial NAS message. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages:

-
by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From this time onward, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered”
However this text is followed by a note specifying the following:
“NOTE:
This option is also applicable during the attach procedure, unless the UE indicates in the initial PDN CONNECTIVITY REQUEST sent with the ATTACH REQUEST message that it has ESM information that needs to be sent security protected.”
It is unclear why this option does not apply if the UE indicates in the initial PDN CONNECTIVITY REQUEST that it has  ESM Information that needs to be security protected (by including the ESM information transfer flag), since the preceding text specifies that all messages after the ATTACH REQUEST will be sent integrity protected and ciphered.
2. Actions:

To CT1
RAN5 kindly asks CT1 to confirm whether the following statements are the correct understanding of TS 24.301 clause 4.4.2.3:

Statement 1:

The MME may re-establish the secure exchange of NAS messages without initiating a security mode control procedure if the UE has included an eKSI that belongs to an EPS security context available in the MME in the initial NAS message.
Statement 2:

Statement 1 is applicable to NAS message ATTACH REQUEST, except if the UE has included the ESM information transfer flag, in which case the MME shall initiate security mode control procedure.
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