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* * * First Change * * * 
5.4.3.5
NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The SECURITY MODE REJECT message contains an EMM cause that typically indicates one of the following cause values:
#23:
UE security parameters mismatch;

#24:
security mode rejected, unspecified.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

* * * Second Change * * * 
A.3
Causes related to PLMN specific network failures and congestion/authentication failures

Cause #16 – MSC temporarily not reachable


This EMM cause is sent to the UE if it requests a combined EPS attach or tracking area updating in a PLMN where the MSC is temporarily not reachable via the EPS part of the network.

Cause #17 – Network failure


This EMM cause is sent to the UE if the MME cannot service an UE generated request because of PLMN failures.

Cause #18 – CS domain not available


This EMM cause is sent to the UE if the MME cannot service an UE generated request because of no availability of CS domain.

Cause #19 – ESM failure


This EMM cause is sent to the UE when there is a failure in the ESM message contained in the EMM message.

Cause #20 – MAC failure


This EMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh (see 3GPP TS 33.401 [19]).

Cause #21 – Synch failure


This EMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range (see 3GPP TS 33.401 [19]).

Cause #22 – Congestion


This EMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).

Cause #23 – UE security parameters mismatch


This EMM cause is sent to the network if the UE detects that one or more security parameter(s) (e.g. the UE security capabilities) do not match the parameter(s) sent back by the network.
Cause #24 – Security mode rejected, unspecified


This EMM cause is sent to the network if the security mode command is rejected by the UE for unspecified reasons.

Cause #26 – Non-EPS authentication unacceptable


This EMM cause is sent to the network in S1 mode if the ‘separation bit’ in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.401 [19]).

Cause #39 – CS domain temporarily not available

This EMM cause is sent to the UE when the CS fallback or 1xCS fallback request cannot be served temporarily due to O&M reasons.
* * * Third Change * * * 
5.5.3.2.4
Normal and periodic tracking area updating procedure accepted by the network

If the tracking area update request has been accepted by the network, the MME shall send a TRACKING AREA UPDATE ACCEPT message to the UE. If the MME assigns a new GUTI for the UE, a GUTI shall be included in the TRACKING AREA UPDATE ACCEPT message. In this case, the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1. The MME may include a new TAI list for the UE in the TRACKING AREA UPDATE ACCEPT message.

If the UE has included the UE network capability IE or the MS network capability IE or both in the TRACKING AREA UPDATE REQUEST message, the MME shall store all octets received from the UE, up to the maximum length defined for the respective information element.

NOTE:
This information is forwarded to the new MME during inter-MME handover or to the new SGSN during inter-system handover to A/Gb mode or Iu mode.

If a UE radio capability information update needed IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall delete the stored UE radio capability information, if any.
If the UE specific DRX parameter was included in the DRX Parameter IE in the TRACKING AREA UPDATE REQUEST message, the network shall replace any stored UE specific DRX parameter with the received parameter and use it for the downlink transfer of signalling and user data.

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. Additionally, the MME shall include an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating which EPS bearer contexts are active in the MME.
For a shared network, the TAIs included in the TAI list can contain different PLMN identities.

If the "active" flag is included in the TRACKING AREA UPDATE REQUEST message, the MME shall re-establish the radio and S1 bearers for all active EPS bearer contexts.

Upon receiving a TRACKING AREA UPDATE ACCEPT message, the UE shall stop timer T3430, reset the tracking area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED. If the message contains a GUTI, the UE shall use this GUTI as new temporary identity for EPS services and shall store the new GUTI. If no GUTI was included by the MME in the TRACKING AREA UPDATE ACCEPT message, the old GUTI shall be used. If the UE receives a new TAI list in the TRACKING AREA UPDATE ACCEPT message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.
If the UE had initiated TAU due to a change in UE network capability or change in DRX parameters or both, the UE shall locally deactivate ISR by setting TIN value to "GUTI".

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.

The MME may also include of list of equivalent PLMNs in the TRACKING AREA UPDATE ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the TRACKING AREA UPDATE ACCEPT message. If the TRACKING AREA UPDATE ACCEPT message does not contain a list, then the UE shall delete the stored list.

The network may also indicate in the EPS update result IE in the TRACKING AREA UPDATE ACCEPT message that ISR is active. If the TRACKING AREA UPDATE ACCEPT message contains:

i)
no indication that ISR is activated, the UE shall set the TIN to "GUTI";

ii)
an indication that ISR is activated, the UE shall regard a previously assigned P-TMSI and RAI as valid and registered with the network. If the TIN currently indicates "P-TMSI", the UE shall set the TIN to "RAT-related TMSI".

If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSD ID to the Allowed CSG list.
If the TRACKING AREA UPDATE ACCEPT message contained a GUTI, the UE shall return a TRACKING AREA UPDATE COMPLETE message to the MME to acknowledge the received GUTI.

Upon receiving a TRACKING AREA UPDATE COMPLETE message, the MME shall stop timer T3450, and shall consider the GUTI sent in the TRACKING AREA UPDATE ACCEPT message as valid.
For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode, if the UE has included a KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall take one of the following actions:

-
if the MME retrieves the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall integrity check the TRACKING AREA UPDATE REQUEST message using the native EPS security context prior to integrity protect the TRACKING AREA UPDATE ACCEPT message using the native security context which shall be taken into use; or

-
if the MME can not retrieve the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall perform a security mode control procedure to indicate the use of the mapped EPS security context to the UE (see subclause 5.4.3.2).

For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode, if the UE has not included a KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall perform a security mode control procedure to indicate the use of the mapped EPS security context to the UE (see subclause 5.4.3.2).

For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-CONNECTED mode, the MME shall integrity check TRACKING AREA UPDATE REQUEST message using the current K'ASME as derived when triggering the handover to E-UTRAN (see subclause 4.4.2.1). The MME shall verify the received UE security capabilities in the TRACKING AREA UPDATE REQUEST message. Then, the MME shall take one of the following actions prior to integrity protect and cipher the TRACKING AREA UPDATE ACCEPT message using the security context based on K'ASME and take the mapped EPS security context into use:

-
if the UE has included a KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message and if the MME retrieves the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall include a new GUTI in the TRACKING AREA UPDATE ACCEPT message if the UE is not known in this MME; or

-
if the UE has not included any KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall remove any native EPS security context for any GUTI for this UE.
Further to the above, upon receipt of TRACKING AREA UPDATE ACCEPT message, the UE shall take the mapped EPS security context into use. 
* * * Fourth Change * * * 
8.2.26
Tracking area update accept

8.2.26.1
Message definition

This message is sent by the network to the UE to provide the UE with EPS mobility management related data in response to a tracking area update request message. See table 8.2.26.1.

Message type:
TRACKING AREA UPDATE ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.26.1: TRACKING AREA UPDATE ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Tracking area update accept message identity
	Message type

9.8
	M
	V
	1

	
	EPS update result
	EPS update result

9.9.3.13
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.9
	M
	V
	1/2

	5A
	T3412 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	50
	GUTI
	EPS mobile identity

9.9.3.12
	O
	TLV
	13

	54
	TAI list
	Tracking area identity list

9.9.3.33
	O
	TLV
	8-98

	57
	EPS bearer context status
	EPS bearer context status

9.9.2.1
	O
	TLV
	4

	13
	Location area identification
	Location area identification

9.9.2.2
	O
	TV
	6

	23
	MS identity
	Mobile identity

9.9.2.3
	O
	TLV
	7-10

	53
	EMM cause
	EMM cause

9.9.3.9
	O
	TV
	2

	17
	T3402 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	59
	T3423 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	4A
	Equivalent PLMNs
	PLMN list

9.9.2.8
	O
	TLV
	5-47

	
	
	

	
	
	

	34
	Emergency Number List
	Emergency Number List

9.9.3.37
	O
	TLV
	5-50


8.2.26.2
T3412 value

This IE may be included to indicate a value for timer T3412.

If this IE is not included, the UE shall use the value currently stored, e.g. from a prior ATTACH ACCEPT message.

8.2.26.3
GUTI

This IE may be included to assign a GUTI to a UE.

8.2.26.4
TAI list

This IE may be included to assign a TAI list to a UE.

8.2.26.5
EPS bearer context status

This IE shall be included if the network wants to indicate the EPS bearer contexts that are active for the UE in the network.

8.2.26.6
Location area identification
This IE may be included to assign a new location area identification to a UE during a combined TA/LA update.

8.2.26.7
MS identity

This IE may be included to assign or unassign a new TMSI to a UE during a combined TA/LA update.
8.2.26.8
EMM cause

This IE shall be included if the combined tracking area updating procedure was successful for EPS services only.

8.2.26.9
T3402 value

This IE may be included to indicate a value for timer T3402.

If this IE is not included, the UE shall use the default value.

8.2.26.10
T3423 value
This IE may be included to indicate a value for timer T3423.

If this IE is not included, the UE shall use the default value.
8.2.26.11
Equivalent PLMNs

This IE may be included in order to assign a new equivalent PLMNs list to a UE.


8.2.26.12
Emergency Number List
This IE may be sent by the network. If this IE is sent, the contents of this IE indicates a list of emergency numbers valid within the same MCC as in the cell on which this IE is received.
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