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1. Overall Description:

During their ad hoc meeting in March, SA3 discussed the two attached contributions. S3-090560 is a discussion paper, which points to problems with the synchronisation of security contexts between UE and network, which may arise when a NAS Security Mode Command procedure is run concurrently with certain other security-related procedures, in particular 

· S1 INITIAL CONTEXT SETUP
· S1AP UE CONTEXT MODIFICATION 

· S1AP HANDOVER RESOURCE ALLOCATION

· S10 FORWARD RELOCATION 

· S1AP PATH SWITCH REQUEST ACKNOWLEDGE.

The problem is that race conditions may occur, and that the MME and the UE may consequently use different keys K_ASME (or other parameters in the NAS security context), as the basis for their further key derivations. S3-090560 points out that the above list may not be a complete list of procedures, which may cause problems when run concurrently. 
S3-090570 is a proposed CR to TS 33.401 which addresses a part of the concerns raised in S3-090560. In addition, S3-090570 addresses details of key handling, which have been missing so far from TS 33.401, and which are needed because of the possibility of a concurrent run of security procedures. These details of key handling would have to be added to TS 33.401 anyhow.

SA3 felt that general rules about allowing or not allowing the concurrency of certain procedures were required in order to avoid failure cases. SA3 was unsure, however, where these rules should be documented. SA3 also noted that procedures specified in TSs under the control of all WGs addressed by this LS were involved, so that these rules would affect specifications from several stage 3 WGs. This would suggest that TS 33.401 could be an appropriate place for documenting these rules, but, on the other hand, the involved procedures are stage 3 procedures, and therefore SA3 would be happy to leave the lead in defining such rules to a stage 3 WG, in particular CT1 or RAN3. 
2. Actions:

To RAN3, RAN2, CT1, CT4
ACTION: 
SA3 kindly asks the addressed groups to 
· let SA3 know whether they share SA3’s concern about problems potentially arising from the concurrent run of security procedures;
· if yes, whether they think rules about not allowing certain procedures to run concurrently shall be documented in 3G TSs;
· if yes, which TSs they think would be most appropriate;

· add to the list of security procedures whose concurrent run may cause problems if applicable;
· reply well in advance of SA3’s next meeting submission deadline (4 May) so that corresponding CRs could be prepared in case the addressed groups would see a role of SA3 in this work; 
· note that, in SA3’s view, this work would still be considered as an essential correction to Rel-8.
3. Date of Next SA3 Meetings:
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