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A.1
Causes related to UE identification

Cause value #2 – IMSI unknown in HSS


This cause is sent to the UE if the UE is not known (registered) in the HSS. This cause does not affect operation of the EPS service, although is may be used by an EMM procedure. 

Cause value #3 – Illegal UE


This cause is sent to the UE when the network refuses service to the UE either because an identity of the UE is not acceptable to the network or because the UE does not pass the authentication check, i.e. the RES received from the UE is different from that generated by the network.

Cause value #6 – Illegal ME 


This cause is sent to the UE if the ME used is not acceptable to the network, e.g. blacklisted.

Cause value #9 – UE identity cannot be derived by the network.


This cause is sent to the UE when the network cannot derive the UE's identity from the GUTI/S-TMSI/P-TMSI, e.g. no matching identity/context in the network or failure to validate the UE's identity due to integrity check failure of the received message.
Cause value #10 – Implicitly detached


This cause is sent to the UE either if the network has implicitly detached the UE, e.g. some while after the Mobile reachable timer has expired, or if the EMM context data related to the subscription does not exist in the MME e.g. because of a MME restart.
********************* next change  related to S3-090269 ****************************

4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no cached EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use, if the UE provided a KSISGSN, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message; otherwise the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

********************* next change ****************************

5.1.3.3
EPS update status

In order to describe the detailed UE behaviour, the EPS update (EU) status pertaining to a specific subscriber is defined.

The EPS update status is stored in a non-volatile memory in the USIM if the corresponding file is present in the USIM, else in the non-volatile memory in the ME, as described in Annex C.

The EPS update status value is changed only after the execution of an attach, network initiated detach, authentication, tracking area update or service request procedure.

EU1: UPDATED


The last attach or tracking area updating attempt was successful.

EU2: NOT UPDATED


The last attach, service request or tracking area updating attempt failed procedurally, i.e. no response or reject message was received from the MME.

EU3: ROAMING NOT ALLOWED


The last attach, service request or tracking area updating attempt was correctly performed, but the answer from the MME was negative (because of roaming or subscription restrictions).
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