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Introduction 

Allowing the UE write access to the allowed CSG list on the USIM makes it difficult to recover if the allowed CSG list is in an incorrect state. The two possible scenarios are listed below. 
Error Scenarios 
	Scenario 
	Cause
	Effects 
	Solution 

	1) A CSG is placed on the list that should not be there 
	A rogue or faulty closed cell accepts a user's attempt to access it. 

A malicious application writes to the USIM. 
	UE accesses a rogue cell, and will return to that cell until the CSG id is removed from its list. 

UE attempts to access a cell and fails 
	The CSG must be removed from the list, either by an unsuccessful manual attempt to register. Alternatively, the network operator must remove the CSG id.

	2) A CSG is not on the list and it should be 
	A rogue or faulty closed cell rejects a user's attempt to access it and its CSG id is removed from the allowed CSG list. 

A malicious application writes to the USIM. 
	UE is unable to access the cells to which it should have access
	The CSG must be re-added to the list, either by a successful manual attempt to register. Alternatively, the network operator must re-provision the CSG id. 


Conclusions 

In scenario 1), once the CSG id is on the allowed list, the user may be unaware of the problem. Therefore scenario 1) is difficult for the user to recover from. 

In scenario 2), the user will be denied service from the home cell, and must either manually select it or contact the operator. 

It is important to prevent a problem in the radio network modifying the allowed CSG list, and it would also be useful to have a simple way for the UE to recover from allowed CSG list errors. 
Proposals 

To ensure that the core network has control over the allowed CSG list, any NAS message that might modify the list must be received integrity protected. 

The UE shall maintain a 'Temporary Allowed CSG List' outside the SIM that is cleared at power off. The UE can add and remove entries from the 'Temporary Allowed CSG List' but cannot access the operator controlled list on the USIM. It is then possible to recover from errors in the allowed CSG list by powering down the UE. 























































































