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* * * First Change * * * 
5.4.3
Security mode control procedure

5.4.3.1
General

The purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding NAS keys and security algorithms.

5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME indicated by the KSIASME included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

If the security mode control procedure is not initiated due to inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME shall set the KSISGSN to the value "no key is available".

For inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, if the MME has a cached EPS security context, the MME shall include the KSIASME IE in the SECURITY MODE COMMAND message, and shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. 

For idle mode mobility from A/Gb mode or Iu mode to S1 mode, if the MME uses the mapped EPS security context, the MME shall include the KSISGSN IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on K'ASME indicated by the KSISGSN indicated in the message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN). A SECURITY MODE COMMAND that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, nonceMME and nonceUE, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [19] to check whether the SECURITY MODE COMMAND can be accepted or not. The UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context". A SECURITY MODE COMPLETE that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

5.4.3.4
NAS security mode control completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From this time onward the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

5.4.3.5
NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The SECURITY MODE REJECT message contains an EMM cause that typically indicates one of the following cause values:
#23:
UE security capabilities mismatch;

#24:
security mode rejected, unspecified.


Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure. The network shall then initiate a detach procedure towards the UE with detach type “re-attach required”, deactivate the EPS bearer context(s) for the UE locally and enter the state EMM-DEREGISTERED-INITIATED. Further actions of the UE and MME are defined in subclause 5.5.2.3.
* * * End of Change * * * 
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