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1. Introduction
In the current version of 24.301 it is not clearly specified how the NAS protocol shall handle unciphered operation. It is specified that unciphered operation is an operator configuration option in the MME, and when configured the MME shall select the “null ciphering algorithm”. It is however not clear how unciphered operation shall be implemented in the NAS protocol.
It is crucial to standardize unciphered operation to avoid inter-operability problems between different MME and UE vendors when unciphered operation is used.
This CR lists the identified options and proposes one of these to be implemented in TS 24.301 v8.0.0.
2. Reason for Change
In 3GPP TS 24.301 it is specified that NAS messages can be either “plain” or “security protected”, where the latter contains a MAC and an optionally ciphered “plain” NAS message. If the “plain” NAS messge contained in a “security protected” NAS shall be ciphered it shall be done so with one of the ciphering algorithms supported by both MME and UE. It is the MME that selects the ciphering algorithm to use.
In 3GPP TS 33.401 it is stated that one of the ciphering algoritms that is mandatory to support for MME and UE is the “null ciphering algorithm”, which when applied will not perform any ciphering, ie the message is left unciphered.

The vast majority of SAE deployments will use ciphered operation as the normal operation mode and unchiphered operation only in exceptional cases, e g when trouble-shooting a problem. Some deployments will use unciphered operation as the normal operation mode.  A solution must take both use cases into account.
Even though details on implementation should be left out of standardization, two issues in 3GPP TS 24.301 when to implement unciphered operation are worth noting:

a) Clause 4.4.5 states that all NAS messages, with a few well defined exceptions, shall be sent ciphered both uplink and downlink once a secure NAS message connection has been set up;

b) For certain procedures ciphering is explicitly mandated, e g Identity Request with IMEI and ESM information request procedure. 
To support unciphered network operation once secure NAS message exchange has been set up, two methods have been identified:
1) Use “security protected” NAS messages with ciphering inactive;
2) Use “security protected” NAS messages with ciphering active.
2.1 “Security protected” NAS messages with ciphering inactive
If “security protected” NAS messages with ciphering inactive is used to implement unciphered operation the NAS messages sent after secure NAS message connection set up shall be marked as unciphered in the Security header type.  This means that the NAS messages are tranferred in plain readable format and the setting of Security header type reflects this. The drawbacks with this method are:
· A new handshake is needed between MME and UE to agree unciphered operation;

· Separate handling at security context setup;

· Separate handling of all NAS messages on the receiving side after secure NAS message connection set up compared to ciphered operation.

There is a need to have a way to signal between MME and UE that messages also after setup of secure NAS message connection shall be sent/received without ciphering, i e with Security header type indicating no ciphering. This could be done by the selection of “null ciphering algorithm” in the security context or with separate signalling. In either case MME and UE must agree on unciphered mode and  treat all NAS messages differently compared to ciphered operation.
2.2 “Security protected” NAS messages with ciphering active
If “security protected” NAS messages with ciphering active is used to implement unciphered operation the NAS messages sent after secure NAS message connection set up shall be marked as ciphered in the Security header type. The NAS messages are transferred in plain readable format but the Security header type indicates that the messages are ciphered. The drawbacks with the previous method can be avoided:
· No handshake is needed to agree unciphered operation;

· No separate handling at security context setup;

· No separate handling of any NAS messages after secure NAS message connection set up compared to ciphered operation.

A possible drawback could be that NAS messages are sent with a Security header type indicating ciphering whereas the the NAS message is in a plain readable format. This should however be an acceptable side effect if an operator explicitly chooses to operate a network using the “null ciphering algorithm”.

Compared to ciphered operation the only difference is the ciphering algoritm selected by the MME. All other aspects of NAS message security remain the same. This is an advantage in implementation and testing as the same code will be used in both ciphered an unciphered operation.
3. Conclusions

It is proposed to use method two, “security protected” NAS messages with ciphering active, to standardize unciphered network operation in SAE as this method has the least impact compared to ciphered operation and will require less standardizing and implementation effort than the other identified method.
4. Proposal

It is proposed to agree the changes to 3GPP TS 24.301 v8.0.0 as proposed in CR C1-090515.
