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* * * First Change * * * *

6.5.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [9] can be considered as a basis for this subclause.

6.5.2.1
General

(Re-)Authentication signalling for untrusted non-3GPP access to the EPC may be  be executed between the UE and the 3GPP AAA server in the EPC, if the operator wants to ensure mutual authentication of the user and the EPC before IPsec tunnel establishment. 
Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user (re)-authentication.

Access (re-)authentication signalling shall be based on  Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [29] and is further detailed in 3GPP TS 33.402 [15 ], 3GPP TS 29.273 [17] and procedural descriptions in sub-clauses 6.4.2 and 6.4.3.


6.5.2.2
UE procedures
If the UE receives an EAP-Request/Identity from the untrusted non-3GPP access network, it should respond according to the procedure for authentication and key agreement for trusted non-3GPP access as specified in sub-clause 6.2 and fast re-authentication for trusted non-3GPP access as specified in sub-clause 6.3 of 3GPP TS 33.402 [15], and exchange message parameters with the 3GPP AAA server via the 3GPP AAA proxy as defined in 3GPP TS 29.273 [17].
6.5.2.3
3GPP AAA server procedures


If the 3GPP AAA server receives a DIAMETER message containing an EAP-Response/Identity from an Untrusted non-3GPP access network, it shall follow the procedure for authentication and key agreement for trusted non-3GPP access as specified in sub-clause 6.2 and fast re-authentication for trusted non-3GPP access as specified in sub-clause 6.3 of 3GPP TS 33.402 [15], and exchange message parameters with the UE via the 3GPP AAA proxy as defined in 3GPP TS 29.273 [17].
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