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6.8.2.2
UE procedures
6.8.2.2.1
UE discovering the ANDSF

The IP address of the ANDSF can be provisioned in the UE by the home operator. If not provisioned in the UE,  the domain name or the IP address of the ANDSF can also be discovered by the UE by means of the DHCP query as specified in draft-ietf-mipshop-mos-dhcp-options [37]. The ANDSF IP address by which the UE can contact the ANDSF can also be obtained by the UE through a  DNS lookup as specified in IETF RFC 1035 [35]. The QNAME shall be set to the ANDSF-SN FQDN.
Editor's note:
The way ANDSF-SN FQDN is defined and its relation with OMA-DM bootstrapping process for ANDSF are FFS. Preferably it will be defined in 23.003, based on PLMN information, similar to BSF FQDN in 23.003.
Editor's note:
When a UE is roaming, how the UE's location can be obtained by the ANDSF in order to provide the corresponding information to that UE is FFS.

Editor's note:
The granularity of the UE's location that the UE provides to the ANDSF is FFS.

Editor's note:
Other solution for the UE to retrieve the IP address of the ANDSF is FFS.
When performing DNS resolution, the UE shall build a Fully Qualified Domain Name (FQDN) for the DNS request and select the IP address of the ANDSF included in the DNS response message.

When performing DHCP resolution, the UE shall perform DHCP query and select the IP address of the ANDSF offered by the DHCP Server, or perform another DNS query to get the IP address of the ANDSF when the DHCP Server only provides the domain name of the ANDSF.
The UE must establish the communication security with the ANDSF server as specified in 33.402. This will authorize the use of ANDSF server to the UE and also verifies the authenticity of the server. Any server which fails this shall not be considered further and communication over S14 is not initiated. Negotiation of the pre-shared key for TLS session as specified in 33.402 and further in 33.220 is conveyed prior S14 connection setup using interfaces defined in 33.220.
OMA-ERELD-DM-V1_2 defines bootstrap mechanism, which can be used to change device state so that it can be provisioned by OMA-DM server. Basically bootstrap information consist of application level authentication parameters (user and server credentials), OMA DM server name for Managed Object (MO) specific access control, server address information (http-address typically) and Network Access Point (NAP, like 3GPP APN) to be used by the mobile device to access the OMA DM server. This needs to be considered by ANDSF too. S14 communication complies to OMA-ERELD-DM-V1_2 specification. The security mechanisms introduced in 33.402 are inline with OMA-DM. OMA-DM defines application level mutual authentication of the client and server. This is not used with ANDSF since mutual security association is already established in transport level via the use of PSK-TLS as required in 33.402. According to OMA-DM, each Managed Object (MO) has access control list (ACL). The list defines OMA DM servers, which are allowed to inspect or modify the MO. To comply with OMA-ERELD-DM-V1_2 the ANDSF FQDN shall be used as server name for ACL. ANDSF doesn’t define any specific Network Access Point (NAP) to access ANDSF server. This is up to mobile device implementation if one is needed locally. 

As on option, if UE does not support 33.402 security mechanism, minimal security level to communicate with HPLMN ANDSF server can also be established using standard OMA-DM bootstrap mechanism. (This mechanism is not expected to be used for visited domain servers.) 
6.8.2.2.2
Role of UE for Push model

UE must be accessible for the ANDSF server in Push model. This is limited by the fact, that the IP session with the ANDSF server must be initiated by the UE. There are several alternatives: 

1. UE implements OMA-DM UDP Push mechanism to listen push requests from ANDSF servers. UDP push however may not be usable due to network configuration (NAT). This would also require that ANDSF server would know UE IP address all the time. This is not realistic.
2. UE retains the initial HTTPS session with the ANDSF server. This consumes a bit of battery in the UE due to TCP alive timers and may not be favourable solution.
3. UE shall poll the ANDSF server periodically. There could be default period, which can be later modified by the ANDSF server. There is a battery penalty here too.
4. Polling is done using WAP Push, as described in OMA-DM. Basically ANDSF server would be able to send a notification SMS to the UE and UE would automatically make a connection with the server. This would be optimal solution in 3GPP networks.

UE shall implement solution 4 and also either solution 2 or 3 for non-3GPP access. 
Editor's note:
The following are FFS:-
- registration by the UE to the ANDSF; and
- the methods and mechanisms in the UE to validate information received from the ANDSF is indeed meant for that UE
- the privacy issues related to provision of location of the UE to the ANDSF and
- the type of location information, the accuracy and how this information is conveyed.

6.8.2.3.2
Role of ANDSF for Push model

In the push model, the ANDSF may update the inter-system mobility policy or information about available access networks in the vicinity of the UE or both based on network triggers. The ANDSF shall be able to limit the information provided to the UE. This can be based on UE’s current location, UE capabilities, etc.

If ANDSF has existing session open with the UE, this can be reused immediately. ANDSF server may opt to use WAP Push too. As a last choice, ANDSF server has to wait for the UE to contact it due to periodic push timer. 
Editor's note: On the ANDSF side, for the PUSH model to function correctly, the ANDSF:-
- needs the IP address and current location of the UE; and 
- needs to be updated if the IP address or the location of the UE changes; and 
- must have an agreed method with the UE to check that provided information is meant for intended recipient.

Editor's Note:
The criteria governing the interval at which information is pushed by ANDSF to UE is FFS.
* * * Next Change * * * *

Annex A (informative):
Example signalling flows for inter-system change between 3GPP and non-3GPP systems using ANDSF

A.1
Scope of signalling flows

This annex gives examples of signalling flows for mobility between 3GPP and non-3GPP systems. These signalling flows provide as example detailed information on Network Discovery and Selection aspects involving the use of ANDSF.

A.2
Signalling flow for inter-system change between 3GPP access network and non-3GPP access network

Figure A1 below shows an inter-system change procedure between 3GPP access network and non-3GPP access network using information obtained from ANDSF.

In this example the UE uses DHCP query to obtain the FQDN of the ANDSF. The UE then uses DNS query to obtain the ANDSF IP address and transport options.

In this example flow, the communication between the UE and ANDSF does not imply use of any specific protocol.

The steps involved in inter-system change between 3GPP access network and non-3GPP access network are as follows.
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Figure A1. Procedure for Inter-system change between 3GPP access and non-3GPP using ANDSF

1.
Initial connectivity


The UE is connected to 3GPP network. The current applications are supported over the 3GPP access network.

NOTE:
The procedure remains the same if the UE is initially connected to non-3GPP access network and wants to change to 3GPP access network.

2.
Pre-provisioned policies


The inter-system mobility policy is pre-provisioned on the UE. Based on pre-provisioned operator policies the UE has preference for different non-3GPP networks such as WLAN, and WiMAX. The UE can select these access networks when they are available.

3.
ANDSF Discovery

In 3GPP environment, ANDSF FQDN is created according to rules in 23.003. UE has also option to discover ANDSF server using DHCPv4 query options as specified in draft-ietf-mipshop-mos-dhcp-options [37], where ANDSF is identified with sub-option code 4 (actual code should be assigned in the [37] or the whole draft specification should be rewriter for 3GPP)

The secure communication will be created as described in 33.402 and further in 33.220. ANDSF server shall not be used without this security. 


Optionally, home operator may bootstrap ANDSF completely using OMA DM Bootrsrap mechanism. 



4.
Policy Update based on Network Triggers


Based on network triggers the ANDSF sends an updated inter-system mobility policy to the UE. The inter-system mobility policy includes validity conditions, i.e. conditions indicating when the policy is valid. Such conditions can include time duration, location area, etc.

Editor's note:
How the ANDSF discovers UE’s address is FFS.

5.
Evaluate which non-3GPP networks to discover


The inter-system mobility policies specify the access networks that the UE can select; the UE has both WLAN and WiMAX radios. In this case the operator policy allows UE to select either WLAN or WiMAX networks under all conditions. The UE obtains information about availability of both WLAN and WiMAX access networks in its vicinity.

6.
Access Network Information Request


The UE sends a request to ANDSF to get information about available access networks. The UE includes its preference for WLAN and WiMAX networks in the request. The UE also includes its location information in the request.

Editor’s Note: It is FFS if the ANDSF can request and retrieve the current UE location

7.
Access Network Information Response


The ANDSF sends a response to the UE which includes the list of available access networks types (in order of operator preferences), access network identifier and PLMN identifier. In this case the ANDSF responds with availability of both WLAN and WiMAX network in the vicinity of the UE.

8.
Evaluate candidate non-3GPP networks


Based on the received information the UE evaluates if it is within the coverage area of the available access networks in the order of preferences. In this case the UE has higher preference for WiMAX than WLAN. The UE powers on the WiMAX radio and checks for the presence of WiMAX network. The UE can listen to WiMAX broadcast messages (uplink/downlink channel data messages) and determines the presence of WiMAX network. Since the WiMAX network is the preferred network and since the UE has verified the presence of WiMAX network, the UE does not check for presence of WLAN network.

9.
Non-3GPP Network Selection


The UE selects the most preferred available access network for inter-system mobility. In this case the UE selects the WiMAX access network.

10.
Inter-system change Procedure


The UE initiates inter-system change procedure to the selected non-3GPP access network. The details of the inter-system change procedure are described elsewhere, see 3GPP TS 23.402 [6].
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