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5.4
EMM common procedures

5.4.1
GUTI reallocation procedure

:

5.4.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


If a lower layer failure is detected before the GUTI REALLOCATION COMPLETE message is received, the old and the new GUTI shall be considered as valid until the old GUTI can be considered as invalid by the network. If a new TAI list was provided in the GUTI REALLOCATION COMMAND message, the old and new TAI list shall also be considered as valid until the old TAI list can be considered as invalid by the network.

During this period the network:

-
may first use the old S-TMSI from the old GUTI for paging within the area defined by the old TAI list for an implementation dependent number of paging attempts for network originated transactions. If a new TAI list was provided with old GUTI in the GUTI REALLOCATION COMMAND message, the new TAI list should also be used for paging. Upon response from the UE, the network may re-initiate the GUTI reallocation. If the response is received from a tracking area within the old and new TAI list, the network shall re-initiate the GUTI reallocation. If no response is received to the paging attempts, the network may use the new S-TMSI from the new GUTI for paging for an implementation dependent number of paging attempts. In this case, if a new TAI list was provided with new GUTI in the GUTI REALLOCAITON COMMAND message, the new TAI list shall be used instead of the old TAI list. Upon response from the UE the network shall consider the new GUTI as valid and the old GUTI as invalid.


The network may use the IMSI for paging if it needs to establish a NAS signalling connection as described in subclause 5.6.2.2.2. Upon response from the UE the GUTI reallocation is restarted;

-
shall consider the new GUTI as valid if it is used by the UE and, additionally, the new TAI list as valid if it was provided with this GUTI in the GUTI REALLOCATION COMMAND message; and

-
may use the identification procedure followed by a new GUTI reallocation if the UE uses the old GUTI.
-
Upon detection of lower layer failure before the GUTI REALLOCATION RESPONSE message is received and the failure is due to intra MME S1 handover then the MME shall wait for the S1 handover to complete and re-transmit the GUTI REALLOCATION COMMAND message upon handover successful completion. Otherwise the MME shall abort the procedure.
b)
Expiry of timer T3450


The GUTI reallocation procedure is supervised by the timer T3450. The network shall, on the first expiry of timer T3450, reset and restart timer T3450 and shall retransmit the GUTI REALLOCATION COMMAND. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3450, the network shall abort the reallocation procedure and shall follow the rules described for case a above.

c)
GUTI reallocation and EPS attach procedure collision


If the network receives an ATTACH REQUEST message before the ongoing GUTI reallocation procedure has been completed the network shall proceed with the attach procedure after deletion of the EMM context.

d)
GUTI reallocation and UE initiated detach procedure collision


If the network receives a DETACH REQUEST message before the ongoing GUTI reallocation procedure has been completed, the network shall abort the GUTI reallocation procedure and shall progress the detach procedure.

e)
GUTI reallocation and tracking area updating procedure collision


If the network receives a TRACKING AREA UPDATE REQUEST message before the ongoing GUTI reallocation procedure has been completed, the network shall abort the GUTI reallocation procedure and shall progress the tracking area updating procedure. The network may then perform a new GUTI reallocation.

f)
GUTI reallocation and service request procedure collision


If the network receives a SERVICE REQUEST message before the ongoing GUTI reallocation procedure has been completed, the network shall progress both procedures.

If there is a different new GUTI and optionally a new TAI list included in a subsequent GUTI REALLOCATION COMMAND message, the UE always regards the newest GUTI and the newest TAI list as valid for the recovery time.

*********************  Next Change ************************

5.4.2
Authentication procedure

:

5.4.2.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, and the failure is due to intra MME S1 handover then the MME shall wait for the S1 handover to complete and re-transmit the AUTHENTICATION REQUEST message upon handover successful completion. Otherwise the MME shall abort the procedure.
b)
Expiry of timer T3460:


The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure and release the NAS signalling connection.

c)
Authentication failure (EMM cause "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.2.5).


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION REQUEST that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3418 is running, and the MAC value cannot be resolved or the message contains an EPS authentication challenge, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning. If the SQN is invalid, the UE shall proceed as specified in item d.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the EMM cause "MAC failure" the timer T3418 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" and "invalid SQN", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420 started after the previous authentication failure is running.


When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in item e.


[image: image1.emf]UE

MME

Stop T3418

AUTHENTICATION REQUEST

Start T3418

Stop T3460

AUTHENTICATION FAILURE (cause = "MAC failure")

Start T3460

IDENTITY REQUEST

Stop T3470

IDENTITY RESPONSE (IMSI)

Start T3470

AUTHENTICATION REQUEST

Stop T3460

AUTHENTICATION RESPONSE

Start T3460


Figure 5.4.2.7.1: Authentication failure procedure (EMM cause "MAC failure")

d)
Authentication failure (EMM cause "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause "synch failure", to the network and start the timer T3420 (see example in figure 5.4.2.7.2). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the EMM cause "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

NOTE 2:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with EMM cause "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3420 is running, and the MAC value cannot be resolved or the message contains a EPS authentication challenge, the UE shall proceed as specified in item c; if the SQN is invalid, the UE shall follow the procedure specified in this subclause, item d, starting again from the beginning.


The UE shall deem that the network has failed the authentication check and proceed as described in item e if any of the following occurs:

-
the timer T3420 expires;

-
the UE detects any combination of the authentication failures: "MAC failure" or "invalid SQN", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only if the authentication challenges causing the second and third authentication failure are received by the UE while the timer T3418 or T3420 started after the previous authentication failure is running.
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Figure 5.4.2.7.2: Authentication failure procedure (EMM cause "synch failure")

e)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and the NAS signalling connection, and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

f)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

g)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

*********************  Next Change ************************

5.4.3
Security mode control procedure

:
5.4.3.7
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received and the failure is due to intra S1 handover then the MME shall wait for the S1 handover to complete and re-transmit the SECURITY MODE COMMAND message upon handover successful completion. Otherwise the MME shall abort the procedure.
b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted.

c)
Collision between security mode control procedure and attach, service request, tracking area updating procedure or detach procedure not indicating power off


The network shall abort the security mode control procedure and proceed with the UE initiated procedure.

d)
Collision between security mode control procedure and other EMM procedures than in item c


The network shall progress both procedures.

*********************  Next Change ************************

5.4.4
Identification procedure

:

5.4.4.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the IDENTITY RESPONSE message is received, and the failure is due to intra MME S1 handover then the MME shall wait for the S1 handover to complete and re-transmit the IDENTITY REQUEST message upon handover successful completion. Otherwise the MME shall abort the procedure.

b)
Expiry of timer T3470


The identification procedure is supervised by the network by the timer T3470. The network shall, on the first expiry of the timer T3470, retransmit the IDENTITY REQUEST message and reset and restart the timer T3470. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3470, the network shall abort the identification procedure and any ongoing EMM procedure.

c)
Collision of an identification procedure with an EPS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing identification procedure has been completed and no EPS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has still to be sent as an answer to an ATTACH REQUEST message), the network shall proceed with the EPS attach procedure.

d)
Collision of an identification procedure with an EPS attach procedure when the identification procedure has been caused by an EPS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing identification procedure has been completed and an EPS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has to be sent as an answer to an earlier ATTACH REQUEST message), then:

-
If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the network shall proceed with the new EPS attach procedure; or

-
If the information elements do not differ, then the network shall not treat any further this new ATTACH REQUEST.

e)
Collision of an identification procedure with a UE initiated EPS detach procedure


EPS detach containing cause "power off":


If the network receives a DETACH REQUEST message before the ongoing identification procedure has been completed, the network shall abort the identification procedure and shall progress the EPS detach procedure.


EPS detach containing other causes than "power off":


If the network receives a DETACH REQUEST message before the ongoing identification procedure has been completed, the network shall complete the identification procedure and shall respond to the EPS detach procedure as described in subclause 5.5.2.

f)
Collision of an identification procedure with a tracking area updating procedure


If the network receives a TRACKING AREA UPDATE REQUEST message before the ongoing identification procedure has been completed, the network shall progress both procedures.

g)
Collision of an identification procedure with a service request procedure


If the network receives a SERVICE REQUEST message or EXTENDED SERVICE REQUEST message before the ongoing identification procedure has been completed, the network shall progress both procedures.

*********************  Next Change ************************

5.4.5
EMM information procedure 

:
5.4.5.x
Abnormal cases on the network side
a)
Lower layer failure


Upon detection of a lower layer failure shortly after sending the EMM INFORMATION message the network may re-transmit the EMM INFORMATION message.
NOTE:
 it is up to MME implementation to define the time required after the lower layer failure occurs to consider re-transmitting the EMM INFORMATION message.

If the lower layer failure is due to intra MME S1 handover then the MME shall wait for the S1 handover to complete and re-transmit the EMM INFORMATION message upon handover successful completion.
*********************  Next Change ************************

5.5
EMM specific procedures

:

5.5.2
Detach procedure

:

5.5.2.3
Network initiated detach procedure
:

5.5.2.3.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
T3422 time-out


On the first expiry of the timer, the network shall retransmit the DETACH REQUEST message and shall start timer T3422. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3422, the detach procedure shall be aborted and the network changes to state EMM-DEREGISTERED.

b)
Lower layer failure


Upon detection of a lower layer failure before the DETACH ACCEPT message is received, and the failure is due to intra MME S1 handover then MME shall wait for the S1 handover to complete and re-transmit the DETACH REQUEST message upon handover successful completion. Otherwise the the MME shall abort the procedure.


If the detach procedure is aborted then the network shall change the EMM state for that UE to EMM-DEREGISTERED.

c)
Detach procedure collision


If the network receives a DETACH REQUEST message with "switch off" indication, before the network initiated GPRS detach procedure has been completed, both procedures shall be considered completed.


If the network receives a DETACH REQUEST message without "switch off" indication, before the network initiated detach procedure has been completed, the network shall send a DETACH ACCEPT message to the UE.


If the network receives a DETACH REQUEST message without "switch off" indication from a CSG cell the CSG ID of which is not in the UE's Allowed CSG list, the network shall send a DETACH REQUEST message including the EMM cause value #25,"not authorized for this CSG", to the UE. Upon reception the DETACH REQUEST message, the behaviour of the UE is specified in subclause 5.5.2.3.2.

d)
Detach and attach procedure collision


If the network receives an ATTACH REQUEST message before the network initiated detach procedure with detach type "re-attach not required" has been completed, the network shall ignore the ATTACH REQUEST message. If the Detach type IE, sent in the DETACH REQUEST message, indicates "re-attach required" the detach procedure is aborted and the attach procedure shall be progressed after the EPS bearer context(s) have been deleted. If the Detach type IE, sent in DETACH REQUEST message, indicates "IMSI detach" the detach procedure is aborted and the attach procedure shall be progressed.
e)
Detach and tracking area updating procedure collision


If the Detach type IE, sent in DETACH REQUEST message, indicates "re-attach required" or "re-attach not required" and the network receives a TRACKING AREA UPDATE REQUEST message before the network initiated detach procedure has been completed, the detach procedure shall be progressed, i.e. the TRACKING AREA UPDATE REQUEST message shall be ignored.


If the Detach type IE, sent in DETACH REQUEST message, indicates "IMSI detach" and the network receives a TRACKING AREA UPDATE REQUEST message before the network initiated detach procedure has been completed, the network shall abort the detach procedure, shall stop T3422 and shall progress the tracking area updating procedure.

f)
Detach and service request procedure collision


If the network receives a SERVICE REQUEST message before the network initiated detach procedure has been completed, the network shall ignore the SERVICE REQUEST message.
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