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* * * 1st change * * * *
5.5.3.2.2
Normal and periodic tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

a)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

b)
when the periodic tracking area updating timer T3412 expires;

c)
when the UE with ISR active moves to E-UTRAN and the UE's TIN indicates "P-TMSI";

d)
when the UE performs an inter-system change from S101 mode to S1 mode and has no user data pending;

e)
when the UE receives an indication from the lower layers that the RRC connection was released with cause "load balancing TAU required";

f)
when the UE deactivated EPS bearer context(s) locally while out of coverage, and then returns to E-UTRAN coverage;

g)
when the UE changes the UE core network capability information or the UE specific DRX parameter or both;

h)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has no user uplink data pending.

Editor's note: It is FFS how the "ON-OFF" indication for NAS signalling connection recovery is provided by the network.
When the UE has user data pending and performs an inter-system change from S101 mode to S1 mode to a tracking area included in the TAI list stored in the UE, the UE shall perform a service request procedure instead of a tracking area updating procedure.
When initiating a tracking area updating procedure as a result of an Iu mode to S1 mode or A/Gb mode to S1 mode inter-system change, the UE shall handle the GUTI as follows:

-
if the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the old GUTI IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.

NOTE: Mapping the P-TMSI and RAI to the GUTI is specified in Annex H of 3GPP TS 23.401 [10].

-
if the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED (see example in figure 5.5.3.2.2). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. If timer T3442 is currently running, the UE shall stop timer T3442.
In the TRACKING AREA UPDATE REQUEST message the UE shall include a GUTI and the last visited registered TAI, the update type indicating the type of the tracking area updating. If the UE's TIN indicates "P-TMSI" the UE shall map the valid P-TMSI and RAI into the old GUTI. If a UE in EMM-IDLE mode has uplink user data pending when it initiates the tracking area updating procedure, or uplink signalling not related to the tracking area updating procedure, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to establish the user plane to the network and to keep the NAS signalling connection after the completion of the tracking area updating procedure.

If the UE has an EPS security context, the UE shall include the KSIASME in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the KSIASME to the value "no key is available". The UE shall set the KSISGSN to the value "no key is available".

When the tracking area updating procedure is initiated to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall include the KSIASME in the TRACKING AREA UPDATE REQUEST message if the UE has a native EPS security context. Otherwise, the UE shall set the KSIASME to the value "no key is available".
When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall include the KSISGSN generated as indicated in 3GPP TS 33.401 [19] and NonceUE in the TRACKING AREA UPDATE REQUEST message. The TRACKING AREA UPDATE REQUEST message shall be integrity protected with the native EPS security context if the UE has one. If the UE does not have a native EPS security context, the TRACKING AREA UPDATE REQUEST message shall not be integrity protected.

In order for the UE to generate a mapped EPS security context when initiating the tracking area updating procedure in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the MME shall generate a KSISGSN, create a nonceMME and generate the K’ASME using the created nonceMME as indicated in 3GPP TS 33.401 [19]. The MME shall include the selected NAS algorithms, nonceMME and generated KSISGSN (associated with the K’ASME) in the NAS security transparent containerfor handover to E-UTRAN. The MME shall derive the EPS NAS keys from K’ASME. 
When the tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall derive the EPS NAS keys from the mapped K'ASME using the selected NAS algorithms, nonceMME and KSISGSN (to be associated with the mapped K’ASME) provided by lower layers as indicated in 3GPP TS 33.401 [19] and use the fresh EPS NAS integrity key to integrity protect the TRACKING AREA UPDATE REQUEST message. The UE shall include the UE security capabilities in the TRACKING AREA UPDATE REQUEST message. The new mapped EPS security context shall be set as the current EPS security context. If the UE has a valid native EPS security context, the UE shall include the KSIASME and its associated GUTI in the TRACKING AREA UPDATE REQUEST message.




When no tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall take the native EPS security context into use. After a certain period after the inter-system change, the MME shall take the native EPS security context into use.
NOTE:
The duration of the guard timer is left to the MME implementation. 
When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE.
If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
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Figure 5.5.3.2.2.1: Tracking area updating procedure
* * * 2nd change * * * *
5.5.3.2.4
Normal and periodic tracking area updating procedure accepted by the network

If the tracking area update request has been accepted by the network, the MME shall send a TRACKING AREA UPDATE ACCEPT message to the UE. If the MME assigns a new GUTI for the UE, a GUTI shall be included in the TRACKING AREA UPDATE ACCEPT message. In this case, the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1. The MME may include a new TAI list for the UE in the TRACKING AREA UPDATE ACCEPT message.

Editor's note: It is FFS whether other information such as the "list of emergency numbers" are included in the TRACKING AREA UPDATE ACCEPT message.

If the UE has included the UE network capability IE or the MS network capability IE or both in the TRACKING AREA UPDATE REQUEST message, the MME shall store all octets received from the UE, up to the maximum length defined for the respective information element.

NOTE:
This information is forwarded to the new MME during inter-MME handover or to the new SGSN during inter-system handover to A/Gb mode or Iu mode.

If a UE radio capability information update needed IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall delete the stored UE radio capability information, if any.
If an EPS bearer context status IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. Additionally, the MME shall include an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating which EPS bearer contexts are active in the MME.
For a shared network, the TAIs included in the TAI list can contain different PLMN identities.

If the "active" flag is included in the TRACKING AREA UPDATE REQUEST message, the MME shall re-establish the radio and S1 bearers for all active EPS bearer contexts.

Upon receiving a TRACKING AREA UPDATE ACCEPT message, the UE shall stop timer T3430, reset the tracking area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED. If the message contains a GUTI, the UE shall use this GUTI as new temporary identity for EPS services and shall store the new GUTI. If no GUTI was included by the MME in the TRACKING AREA UPDATE ACCEPT message, the old GUTI shall be used. If the UE receives a new TAI list in the TRACKING AREA UPDATE ACCEPT message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.
If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.

The MME may also include of list of equivalent PLMNs in the TRACKING AREA UPDATE ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the TRACKING AREA UPDATE ACCEPT message. If the TRACKING AREA UPDATE ACCEPT message does not contain a list, then the UE shall delete the stored list.

The network may also indicate in the EPS update result IE in the TRACKING AREA UPDATE ACCEPT message that ISR is active. If the TRACKING AREA UPDATE ACCEPT message contains:

i)
no indication that ISR is activated, the UE shall regard any P-TMSI and RAI previously assigned to the UE as invalid and set the TIN to "GUTI";

ii)
an indication that ISR is activated, the UE shall regard a previously assigned P-TMSI and RAI as valid and registered with the network. If the TIN currently indicates "P-TMSI", the UE shall set the TIN to "RAT-related TMSI".

For manual update of the Allowed CSG list, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSD ID to the Allowed CSG list.
If the TRACKING AREA UPDATE ACCEPT message contained a GUTI, the UE shall return a TRACKING AREA UPDATE COMPLETE message to the MME to acknowledge the received GUTI.

Upon receiving a TRACKING AREA UPDATE COMPLETE message, the MME shall stop timer T3450, and shall consider the GUTI sent in the TRACKING AREA UPDATE ACCEPT message as valid.
For inter-system mobility in idle mode from A/Gb mode to S1 mode or Iu mode to S1 mode, if the UE has included a  KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall take one of the following actions prior to include this KSIASME in the TRACKING AREA UPDATE ACCEPT message and integrity protect the latter message using the native security context which shall be taken into use:

· if the MME has the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME shall integrity check the TRACKING AREA UPDATE REQUEST message using the native EPS security context; or
· if the MME has successfully retrieved the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME requests the previous MME to perform the integrity check the TRACKING AREA UPDATE REQUEST message.
Further to the above, upon receipt of TRACKING AREA UPDATE ACCEPT message, the UE shall take the native security context into use.
For inter-system mobility in idle mode from A/Gb mode to S1 mode or Iu mode to S1 mode, if the UE has not included a KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message or the MME can not retrieve the valid native EPS security context as indicated by the UE, the MME shall perform a security mode control procedure to indicate the use of the mapped EPS security context to the UE (see subclause 5.4.3.2).
For inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME shall integrity check TRACKING AREA UPDATE REQUEST message using the current K'ASME as derived when triggering the handover to E-UTRAN (see subclause 5.5.3.2.2). The MME shall verify the received UE security capabilities in the TRACKING AREA UPDATE REQUEST message. Then, the MME shall take one of the following actions prior to integrity protect and cipher the TRACKING AREA UPDATE ACCEPT message using the security context based on K'ASME and take the mapped EPS security context into use:

· if the UE has included a KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message and if the MME shares or has successfully retrieved the native EPS security context as indexed by the KSIASME and GUTI indicated by the UE, the MME includes this KSIASME in the TRACKING AREA UPDATE ACCEPT message; or
-
if the UE has not included any KSIASME from a valid native EPS security context in the TRACKING AREA UPDATE REQUEST message, the MME shall remove any native EPS security context for any GUTI for this UE.
For inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, upon receipt of TRACKING AREA UPDATE ACCEPT message, the UE shall take the mapped EPS security context into use. In addition, if no KSIASME is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall remove the native EPS security context, if any.
* * * 3rd change * * * *
5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K’ASME due to inter-system change to E-UTRAN indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

During inter-system mobility in idle mode from A/Gb mode to S1 mode or Iu mode to S1 mode, if the conditions given in subclause 5.5.3.2.4 are met, the MME shall indicate the use of the mapped EPS security context to the UE by setting the type of security context flag to “mapped security context” and the KSI value related to the security context of the source system. The MME shall use the reset NAS COUNT to integrity protect the SECURITY MODE COMMAND message.
Further to inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, if the MME wants to re-activate the native EPS security context it has with the UE, the MME shall include the eKSI IE that matches the native EPS security context in the SECURITY MODE COMMAND message. 


The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI). A SECURITY MODE COMMAND that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received nonceUE have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

Further to inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, if the eKSI matches a native  EPS security context held in the UE, the UE shall take the native EPS security context into use. 
If the security mode command can be accepted and the eKSI was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME or mapped K’ASME due to inter-system change to E-UTRAN indicated by the eKSI. For idle mode mobility from A/Gb mode or Iu mode to S1 mode, if the SECURITY MODE COMMAND message includes eKSI and the type of security context flag is set to “mapped security context”, nonceMME and nonceUE, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [19] and reset NAS COUNT to check whether the SECURITY MODE COMMAND can be accepted or not. The UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or mapped K'ASME. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context". A SECURITY MODE COMPLETE that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

[…]
8.2.20
Security mode command

8.2.20.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.20.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.20.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.9.3.23
	M
	V
	1

	
	NAS key set identifierASME
	NAS key set identifier

9.9.3.21
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.9.2.7
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.9.3.36
	M
	LV
	3-6

	C-
	IMEISV request
	IMEISV request

9.9.3.18
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce

9.9.3.25
	O
	TV
	5

	56
	NonceMME
	Nonce

9.9.3.25
	O
	TV
	5


8.2.20.2
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.20.3
Replayed nonceUE
The MME may include this information element to indicate to the UE to use the replayed nonceUE.

8.2.20.4
NonceMME
The MME may include this information element to indicate to the UE to use the nonceMME.

* * * 4th change * * * *
8.2.26
Tracking area update accept

8.2.26.1
Message definition

This message is sent by the network to the UE to provide the UE with EPS mobility management related data in response to a tracking area update request message. See table 8.2.26.1.

Message type:
TRACKING AREA UPDATE ACCEPT

Significance:

dual

Direction:


network to UE

Table 8.2.26.1: TRACKING AREA UPDATE ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Tracking area update accept message identity
	Message type

9.8
	M
	V
	1

	
	EPS update result
	EPS update result

9.9.3.13
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.7
	M
	V
	1/2

	5A
	T3412 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	50
	GUTI
	EPS mobile identity

9.9.3.12
	O
	TLV
	13

	54
	TAI list
	Tracking area identity list

9.9.3.33
	O
	TLV
	8-98

	57
	EPS bearer context status
	EPS bearer context status

9.9.2.1
	O
	TLV
	4

	13
	Location area identification
	Location area identification

9.9.2.2
	O
	TV
	6

	23
	MS identity
	Mobile identity

9.9.2.3
	O
	TLV
	7-10

	53
	EMM cause
	EMM cause

9.9.3.9
	O
	TV
	2

	17
	T3402 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	59
	T3423 value
	GPRS timer

9.9.3.16
	O
	TV
	2

	4A
	Equivalent PLMNs
	PLMN list

9.9.2.6
	O
	TLV
	5-47

	5B
	NAS key set identifierASME
	NAS key set identifier

9.9.3.21
	O
	TV
	1


8.2.26.2
T3412 value

This IE may be included to indicate a value for timer T3412.

If this IE is not included, the UE shall use the value currently stored, e.g. from a prior ATTACH ACCEPT message.

8.2.26.3
GUTI

This IE may be included to assign a GUTI to a UE.

8.2.26.4
TAI list

This IE may be included to assign a TAI list to a UE.

8.2.26.5
EPS bearer context status

This IE shall be included if the network wants to indicate the EPS bearer contexts that are active for the UE in the network.

8.2.26.6
Location area identification
This IE may be included to assign a new location area identification to a UE during a combined TA/LA update.

8.2.26.7
MS identity

This IE may be included to assign or unassign a new TMSI to a UE during a combined TA/LA update.
8.2.26.8
EMM cause

This IE shall be included if the combined tracking area updating procedure was successful for EPS services only.

8.2.26.9
T3402 value

This IE may be included to indicate a value for timer T3402.

If this IE is not included, the UE shall use the default value.

8.2.26.10
T3423 value
This IE may be included to indicate a value for timer T3423.

If this IE is not included, the UE shall use the default value.
8.2.26.11
Equivalent PLMNs

This IE may be included in order to assign a new equivalent PLMNs list to a UE.
8.2.26.12
NAS key set identifierASME
This IE may be included in order to indicate to the UE that the network shares the native EPS security context on inter-system handover from A/Gb mode or Iu mode to S1 mode.
* * * 5th change * * * *

9.9.3.21
NAS key set identifier

The NAS key set identifier is allocated by the network.

The NAS key set identifier information element is coded as shown in figure 9.9.3.21.1 and table 9.9.3.21.1.

The NAS key set identifier is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS key set identifier IEI
	TSC


	NAS key set identifier
	octet 1


Figure 9.9.3.21.1: NAS key set identifier information element

Table 9.9.3.21.1: NAS key set identifier information element

	Type of security context flag (TSC) (octet 1)

	

	Bit

	4
	
	
	

	0
	
	
	native security context

	1
	
	
	mapped security context

	

	TSC does not apply for NAS key set identifier value "111".

	

	NAS key set identifier (octet 1)

	

	Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	no key is available
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