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1. Introduction

So far, the description how ciphering is activated for a NAS signalling connection is missing.

2. Reason for Change
A description how ciphering is activated for a NAS signalling connection is added. The new paragraph also lists the messages that shall always be sent unciphered by the UE or the MME.

3. Conclusions

…
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 1.1.1.
* * * First Change * * * *

4.4.5
Ciphering of NAS signalling messages

The use of ciphering in a network is an operator option. 
When the UE establishes a new NAS signalling connection, it shall send the initial NAS message unciphered.

If the NAS ciphering algorithm selected by the MME for the current EPS security context is different from the "null ciphering algorithm", the UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has been established for a NAS signalling connection. 
Except for the ATTACH REQUEST message, the UE shall send all NAS messages ciphered until the NAS signalling connection is released, the UE performs intersystem handover to A/Gb mode or Iu mode, or the MME takes an EPS security context into use for which the "null ciphering algorithm" is selected as NAS security algorithm. 

The MME shall start ciphering and deciphering of NAS messages as described in subclause 4.4.2.2.
Except for the SECURITY MODE COMMAND message, the MME shall send all NAS messages ciphered until the NAS signalling connection is released, the UE performs intersystem handover to A/Gb mode or Iu mode, or the MME takes an EPS security context into use for which the "null ciphering algorithm" is selected as NAS security algorithm. 
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