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1. Introduction

Section 6.2.4 in TS24.302 specifies that if no dynamic indicator is received, and no pre-configurarion in the UE is available for a particular non-3GPP access network, the UE shall consider it as an untrusted one. However, if the non-3GPP access network is in fact trusted, there are no specified means how the UE can be informed about this. This contribution analyses the scenario from section 6.2.4 and proposes a mechanism for signalling the trust relationship to the UE.
2. Reason for Change

According to section 6.2.4 the UE assumes the unkown non-3GPP access network as untrusted and the UE attempts to discover an ePDG and establish an IPsec tunnel to this ePDG. However, there are situations where the unknwon non-3GPP access network may be in fact trusted. For example if the non-3GPP access network does not support 3GPP-based access authentication, the UE cannot be notified about the trust relationship if there is no pre-configuration. After a successful authentication and IPsec tunnel establishment with the ePDG, the UE can start using the EPC service, but IPsec tunneling is present between the UE and the ePDG. However, if the UE is in fact connected to a trusted access network, the IPsec tunnel data overhead and the signalling for maintaining of that tunnel can be avoided. Therefore, in this contribution we suggest a mechanism to inform the UE during the IPsec tunnel establishment to the ePDG that it is in fact in a trusted network. The following analysis consideres two scenarios:

1. The UE performs initial attach to the non-3GPP access network. In this case, after the UE discovers the ePDG and triggers an IPsec security association, the ePDG initiates EAP-based IPsec tunnel authentication with the UE. After the ePDG learns the UE’s IP address from the IKEv2 messages, the ePDG can forward it to the 3GPP AAA server in the EPC in the DIAMETER/RADIUS protocol. The 3GPP AAA server learns the UE’s identifier from the EAP-AKA message and the access network prefix from the IP address and can detect whether the access network is in fact trusted. In such a case there are two ways to inform the UE about the trust relationship:

a. The AAA server can inform the UE in the EAP-AKA message. The use of EAP-AKA messages to provide trust relationship information is in-line with the procedures specified in section 6.2.3.

b. Alteratively the 3GPP AAA server can inform the ePDG about the trust relationship and the ePDG can inform the UE by the means of the IKEv2 messages.

2. The UE is already attached to the ePDG and performs a handover to an unknown non-3GPP access network using the MOBIKE protocol. Usually in this case the ePDG does not perform IPsec tunnel authentication and thus no EAP-AKA exchange. The procedures in this scenario are according to sections 7.2.3 and 7.4.2.  However, if the ePDG can detect that the UE has moved in fact to a trusted access network, the ePDG can inform the UE about the changed trustrelationship.  The fastest way to inform the UE is to use the MOBIKE response message, since IPsec tunnel authentication is not used in the handover scenario. 
One possible way for the ePDG to detect the type (trusted/untrusted) of the non-3GPP access network, from which the UE initiates the IKE procedures to the ePDG, is based on the local IP address used by the UE for the IPsec tunnel establishment or tunnel modification. For example the ePDG can have a list of the IP addresses (in case of IPv4) or IP prefixes (in case of IPv6) of trusted non-3G networks. Another possible way for the ePDG to detect the trust relationship is to ask the home AAA server or HSS, as the UE NAI from the IKEv2 session and the local IP address are used for resolving the trust relationship.

3. Conclusions

This contribution proposes a mechanism to inform the UE that it is in fact atached to a trusted non-3GPP access network during the intial attach to the ePDG.  The information is provided either by the 3GPP AAA server in the EPC in the EAP-AKA message or by the ePDG in the IKEv2 message. 

If the UE performs a MOBIKE procedure with the ePDG due to a handover to unknown non-3GPP access network and the ePDG is able to detect that the non-3GPP access network is in fact a trusted one, then the ePDG informs the UE during the INFORMATIONAL response about the trust relationship of the network.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302.

* * * First Change * * * *

6.2.4
No trust relationship information

If no dynamic indicator is received, and no pre-configured policies matches a specific non-3GPP access network where the UE attampts to access, the UE shall consider it as untrusted network and operate based on subclause 6.5.

In case that the UE is in fact attached to a trusted non-3GPP access network where no 3GPP-based access authentication is supported, if the 3GPP AAA server in the EPC is able to detect that the UE initiates IPsec tunnel establishment from a trusted non-3GPP access network and it is aware that the UE is DSMIPv6 capable, the AAA server may inform the UE that the non-3GPP access network is trusted. The 3GPP AAA server may use the UE’s identifier and information about the access network, e.g. UE’s IP address or IP prefix assigned by the access netwrok, to detect the trust relationship. The following procedure may be used to inform the UE:

· If the UE performs an intial attach procedure to the ePDG according to subclause 7.2.2, the 3GPP AAA server in the EPC may inform the UE during the EAP-AKA authentication exchange about the trust relationship of the access network as specified in 3GPP TS 33.402 [14].

· If the UE performs the MOBIKE procedure for tunnel modification due to a handover to an unknown non-3GPP access network according to subclause 7.2.3, and if the ePDG is able to detect that the UE is attached to a trusted non-3GPP access network, the ePDG may inform the UE during the INFORMATIONAL response about the trust relationship with the access network.

Editor’s note: The way how the ePDG detects the type (trusted/untrusted) of the non-3GPP access network is FFS. One possibility is that the ePDG consults with the 3GPP AAA server or HSS in the EPC. Another possibility is that the ePDG is configured by the home 3GPP operator to resolve the trust relationship based on the access network prefix.

Editor’s note: The format of the MOBIKE’s INFORMATIONAL response message carrying the trust relationship information is FFS. 

If the DSMIPv6 capable UE is informed that it is in fact attached to a trusted non-3GPP access network, the UE initiates the procedure for DSMIPv6 initial attach as described in TS24.303.
* * * End of First Change * * * *

