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1. Introduction
This contribution proposes to address the following issues and propose:

· the UE shall remove the SERVICE REJECT, TRACKING AREA UPDATE ACCEPT messages upon which the UE shall delete the RAND and RES and stop T3416 further to sending AUTHENTICATION RESPONSE in section 5.4.2.3;
· to clarify that the KSIASME (if any) shall be removed in case of success of inter system change from GERAN/UTRAN to E-UTRAN; and 
· to clarify the UE shall indicate “SQN failure” in case of both MAC failure and SQN failure when responding to the AUTHENTICATION REQUEST message while checking the AUTN parameter.

This contribution proposes finally, to agree with the text proposal to TS 24.301.

2. Reason for Change
2.1. Conditions to stop T3416 timer (item 1)

Abnormal cases are described on conditions to stop T3416 which unnecessarily complexifies the UE implementation.
TRACKING AREA UPDATE ACCEPT

Reception of the TRACKING AREA UPDATE ACCEPT message further to an AUTHENTICATION RESPONSE message can only be possible if TRACKING AREA UPDATE ACCEPT embeds a security mode control procedure. But, according to SA2#67, the latter assumption has been ruled out.

Proposal 1: Remove the reception of the TRACKING AREA UPDATE ACCEPT message from the conditions list for UE to stop T3416.

SERVICE REJECT

Upon receipt of other cause than #13 “Roaming not allowed in this tracking area” or “No suitable cells in tracking area”, the UE moves to EMM-DEREGISTERED state. So, in this case, keeping the reception of SERVICE REJECT as a condition to stop T3416 is redundant in the specification.
The reception of causes #13 “Roaming not allowed in this tracking area” or #15 “No suitable cells in tracking area” are somehow abnormal on a service request because the error should have detected along with an attach or TAU procedure. 
Hence, we propose to keep RAND and RES and not stop T3416 until a subsequent service request procedure (where due to new AKA, RAND and RES may be changed and T3416 restart) that should be retried 5s later due to retransmission as previous service request has not completed.
Proposal 2: Remove the reception of the SERVICE REJECT message from the conditions list for UE to stop T3416.

T3417 stop

The stop of T3417 on NAS security mode procedure completion is removed since the completion of the service request procedure will be on bearer set-up or SERVICE REJECT reception which are two events already covered by Table 10.2.1. 

2.2. Removal of cached KSI in case of mobility from GERAN/UTRAN to E-UTRAN if mapped KSI is used (item 3)

In case of success of the mobility from GERAN/UTRAN to E-UTRAN Section “5.4.3.3
NAS security mode command accepted by the UE” does not mention how the UE cached EPS security context (if any) is handled once the NAS security context from GERAN/UTRAN has been mapped for use in E-UTRAN.
Hence, we propose the UE removes the previous EPS cached security context to avoid to active security context for EPS.

Proposal 3: Remove the EPS cached security context in case of mobility from GERAN/UTRAN to E-UTRAN if the mapped security context is used.
2.3. Concurrent MAC and SQN failures (item 4)
Section 5.4.2.6
Authentication not accepted by the UE does not mention how the UE shall reject the AUTHENTICATION REQUEST message in case of MAC code failure and SQN failure on checking the AUTN parameter.

As new interaction with HSS is needed due to SQN failure thus changing the subsequent MAC code, we propose that the UE indicates SQN failure in case of both MAC code failure and SQN failure.

Proposal 4: The UE shall set cause #”SQN failure” in case of both MAC code failure and SQN failure in the AUTHENTICATION FAILURE message to the network.
3. Conclusions

It is proposed to agree the proposals as listed above.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.1.1.
* * * 1st change (item 1) * * * *

5.4.2.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall overwrite the previous KASME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.

Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the UE shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the UE or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the UE shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the UE shall be deleted and timer T3416, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND, or


-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM state EMM-DEREGISTERED or EMM-NULL.
* * * 2nd change (item 2 & 4) * * * *

5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [11]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7 (c).

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause 5.4.2.7 (d).


The UE shall first check the SQN and then the MAC code in the AUTN parameter.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

* * * 3rd change (item 3) * * * *

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. 
If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not. If the SECURITY MODE COMMAND is accepted, the UE shall remove the KSIASME if the UE has a cached EPS security context. 
If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

* * * 2nd change (item 1) * * * *

10.2
Timers of EPS mobility management

Table 10.2.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3402
	Default 12 min.

NOTE 1
	EMM-DEREGISTERED

EMM-REGISTERED
	At attach failure and the attempt counter is equal to 5.

At tracking area updating failure and the attempt counter is equal to 5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Initiation of the attach procedure or TAU procedure

	T3410
	15s
	EMM-REGISTERED-INITIATED
	ATTACH REQUEST sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Start T3411 or T3402 as described in subclause 5.5.1.2.6

	T3411
	10s
	EMM-DEREGISTERED. ATTEMPTING-TO-ATTACH

EMM-REGISTERED. ATTEMPTING-TO-UPDATE
	At attach failure due to lower layer failure, T3410 timeout or attach rejected with other causes than those treated in subclause 5.5.1.2.5.

At tracking area updating failure due to lower layer failure, T3430 timeout or TAU rejected with other causes than those treated in subclause 5.5.3.2.5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Retransmission of the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST

	T3412
	NOTE 2
	EMM-REGISTERED
	In EMM-REGISTERED, when EMM-CONNECTED mode is left.
	When entering state EMM-DEREGISTERED or when entering EMM-CONNECTED mode. 
	Initiation of the periodic TAU procedure

	T3416
	30s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of a UMTS authentication challenge
	SECURITY MODE COMMAND received

SERVICE REJECT received

TRACKING AREA UPDATE ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

EMM-DEREGISTERED or EMM-NULL entered
	Delete the stored RAND and RES

	T3417
	5s
	EMM-SERVICE-REQUEST-INITIATED
	SERVICE REQUEST sent
	
Bearers have been set up

SERVICE REJECT received
	Abort the procedure

	T3418
	20s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘MAC failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3420
	15s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘synch failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3421
	15s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3430
	15s
	EMM-TRACKING-AREA-UPDATING-INITIATED
	TRACKING AREA UPDATE REQUEST sent
	TRACKING AREA UPDATE ACCEPT received

TRACKING AREA UPDATE REJECT received
	Start T3411 or T3402 as described in subclause 5.5.3.2.6

	T3440
	10s
	EMM-REGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED

EMM-REGISTERED
	ATTACH REJECT, DETACH REQUEST, TRACKING AREA UPDATE REJECT with any of the causes #11, #12, #13, #14 or #15

SERVICE REJECT received with any of the causes #11, #12, #13 or #15

TRACKING AREA UPDATE ACCEPT received after the UE sent TRACKING AREA UPDATE REQUEST with no "active" flag
	Signalling connection released
	Release the signalling connection and proceed as described in subclause 5.3.1

	NOTE 1:
The default value of this timer is used if the network does not indicate another value in an EMM signalling procedure.

NOTE 2:
The value of this timer is provided by the network operator during the attach and tracking area updating procedures.


Table 10.2.2: EPS mobility management timers – network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3413
	NOTE 2
	EMM-REGISTERED
	Paging procedure initiated
	Paging procedure completed
	Network dependent

	T3422
	6s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3450
	6s
	EMM-COMMON-PROC-INIT
	ATTACH ACCEPT sent

TRACKING AREA UPDATE ACCEPT sent with GUTI
GUTI REALLOCATION COMMAND sent
	ATTACH COMPLETE received

TRACKING AREA UPDATE COMPLETE received

GUTI REALLOCATION COMPLETE received
	Retransmission of the same message type, i.e. ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT or GUTI REALLOCATION COMMAND

	T3460
	6s
	EMM-COMMON-PROC-INIT
	AUTHENTICATION REQUEST sent

SECURITY MODE COMMAND sent
	AUTHENTICATION RESPONSE received

AUTHENTICATION FAILURE received

SECURITY MODE COMPLETE received

SECURITY MODE REJECT received
	Retransmission of the same message type, i.e. AUTHENTICATION REQUEST

or SECURITY MODE COMMAND

	T3470
	6s
	EMM-COMMON-PROC-INIT
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST

	Mobile Reachable
	Default 4 min greater than T3412
	All except EMM-DEREGISTERED
	Entering EMM-IDLE mode
	PTP PDU received
	Network dependent, but typically paging is halted on 1st expiry

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

NOTE 2:
The value of this timer is network dependent.


