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INTRODUCTION

The current procedures for multiple registrations using Outbound - when used with IMS AKA security mechanism - will result in requests destined for the UE not reaching the UE. Hence, some modifications of the existing procedures and associated text in the document 24.229 that pertains to IMS AKA security has to be made.
NO NAT
Let look at the case when there is no NAT between the UE and the P-CSCF and IMS AKA security is used.

In the document 24.229 (when AKA is used) we specify the following procedure:

1. During the first REGISTER/401 exchange we use symmetric ports (which will not be used subsequently). Hence, the presence or absence of NAT does not impact this exchange. However, upon completion of this exchange, the UE and the P-CSCF discover whether there is a NAT between them (using the Via header's "rport" and "received" parameters). 

2. If there is no NAT, the UE and P-CSCF don't use UDP encapsulation (it is redundant). Since there is no NAT - the UE and P-CSCF can use freely the server/client ports for either UDP or TCP transport. Hence, for all subsequent requests destined for the UE sent using UDP, the UE expect to receive the requests via UE's server port. For UDP, the P-CSCF sends the requests to the server port, since the UE has specified in the Contact address in the REGISTER request that the requests have to be sent to the server port. Likewise, for TCP, the P-CSCF sets the TCP connection to the UE's server port. The S-CSCF - upon receiving a request destined for the UE, inserts in the Request-URI the contact address (IP address/port) that it has received in the Contact address in the REGISTER request. The P-CSCF blindly forwards the request to the UE based on the Request-URI (via UDP or TCP connection).
Now when the registration uses UDP and Outbound, the UE will send the REGISTER request from the client port to the P-CSCF's server port. Since, the UE requested the "outbound routing"; the P-CSCF will insert the flow token into the Path header (and "ob" parameter). The flow token contains the flow over which the REGISTER request was received (i.e. for UDP it includes the UEs client port). Subsequently, the S-CSCF - upon accepting the registration - will route all subsequent request toward the UE using the flow token, i.e. the S-CSCF constructs the Route header from the Path header. The P-CSCF - upon receiving the request destined for the UE ignores the Request-URI and forwards the request by using the flow token. Hence, the requests arrive at the client port at the UE, i.e. not where the UE expects the requests to arrive (and specified it in the Contact header in the REGISTER request). The Request URI specifies the proper destination, but it is not used by the P-CSCF when routing the request toward the UE. For TCP, the problem is analogous. The TCP connection established by the UE, is not the one used by the P-CSCF to forward the requests to the UE.
There are two approaches how to resolve this particular problem:

Solution 1 The P-CSCF inserts in the flow token - not the flow on which it receives the authenticated REGISTER request - but rather it inserts the server port in the flow token. Subsequently, the server port will be used to forward the requests to the UE (either via UDP or TCP). The advantage of this approach is that the tunnelling is not used when it is not needed. There are several disadvantages of this approach. The first disadvantage is that the interface between the UE and P-CSCF (for IMS AKA) is more complex (when comparing with Solution 2 below). The second disadvantage of this approach is that there are lots of firewalls that do "port-reflexive filtering for UDP but don't perform NAT translation". Hence, in spite of no NAT being present, there is still a fire wall that will filter the requests. Since the rport from the first symmetric translation (REGISTER/401 exchange) doesn't change, the firewall will not be detected. But this is a general problem (irrespective of Outbound usage) for IMS AKA when no UDP encapsulation is used, i.e. firewalls that do port-reflexive filtering will filter request destined for the UE.
Solution 2 In this approach the UDP encapsulation is always used, regardless of presence or absence of the NAT or firewall. The advantage of this approach is that the P-CSCF doesn't have to handle differently the Outbound registration in case of IMS AKA when NAT is present and differently when NAT is not present. In addition, the problem with firewalls that do port-reflexive filtering disappears. The disadvantage of this approach is that UDP tunnelling is used even when NAT is not present.
NAT PRESENT
Let's look at the case when there is NAT between the UE and the P-CSCF and Outbound and IMS AKA security are used. Furthermore let's assume Solution 1 above.
If there is a NAT (detected using the Via header's "rport" and "received" parameters) the current AKA NAT tracersal procedure (without Outbound) use standard UDP encapsulation as defined in RFC 3948, i.e. tunnelling for all SIP traffic after the first REGISTER/401 exchange, including the REGISTER/200. Since the tunnel is symmetric, there is no problem with NAT traversal. Furthermore, since the SIP messages are in the payload - we can freely use the server/client ports. 
However, if Outbound is used with IMS AKA, then the UDP encapsulation procedures at the P-CSCF will have to be modified. The modifications consist of, e.g.:
a. )  Upon the first REGISTER/401 exchange, when NAT is detected the UE and the P-CSCF will use the UDP encapsulation. The subsequent traffic (after the first REGISTER/401 exchange) from the UE will arrive at the P-CSCF over the symmetric tunnel. 

b.)  The Outbound doesn't assume usage of tunnel, hence - since tunnelling is used - the procedure at the P-CSCF have to be modified accordingly. That is, the P-CSCF will have to insert in the Path header the flow token identifying the tunnel - rather then the flow that is encapsulated  in the payload.
c.) Subsequently, when the request destined for the UE arrives at the P-CSCF (having the respective flow token in the Route header), the P-CSCF will use this flow when tunnelling the request to the UE.
Obviously, if procedure described above in Solution 2 is adopted (i.e. tunnelling is always used), then the procedure outlined in this section will be always used. 
PROPOSAL

It is proposed that the CT1 working group selects the Solution 1, to handle multiple registrations (using Outbound), when there is no NAT between the UE and the P-CSCF and IMS AKA security is used.
