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1. Introduction

This contribution proposes to address the following issues and propose:
· the UE shall remove the NAS security context on NAS UL COUNT wrap around detection as it is the only to “force” the network to rerun authentication as activation of integrity protection is mandatory;

· the UE shall interact with the upper layer prior to sending ESM information typically the PCO which can contain sensitive information e.g. login/password in case the network has not activated ciphering;

· to add the UE security capabilities in the Security Mode Complete message to reflect TS 33.401 requirement.

This contribution proposes finally, to agree with the text proposal to TS 24.301.

2. Reason for Change

2.1. NAS UL COUNT wrap around (item 1)
Current specification mentions that UE shall request the NAS signalling connection release on detection of NAS UL COUNT wrap around.

However this behaviour does not fully solve the issue of why (false network, ongoing user plane data so the network prefers not to change all the keys hierarchy or whatever) the MME did not initiate an AKA while the NAS COUNT was “close” to wrap around as specified in section 4.4.2.5 because release the NAS signalling connection does not imply that the MME will do an AKA on the next NAS procedure to reestablish the signalling connection using an initial NAS message.

Absence of AKA run while NAS UL COUNT has wrap around is a security threat as data between the UE and the network could be replayed.

To actually force the network to perform AKA, UE shall delete security context i.e. set KSI=no key available in next UL NAS message. As integrity protection is mandatory, then the MME shall establish new security context, hence avoiding data replay.
Proposal 1: On NAS UL COUNT wrap around detection, the UE shall remove the NAS security context.

2.2. ESM info transfer while ciphering not activated (item 2)
Current specification mentions that ESM information shall be transferred to the network on its request if ciphering has been activated. 

However, the case when the network does not activate ciphering is not handled.

We can see two use cases and propose as below:

A) Normal behaviour from a network 

Proposal 2-A: The network sends PDN Connectivity Reject with dedicated cause say #54 “ciphering not activated”. 
Then, the UE would abort the PDN connectivity request procedure. In case of connectivity with the default PDN i.e. on attach procedure, the UE receives Attach Reject (EMM cause=#19, ESM message=PDN connectivity reject). Then, the UE may perform PLMN selection. This is already covered by current specification.
B) Abnormal behaviour from a network would try and request ESM information from the UE anyway while it has been requested by the UE to activate ciphering. 
Proposal 2-B: Upon receipt of ESM Information Request, if ciphering is not activated, the UE sends ESM Status (#54 “ciphering not activated”) and moves to deregistered state. Then, the UE may perform PLMN selection.
2.3. UE security capabilties in Security Mode Complete message (item 3)

The following requirement from TS 33.401 [1] is missing in TS 24.301:

“7.2.4.4
NAS security mode command procedure

UE shall add the UE security capabilities to the NAS Security Mode Complete message so that in case the UE security capabilities were sent unprotected to the network the MME can verify that they were not modified.
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Figure 7.2.4.4-1: NAS security mode command procedure

”
This requirement is used to ensure that the unprotected UE security capabilities as sent by the UE in the initial NAS message have not been altered. 
2.4. Presence of old P-TMSI signature in TAU Request message (item 4)

There is an inconsistency between Stage 2 specifications about old P-TMSI signature.

* From TS 33.401 [1] in section 9.1.2 (idle mode mobility from GERAN or UTRAN to E-UTRAN), 9.2.2 (handover mobility from UTRAN to E-UTRAN) and 10.2.2 (handover mobility from GERAN to E-UTRAN), the old P-TMSI signature is not needed due to existence of either cached or mapped security context.

This is justified by the following statement:

“9.1.2
From UTRAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Appendix A.”

N.B. The old P-TMSI signature is needed for mobility from E-UTRAN to UTRAN (resp. GERAN) from sections 9.1.1 (resp. 10.1.1).
* But, TS 23.401 [2] section 5.3.3.1
Tracking Area Update procedure with Serving GW change mentions:
“(step) 4.
The new MME uses the GUTI received from the UE to derive the old MME/S4 SGSN address and sends a Context Request (old GUTI, complete TAU Request message, P-TMSI Signature, MME Address, UE validated) message to the old MME/old S4 SGSN to retrieve user information.”

Proposal 3: We propose to have an LS to SA2 and SA3 to go forward as for Stage3 specification.
3. Conclusions

It is proposed to agree on the proposal as sumed up above.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.0.0.
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* * * 1st change (item 1) * * * *

4.4.2.5
NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is "close" to wrap around, (close to 224), the MME shall initiate a new AKA procedure with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above.

Similarly, the MME shall initiate an AKA procedure if it detects that the UE's uplink NAS COUNT is close to wrap around. If for some reason a new KASME has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS signalling connection. In addition, the UE shall delete the KSI.
* * * 2nd change (item 1) * * * *
4.4.3.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-    TRACKING AREA UPDATE REQUEST (if sent after security has been activated);

-    SERVICE REQUEST (if sent after security has been activated).

NOTE:
These messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

Editor's note: Whether the messages TRACKING AREA UPDATE REQUEST, SERVICE REQUEST and DETACH REQUEST (if sent after security has been activated) need to be included in this list is FFS.

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once integrity protection is activated, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check:

-
ATTACH REQUEST;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST or SERVICE REQUEST message fails the integrity check, the MME shall reject the request with reject cause #9, "MS identity cannot be derived by the network".

Once integrity protection is activated, the receiving EMM or ESM entity in the MME shall not process any other NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If one of these other NAS signalling messages, having not successfully passed the integrity check, is received, then the NAS layer in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.

If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.

* * * 3rd change (item 3) * * * *
5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not.  If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

If the UE has sent the initial NAS message unprotected, the UE shall include the UE security capabilities in the SECURITY MODE COMPLETE message.
* * * 4th change (item 2) * * * *

5.5.1.2.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred because of access class barring or NAS signalling connection establishment rejected by the network

If access is barred for "signalling" (see 3GPP TS 36.331 [14]), the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, i.e. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted.

b)
Lower layer failure or release of the NAS signalling connection before the ATTACH ACCEPT or ATTACH REJECT message is received


The attach procedure shall be aborted, and the UE shall proceed as described below.

c)
T3410 timeout


The UE shall abort the attach procedure and proceed as described below. The NAS signalling connection shall be released locally.

d)
ATTACH REJECT, other causes than those treated in subclause 5.5.1.2.5


Upon reception of the cause code #19, the UE may set the attach attempt counter to 5. Upon reception of the cause codes #95, #96, #97, #99 and #111 the UE should set the attach attempt counter to 5.


The UE shall proceed as described below.

e)
Change of cell into a new tracking area


If a cell change into a new tracking area occurs before the attach procedure is completed, the attach procedure shall be aborted and re-initiated immediately. If a tracking area border is crossed when the ATTACH ACCEPT message has been received but before an ATTACH COMPLETE message is sent, the attach procedure shall be  re-initiated. If a GUTI was allocated during the attach procedure, this GUTI shall be used in the attach procedure.

f)
Mobile originated detach required


The attach procedure shall be aborted, and the UE initiated detach procedure shall be performed.

g)
Detach procedure collision


If the UE receives a DETACH REQUEST message from the network in state EMM-REGISTERED-INITIATED and the detach type indicates "re-attach not required", the detach procedure shall be progressed and the attach procedure shall be aborted. Otherwise the attach procedure shall be progressed and the DETACH REQUEST message shall be ignored.

h)
Transmission failure of ATTACH REQUEST message or ATTACH COMPLETE message indication from lower layers


The UE shall restart the attach procedure.

i)
Access barred because the CSG ID is not in the UE's Allowed CSG list

If access is barred because the CSG ID is not in the UE's Allowed CSG list, the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, e.g. when the UE moves to a cell where access is granted.
j)   Indication from ESM layer that ciphering is not activated by the network while the UE requested the activation of ciphering on attach procedure
     If the ESM layer indicates that ciphering is not activated by the network while the UE requested the activation of ciphering, the UE shall move to EMM-DEREGISTERED state and may set the attach attempt counter to 5.
In cases b, c and d the UE shall proceed as follows. Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented, unless it was already set to 5.

If the attach attempt counter is less than 5:

-
timer T3411 is started and the state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH. When timer T3411 expires the attach procedure shall be restarted.

If the attach attempt counter is equal to 5:

-
the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [3].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the abnormal case when a normal attach procedure fails and the attach attempt counter is equal to 5.

* * * 5th change (item 2) * * * *

6.5.1.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested PDN connectivity.

Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.

The PDN CONNECTIVITY REJECT message shall contain a cause code that typically indicates one of the following causes:
#8:

operator determined barring;

#26:
insufficient resources;

#27:
missing or unknown APN;

#29:
user authentication failed;

#30:
activation rejected by Serving GW or PDN GW;

#31:
activation rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;
#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;

#52:
single address bearers only allowed;
#54:
ciphering not activated; 
#95 – 111:
protocol errors;

#112:
APN restriction value incompatible with active EPS bearer context.

* * * 6th change (item 2) * * * *

6.6.1.2.3
ESM information request completion by the UE

Upon receipt of the ESM INFORMATION REQUEST message, the UE shall send an ESM INFORMATION RESPONSE message to the network .The UE shall include all the protocol configuration options that need to be transferred security protected, and APN if required, to the network in the ESM INFORMATION RESPONSE message. The UE shall set the EPS bearer identity of the ESM INFORMATION RESPONSE message to the value "no EPS bearer identity assigned" and include the PTI from the ESM INFORMATION REQUEST message.
6.6.1.2.4
ESM information request completion by the network
Upon receipt of the ESM INFORMATION RESPONSE message, the network shall stop timer T3489.
6.6.1.2.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
PTI mismatch:


If the ESM INFORMATION REQUEST message contains a PTI that does not match a PTI in use for a pending UE requested PDN connectivity procedure for which the ESM information transfer flag was set in the PDN CONNECTIVITY REQUEST message, the UE shall ignore the ESM INFORMATION REQUEST messsage.
b) Ciphering not activated by the network while the UE has requested the activation of ciphering
     If the ESM INFORMATION REQUEST message is received while the UE has set the ESM information transfer flag to request the activation of ciphering to transfer some ESM information, the UE shall send the ESM STATUS message including cause #54 “ciphering not activated”. The UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
* * * 7th change (item 3) * * * *

8.2.18
Security mode complete

8.2.18.1
Message definition

This message is sent by the UE to the network in response to a SECURITY MODE COMMAND message. See table 8.2.18.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.18.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.8
	M
	V
	1

	23
	IMEISV
	Mobile identity

9.9.2.3
	O
	TLV
	11

	24
	Security protected UE security capabilities
	UE security capability

9.9.3.30
	O
	TLV
	4-7


8.2.18.2
IMEISV

The UE shall include this information element, if the IMEISV was requested within the corresponding SECURITY MODE COMMAND message.
8.2.18.3
Security protected UE security capabilities
The UE shall include this information element, if the initial NAS message was sent unprotected.
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