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1. Introduction

So far, TS 24.301 describes the procedures for authentication and NAS security mode control, however, there are some differences with regard to the handling of security contexts compared to GPRS which have not yet been covered. 

2. Reason for Change
E.g. in EPS, a UE is required to send also its initial NAS messages via a new NAS signalling connection integrity protected, once an EPS security context has been created during an authentication procedure and taken into use with a security mode control procedure. On the other hand, the initial NAS message cannot be sent ciphered, since the MME first needs to identify the UE to be able to retrieve the corresponding EPS security context. So the criteria or trigger events for starting integrity protection as a sender and starting integrity checking and ciphering/deciphering of messages are not the same.

The present contribution tries to define these new criteria or trigger events and the related handling of EPS security context. To this purpose we propose the following changes: 
1) Introduction of some useful and necessary terminology from TS 33.401.

The definitions are repeated here for convenience. In the CR itself, a reference to the definitions in TS 33.401 has been added.
(S3-081112):
Cached security context: A security context that was created for a given system during prior access.

Mapped security context: Security context created by converting the current security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys.

TS 33.401, v 8.1.0:

Current security context: The security context which has been taken into use by the network most recently.

EPS security context: A state that is established between a user and a serving network domain as a result of the execution of EPS AKA. At both ends "EPS security context data" is stored, that consists at least of the KASME, the key set identifier KSIASME and the NAS uplink and downlink COUNTs. After successful NAS SMC-execution also selected NAS algorithms are stored and the UE security capabilities.

TS 33.102, v 8.0.0:

UMTS security context: a state that is established between a user and a serving network domain as a result of the execution of UMTS AKA. At both ends "UMTS security context data" is stored, that consists at least of the UMTS cipher/integrity keys CK and IK and the key set identifier KSI. One is still in a UMTS security context, if the keys CK/IK are converted into Kc to work with a GSM BSS.

2) Addition of a new section introducing the different types of EPS security contexts ("mapped", "cached", "current", "old" and "new") and some basic principles for their hanling.
3) Introduction of a new terminology ("secure exchange of NAS messages") to describe the activation of ciphering and integrity checking. Among other things it is clarified that the MME can activate ciphering and integrity checking on a new NAS signalling connection also implicitly, i.e.without executing a security mode control procedure. 

4) Addition of a new section describing some basic principles for the change of security keys.

5) Enhancements to the security header type: new code points allow to discriminate between ciphered and unciphered messages and to detect when the sender has started to use a new EPS security context. – The latter is especially needed when the MME takes a new EPS security context into use when ciphering has already been started on a NAS signalling connection:
Since the SECURITY MODE COMMAND is integrity protected using the new EPS security context, it should not be ciphered with the old one. On the other hand it cannot be ciphered with the new EPS security context, as the UE would not be able to decipher the message. Consequently, we propose that the SECURITY MODE COMMAND message is always sent unciphered.

CT1 has decided earlier that the SECURITY MODE COMPLETE message shall be sent ciphered (in order to allow an implicit IMEI request without loss of privacy). In order to allow the MME to determine whether a message it receives after transmission of the SECURITY MODE COMMAND is a SECURITY MODE COMPLETE, ciphered with the new EPS security context, or another message (e.g. an ESM message) that was sent by the UE "by chance" at the same time using the old EPS security context, we propose to introduce a new security header type which indicates the change of the security context.

6) Enhancement of the NAS key set identifier to allow the UE and the MME to discriminate between mapped and cached contexts.
3. Conclusions

…
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 1.1.1.
* * * First Change * * * *

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Aggregate maximum bit rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a UE. Definition derived from 3GPP TS 23.401 [4].

Allowed CSG list: A list of CSG IDs stored in the UE. A UE is able to access only those CSG cells that have a CSG ID in this list.
Cached EPS security context: a cached security context to be used in EPS. Definition derived from 3GPP TS 33.401 [11].
CSG ID: A CSG ID is an identifier defined in 3GPP TS 23.003 [2] and associated to a cell or group of cells to which access is restricted to a defined group of users.
Current EPS security context: the EPS security context which has been taken into use by the network most recently. Definition derived from 3GPP TS 33.401 [11].
The label (E-UTRAN only) indicates this subclause or paragraph applies only if E-UTRAN is used as current radio access network.

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully completed.

EMM-CONNECTED mode: A UE is in EMM-CONNECTED mode when a NAS signalling connection between UE and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term ECM-CONNECTED state used in 3GPP TS 23.401 [4].

EMM-IDLE mode: A UE is in EMM-IDLE mode when no NAS signalling connection between UE and network exists. The term EMM-IDLE mode used in the present document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [4].

Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developped by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [4].

Dedicated bearer: An EPS bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [4].

Default bearer: An EPS bearer that is used associated with "match all" uplink and downlink packet filters in the UE and the PDN GW, respectively. Definition derived from 3GPP TS 23.401 [4].

GBR bearer: An EPS bearer that uses dedicated network resources related to a guaranteed bit rate (GBR) value, which are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [4].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of a NAS signalling connection. For instance, the ATTACH REQUEST message is an initial NAS message.

IPv4v6 capability: capability of the IP stack associated with a UE to support a dual stack configuration with both an IPv4 address and an IPv6 address allocated.

Last Visited Registered TAI: A TAI which is contained in the TAI list that the UE registered to the network and which identifies the tracking area last visited by the UE.
Linked Bearer Identity: This identity indicates to which default bearer the additional bearer resource is linked.

Mapped EPS security context: a mapped security context to be used in EPS. Definition derived from 3GPP TS 33.401 [11].
MME area: An area containing tracking areas served by an MME.

NAS signalling connection: is a peer to peer S1 mode connection between UE and MME. A NAS signalling connection consists of the concatenation of an RRC connection via the "LTE-Uu" interface and an S1AP connection via the S1 interface. The UE considers the NAS signalling connection established when the RRC connection has been established successfully. The UE considers the NAS signalling connection released when the RRC connection has been released. Additionally, for the purpose of optimized handover or idle mode mobility from cdma2000® HRPD access to E‑UTRAN (see 3GPP TS 23.402 [4A]), the NAS signalling connection can consist of a concatenation of an S101‑AP connection and a signalling tunnel over a cdma2000® HRPD access network. The UE considers this S101 mode NAS signalling connection established when the cdma2000® HRPD access network resources are available for tunnelled NAS signalling, and released when the cdma2000® HRPD radio access connection has been released.
Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN, and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from 3GPP TS 21.905 [1].

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a guaranteed bit rate (GBR) value. Definition derived from 3GPP TS 23.401 [4].

PDN address: an IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

Plain NAS message: a NAS message with a header including neither a message authentication code nor a sequence number.

Procedure Transaction Identity: An identity which is dynamically allocated by the UE for the UE requested ESM procedures. The procedure transaction identity is released when the procedure is completed.

RAT-related TMSI: When the UE is camping on an E-UTRAN cell, the RAT-related TMSI is the GUTI; when it is camping on a GERAN or UTRAN cell, the RAT-related TMSI is the P-TMSI.

The label (S1 mode only) indicates this subclause or paragraph applies only to a system which operates in S1 mode, i.e. with a functional division that is in accordance with the use of an S1 interface between the radio access network and the core network. In a multi-access system this case is determined by the current serving radio access network.

S101 mode: applies to a system that operates with a functional division that is in accordance with the use of an S101 interface. For the definition of the S101 reference point, see 3GPP TS 23.402 [4A].

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area updating procedure. The TAIs in a TAI list assigned by an MME to a UE pertain to the same MME area. Additionally, the TAIs in a TAI list assigned by an MME to a CS fallback capable UE pertain to the same location area (see 3GPP TS 23.272 [3B]). In this case, the defining of the relationship between the tracking area(s) and the location area(s) is operator specific.

Editor's note: It is FFS whether updates of the above descriptions are needed.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [4] apply:

MME pool area
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.272 [3B] apply:

CS fallback capable UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [6] apply:

A/Gb mode

Iu mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.102 [10] apply:

UMTS security context
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.401 [11] apply:

Cached security context

Current security context

EPS security context
Mapped security context

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AKA
Authentication and Key Agreement

AMBR
Aggregate Maximum Bit Rate

ARP
Allocation Retention Priority

CGI
Cell Global Identifier

CSG
Closed Subscriber Group

E-UTRA
Evolved Universal Terrestrial Radio Access

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

ECM
EPS Connection Management
eKSI
Key Set Identifier for E-UTRAN
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

GBR
Guaranteed Bit Rate

GUMMEI
Globally Unique MME Identifier

GUTI
Globally Unique Temporary Identifier

HRPD
High Rate Packet Data

ISR
Idle mode Signalling Reduction

KSI
Key Set Identifier
M-TMSI
M-Temporary Mobile Subscriber Identity

MBR
Maximum Bit Rate

MME
Mobility Management Entity

MMEC
MME Code

PCO
Protocol Configuration Options

PDN GW
Packet Data Network Gateway

PTI
Procedure Transaction Identity

QCI
QoS Class Identifier

QoS
Quality of Service

S-TMSI
S-Temporary Mobile Subscriber Identity

S101-AP
S101 Application Protocol

S1AP
S1 Application Protocol

SAE
System Architecture Evolution

SDF
Service Data Flow

TAC
Tracking Area Code

TAI
Tracking Area Identity
TFT
Traffic Flow Template

TI
Transaction Identifier
TIN
Temporary Identity used in Next update

* * * Next Change * * * *

4.4
NAS security

4.4.1
General

This subclause describes the principles for the handling of EPS security contexts in the UE and in the MME and the procedures used for the security protection of EPS NAS messages between UE and MME. Security protection involves integrity protection and ciphering of the EMM and ESM NAS messages.
The signalling procedures for the control of NAS security are part of the EMM protocol and are described in detail in clause 5.
NOTE:
The use of ciphering in a network is an operator option. In this subclause, for the ease of description, it is assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a network without ciphering is achieved by configuring the MME so that it always selects the "null ciphering algorithm", 128‑EEA0.




4.4.2
Handling of EPS security contexts
4.4.2.1
General

Before security can be activated, the MME and the UE need to establish an EPS security context (see 3GPP TS 33.401 [11]). Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. Alternatively, during intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE derive a mapped EPS security context from a UMTS security context that has been established while the UE was in A/Gb mode or Iu mode.
The EPS security context is identified by a key set identifier for E-UTRAN (eKSI) which is assigned by the MME either during the authentication procedure or, for the mapped security context, during the handover procedure.
The EPS security context is taken into use, when the MME initiates a security mode control procedure or, if it is a mapped EPS security context, during the intersystem handover procedure. The security context which has been taken into use by the network most recently is called current security context.
The UE and the MME need to be able to maintain two EPS security contexts simultaneously, since:

-
after a re-authentication, the UE and the MME can have both a current EPS security context and a new EPS security context which has not yet been taken into use; and
-
after an intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the UE and the MME can have both a mapped EPS security context and an EPS security context that was created during a previous access in S1 mode or S101 mode ("cached EPS security context").
The number of EPS security contexts that need to be maintained simultaneously by the UE and the MME is limited by the following requirements:

-
After a successful (re-)authentication, the MME and the UE shall delete any old EPS security context different from the current EPS security context.

-
When a new EPS security context is taken into use, the MME and the UE shall delete the current EPS security context.

-
When the MME and the UE derive a new mapped EPS security context during intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE shall delete any existing mapped EPS security context.

-
When a cached EPS security context is taken into use, the MME and the UE shall delete any mapped EPS security context.
4.4.2.2
Establishment of secure exchange of NAS messages

Secure exchange of NAS messages via a NAS signalling connection is usually established by the MME during the attach procedure by initiating a security mode control procedure. After successful completion of the security mode control procedure, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered using the current EPS security algorithm.
During intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, secure exchange of NAS messages is established between the MME and the UE by:

-
the transmission of NAS security related parameters encapsulated in the AS signalling from the MME to the UE triggering the intersystem handover (see 3GPP TS 33.401 [11]). The UE uses these parameters to generate the mapped EPS security context; and,

-
after the handover, the transmission of a TRACKING AREA UPDATE REQUEST message from the UE to the MME. The UE shall send this message integrity protected using the mapped EPS security context, but unciphered. From now on, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered using the mapped EPS security context.

The secure exchange of NAS messages shall be continued after S1 mode to S1 mode handover. It is terminated after intersystem handover from S1 mode to A/Gb mode or Iu mode or when the NAS signalling connection is released.
When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following way:
1)
Except for the case described in 2, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages
-
by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From now on, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered; or
NOTE:
This option is also applicable during the attach procedure, unless the UE indicates in the initial PDN CONNECTIVITY REQUEST sent with the ATTACH REQUEST message that it has ESM information that needs to be sent security protected.

-
by initiating a security mode control procedure. This can be used by the MME to take a cached or a new EPS security context into use or to modify the current EPS security context by selecting new NAS security algorithms;
-
if the initial NAS message was a SERVICE REQUEST message or EXTENDED SERVICE REQUEST message, by executing an AS security mode control procedure. After successful completion of the procedure, except for the messages specified in subclauses 4.4.4 and 4.4.5, all NAS messages exchanged between the UE and the MME are sent integrity protected and ciphered
2)
If the UE establishes the new NAS signalling connection for a tracking area updating procedure after an intersystem change in idle mode from A/Gb mode to S1 mode or Iu mode to S1 mode, and the UE has no cached EPS security context, the UE shall send the TRACKING AREA UPDATE REQUEST message without integrity protection and unciphered. The MME creates a fresh mapped EPS security context and takes this context into use by initiating a security mode control procedure. This re-establishes the secure exchange of NAS messages.
4.4.2.3
Change of security keys
When the MME initiates a re-authentication to create a new EPS security context, the messages exchanged during the authentication procedure are integrity protected and ciphered using the current EPS security context, if any.

Both UE and MME shall continue to use the current EPS security context, until the MME initiates a security mode control procedure. The SECURITY MODE COMMAND message sent by the MME includes the eKSI of the new EPS security context to be used. The MME shall send the message integrity protected with the new EPS security context, but unciphered. When the UE responds with a SECURITY MODE COMPLETE, it shall send the message integrity protected and ciphered with the new EPS security context.
The MME can also modify an existing EPS security context, e.g. the current security context or a cached security context, by sending a SECURITY MODE COMMAND message including the eKSI of the EPS security context to be modified and including a new set of selected NAS security algorithms. In this case the MME shall send the SECURITY MODE COMMAND message integrity protected with the modified EPS security context, but unciphered. When the UE replies with a SECURITY MODE COMPLETE message, it shall send the message integrity protected and ciphered with the modified EPS security context.
4.4.3
Handling of NAS COUNT and NAS sequence number
4.4.3.1
General

The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following a successful authentication and key agreement (AKA) procedure. The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.

Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

After each new outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see 4.4.3.5).

Editor's note: Other general details are FFS.

4.4.3.2
Replay protection

Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.

Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given NAS security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly.

4.4.3.3
Integrity protection and verification

The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the integrity verification algorithm.

Editor's note: Other details of integrity protection and verification are FFS.

4.4.3.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counterOC to from the NAS COUNT input to the deciphering algorithm.

Editor's note: Other details of ciphering and deciphering are FFS.

4.4.3.5
NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is "close" to wrap around, (close to 224), the MME shall initiate a new AKA procedure with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above.
Similarly, the MME shall initiate an AKA procedure if it detects that the UE's uplink NAS COUNT is close to wrap around. If for some reason a new KASME has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS signalling connection.

4.4.4
Integrity protection of NAS signalling messages

4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401 [11].
When both ciphering and integrity protection are activated, the NAS message is first encrypted and then the encrypted NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When only integrity protection is activated, and ciphering is not activated, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during the EPS attach procedure an ESM message is piggybacked in an EMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.

4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS layer shall discard this message.

4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT.

NOTE:
These messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

Editor's note: Whether the messages TRACKING AREA UPDATE REQUEST, SERVICE REQUEST and DETACH REQUEST (if sent after security has been activated) need to be included in this list is FFS.

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once integrity protection is activated, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check:

-
ATTACH REQUEST;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST or SERVICE REQUEST message fails the integrity check, the MME shall reject the request with reject cause #9, "MS identity cannot be derived by the network".

Once integrity protection is activated, the receiving EMM or ESM entity in the MME shall not process any other NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If one of these other NAS signalling messages, having not successfully passed the integrity check, is received, then the NAS layer in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.

If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the MME, then the NAS layer shall discard this message.
4.4.5
Ciphering of NAS signalling messages

* * * Next Change * * * *

5.4.2
Authentication procedure

5.4.2.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network and to agree on a key KASME (see 3GPP TS 33.401 [11]). The cases when the EPS AKA procedure should be used are defined in 3GPP TS 33.401 [11].

The EPS AKA procedure is always initiated and controlled by the network. However, the UE can reject the EPS authentication challenge sent by the network.

The UE shall support the EPS authentication challenge only if a USIM is present.

An EPS security context is established in the UE and the network when an EPS authentication is successfully performed. During a successful EPS authentication, the CK and IK keys are computed. CK and IK are then used as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [11]) of both the network and the UE, and is the root for the EPS integrity protection and ciphering key hierarchy.

5.4.2.2
Authentication initiation by the network

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.401 [11]).

5.4.2.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall be stored in a new EPS security context.
The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.
Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the UE shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the UE or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the UE shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the UE shall be deleted and timer T3416, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,

-
TRACKING AREA UPDATE ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM state EMM-DEREGISTERED or EMM-NULL.

5.4.2.4
Authentication completion by the network

5.4.2.4.1
Authentication response received by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.401 [11]).

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.

5.4.2.4.2
EPS key identification

The security parameters for authentication, integrity protection and ciphering are tied together in sets and identified by the Key Set Identifier (KSIASME). The relationship between the security parameters is defined in 3GPP TS 33.401 [11].
The KSIASME is assigned by the network and passed with the AUTHENTICATION REQUEST message to the UE to enable the start of ciphering and integrity protection of NAS signalling at the next establishment of a NAS signalling connection without executing a new authentication procedure.
If an authentication procedure has been completed successfully and the related KSIASME is stored in the EPS security context of the network, the network shall include a different KSIASME value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The UE stores the KSIASME along with the KASME, the EPS NAS ciphering key and the EPS NAS integrity key in its EPS security context. In the initial NAS message the UE sends the effective KSIASME value back to the network. The network may start ciphering and integrity protection with the stored EPS NAS ciphering key and EPS NAS integrity key (under the restrictions given in 3GPP TS 33.401 [11]) if the KSIASME stored in the network and the one sent by the UE are equal.
In the present document, when the UE is required to delete a KSIASME, the UE shall set the KSIASME to the value "no key is available" and consider also the associated KASME, EPS NAS ciphering key and EPS NAS integrity key invalid (i.e. the EPS NAS security context associated with the KSIASME as no longer valid).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

5.4.2.5
Authentication not accepted by the network

If the authentication response returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or
-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [11]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7 (c).

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause 5.4.2.7 (d).

Editor's note: It is FFS under which conditions, if any, the UE will accept a UMTS authentication challenge via E‑UTRAN.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.

* * * Next Change * * * *

5.4.3
Security mode control procedure
5.4.3.1
General

The purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding NAS keys and security algorithms.

5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460.
The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME indicated by the KSIASME included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
If the security mode control procedure is not initiated due to intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME shall set the KSISGSN to the value "no key is available".

For intersystem handover from A/Gb mode to S1 mode or Iu mode to S1 mode, if the MME has a cached EPS security context, the MME shall include the KSIASME IE in the SECURITY MODE COMMAND message, and shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. 
For idle mode mobility from A/Gb mode or Iu mode to S1 mode, if the MME uses the mapped EPS security context, the MME shall include the KSISGSN IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on K'ASME indicated by the KSISGSN indicated in the message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not. The UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".
From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

5.4.3.4
NAS security mode control completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.
* * * Next Change * * * *

9.3.1
Security header type

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	
	
	
	
	

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND or SECURITY MODE COMPLETE message.
NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.
NOTE 3:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


An EMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain NAS message. A protocol entity sending a not security protected EMM message shall send the message as plain NAS message and encode the security header type as 0000.

* * * Next Change * * * *

9.9.3.19
NAS key set identifier

The NAS key set identifier is allocated by the network.

The NAS key set identifier information element is coded as shown in figure 9.9.3.19.1 and table 9.9.3.19.1.

The NAS key set identifier is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS key set identifier IEI
	TSC

	NAS key set identifier
	octet 1


Figure 9.9.3.19.1: NAS key set identifier information element

Table 9.9.3.19.1: NAS key set identifier information element

	Type of security context flag (TSC) (octet 1)

	

	Bit

	4
	
	
	

	0
	
	
	cached security context

	1
	
	
	mapped security context

	

	TSC does not apply for NAS key set identifier value "111".

	

	NAS key set identifier (octet 1)

	

	
Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	no key is available

	
	
	
	




















TRACKING AREA UPDATE REQUEST





Stop T3430





TRACKING AREA UPDATE REJECT





or





Start T3450





Stop T3450





























































































































Start T3430





Stop T3430





TRACKING AREA UPDATE COMPLETE





TRACKING AREA UPDATE ACCEPT





If GUTI allocated,





TRACKING AREA UPDATE REQUEST





Stop T3489








Start T3489








MME








ESM INFORMATION RESPONSE





ESM INFORMATION REQUEST





UE








Network





UE























UE








IDENTITY REQUEST





IDENTITY RESPONSE





MME








Start T3470








Stop T3470








Start T3450





Start T3410





ATTACH REQUEST





Stop T3450





ATTACH COMPLETE





or





Stop T3410





Stop T3410





ATTACH REJECT





ATTACH ACCEPT





Start T3410





ATTACH REQUEST





Network





UE





Start T3430





If GUTI 





allocated,





























3GPP


