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FIRST CHANGE 
10
Security Procedures


10.1
General GBA bootstrapping procedure
Confidentiality protection shall be supported for IMS based PSS and MBMS user service. 

After successfully IMS registration, a UE shall perform a bootstrapping authentication procedure with BSF as defined in clause 4.5.2 of TS 33.220.The UE then gets the B-TID and derives the shared secret Ks. 

10.2
Security Procedures for IMS based MBMS user service 
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Figure 10.1 Security procedures for IMS based MSMS user service

10.2.1 Procedures at the UE

When the user indicates to view a MBMS user service, the UE shall send a SIP INVITE message to SCF via IM CN Subsystem, The SIP INVITE message shall include MBMS Service ID to indicate which service the user intends to watch, as defined in clause 8.3.2.2.

After receiving a SIP 200 OK message, the UE shall perform MSK registration procedure as defined in clause 6.3.2.1a of TS 33.246[5].
Each HTTP POST message initiated by the UE and addressed to BMSC.UPF shall conform to TS 33.246[5], with addition to add a X-3GPP-Intended-Identity HTTP header with the value set to IMPU.

10.2.2 Procedures at the IM CN Subsystem
The IM CN Subsystem handles the SIP dialog as defined in 3GPP TS 23.228 [6].
The P-CSCF shall verify the user and insert P-Asserted-Identity header after successfully verification.
10.2.3 Procedures at the SCF

Upon receipt of SIP INVITE request, the SCF shall perform service authorization procedures as defined in clause 8.3.2.4.

After successfully service authorization, the SCF shall send a HTTP POST message to BMSC.UPF. The HTTP POST message shall be populated as follows:
-
the HTTP version shall be 1.1 which is specified in RFC2616[xxx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "authorize", i.e. Request-URI takes the form of "/keymanagement?requesttype= authorize";
-
the HTTP X-3GPP-Asserted-Identity header shall be the IMPU of the user retrieved from the SIP INVITE message.
-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-authorize+xml". The XML schema of the payload is FFS.
-
the HTTP payload shall contain request including the authorized MBMS Service ID ServiceId , a IP address retrieved from the Contact header of the SIP INVITE message;
After receiving an authorization acknowledgement, the SCF shall send a SIP 200 OK message to the UE as defined in clause 8.3.2.4. 

10.2.4 Procedures at the BM-SC.UPF
Upon receiving an Authorization Notification message from SCF, the BM-SC shall respond an authorization acknowledgment message, and store the authorization information, including IMPU of the user, MBMS Service ID, and IP address etc.

Upon receiving MSK registration message from a UE, the BMSC.UPF shall authorize the UE according to the authorization information. The BMSC.UPF shall send MSKs to the UE corresponding to the service IDs via MIKEY, as defined in clause 6.3.2.1a of TS 33.246[5].

The MSK request procedure shall comply with TS 33.246[5]. 
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