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1. Overall Description:
The stage 2 specification for ICS (3GPP TS 23.292) indicates that an Instance ID shall be used by the MSC Server enhanced for ICS in order to generate a GRUU. After lengthy discussions within CT1 and SA2, it was determined that the Instance ID generated by the MSC Server needs to be identical to the Instance ID generated by the UE. This requires the Instance ID be based on information available to both the UE and the MSC Server. Since the Instance ID must be unique and relate to the device, it was determined the Instance ID must be based on the IMEI.

Currently, the Instance ID is taken directly and used to create the GRUU. This means that whatever value is placed in the Instance ID by the UE will be used in the "gr" parameter used for the GRUU. For the case of ICS, however, since the IMEI will be used for the Instance ID it became apparent that additional steps would be required to protect the IMEI.

In order to provide an appropriate level of protection for the IMEI, CT1 has adopted the working assumption that the IMEI should not be included in any end-to-end signalling (such as INVITEs) in plain text. Instead, the IMEI should not directly be discernable in any end-to-end-signalling.
For the case of registration, it was discussed that it may be beneficial to send the IMEI in the clear in order to fulfil the following Stage 1 requirement from 3GPP TS 22.016 related to IMEI (emphasis added):

It shall be possible to perform the IMEI check at any access attempt, except IMSI detach, and during an established call at any time when a dedicated radio resource is available, in accordance with the security policy of the PLMN operator. It shall also be possible to perform the IMEI check when a UE is IMS registered.
Therefore, it needs to be determined whether sending the IMEI in the clear was acceptable or not. Based on the fact that other information, such as the private user identity, is already included in non-protected registration messages, it was assumed that it would be okay to send the IMEI in the clear for a registration. 
Based on the above background, CT1 is currently moving forward with the following solution in order to make progress on ICS.

The IMEI will be sent in the REGISTER message in the sip.instance parameter encoded as specified in draft-montemurro-gsma-imei-urn and sent in plain text. The S-CSCF will extract the IMEI from the sip.instance parameter and use it as input for generation of the gr parameter used for the public GRUU. The IMEI will be used as part of the name based UUID mechanism described in RFC 4122. Using this algorithm the IMEI will be combined with a name space and a hash is applied (SHA-1).

This will prevent the IMEI from being sent in plain text in any end-to-end signalling.
2. Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 group to confirm that the above approach for the transport and encoding of the IMEI is acceptable. Given the urgent nature of the Release 8 timelines, we also ask that SA3 provides an immediately response to this LS in order to give guidance during the ongoing meetings.
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