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1. Introduction
In the current version of TS 24.301, the editor’s note “Other details of integrity protection and verification are FFS” and “Other details of ciphering and deciphering are FFS” still remains while TS 33.401 v8.1.1 has already described the NAS integrity and ciphering (confidentiality) mechanism.
2. Reason for Change
The two editor’s notes shall be removed as the featured problems no longer exist.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301
* * * First Change * * * *
4.4.2
Handling of NAS COUNT and NAS sequence number

4.4.2.1
General

The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following a successful authentication and key agreement (AKA) procedure. The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.

Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

After each new outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see 4.4.2.5).


4.4.2.2
Replay protection

Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.

Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given NAS security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly.

4.4.2.3
Integrity protection and verification

The sender shall use its locally stored NAS COUNT as one of the input parameters to the integrity protection algorithm to compute a MAC (message authentication code). This MAC is then appended to the outbound NAS message.
The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the integrity verification algorithm. On receiving the message, the receiver shall compute an XMAC in the same way as the sender computed MAC and verify its integrity by comparing XMAC to the received MAC.
Further details of integrity protection and verification are defined in TS 33.401[11].
4.4.2.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as one of the input parameters to the ciphering algorithm to generate the keystream. Then the keystream is used to encrypt the input plain NAS message to produce the output ciphered NAS message.
The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counterOC to from the NAS COUNT input to the deciphering algorithm. When the ciphered NAS message is received, the receiver may decipher it with the same keystream generated by the same parameters as the sender. 
Further details of ciphering and deciphering are defined in TS 33.401[11].
4.4.2.5
NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the MME detects that its NAS COUNT is "close" to wrap around, (close to 224), the MME shall initiate a new AKA procedure with the UE, leading to a new established NAS security context and the NAS COUNT being reset to 0 in both the UE and the MME when the new NAS security context is activated as discussed above.

Similarly, the MME shall initiate an AKA procedure if it detects that the UE's uplink NAS COUNT is close to wrap around. If for some reason a new KASME has not been established using AKA before the NAS COUNT wraps around, the node (MME or UE) in need of sending a new NAS message shall instead release the NAS signalling connection.













































