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1. Introduction

At the last meeting, CT1 agreed a list of messages that need to be accepted by the MME also without integrity protection and a second list of messages that need to be accepted with a wrong MAC. The present contributon proposes some modifications to these lists and solves one of the editor's notes.

2. Reason for Change
1) Solution for the editor's note: 

Editor's note: Whether the messages TRACKING AREA UPDATE REQUEST, SERVICE REQUEST and DETACH REQUEST (if sent after security has been activated) need to be included in this list is FFS.

TRACKING AREA UPDATE needs to be added, as in a certain scenario of intersystem change the UE is required to send the message unprotected (see TS 33.401, subclause 9.1.2, "Mapped context"). Furthermore, TS 33.401 also describes the case that the MME cannot verify the MAC, since the UE uses a cached context which is not available in the MME (see TS 33.401, subclause 9.1.2, "Cached context").

SERVICE REQUEST does not need to be added, as the UE needs to be update in the tracking area and therefore it will have a current EPS security context that can be used for the integrity protection.

DETACH REQUEST does not need to be added, as the criterion "security has been activated" is changed to "secure exchange of NAS messages has been established" and once this has been done, all NAS messages via the NAS signalling connection need to be integrity protected.

2) The handling of a TRACKING AREA UPDATE REQUEST message which fails the integrity check is aligned with TS 33.401, subclause 9.1.2, "Mapped context". 

3) Deletion of a duplicated sentence at the end of the subclause.

3. Conclusions

…
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 1.1.1.
* * * First Change * * * *

4.4.3.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;
-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an intersystem change in idle mode and the UE has only a mapped EPS security context. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.


Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;
-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;
-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are accepted by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use, if the UE provided a KSISGSN, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message; otherwise the MME shall reject the request with reject cause #9, "MS identity cannot be derived by the network".

If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with reject cause #9, "MS identity cannot be derived by the network".

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS layer in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the the secure exchange of NAS messages has been established, then the NAS layer shall discard this message.
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