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1. Introduction
Correct handling of NAS COUNTs and in particular the sequence number part is crucial for EPS security. Incorrect handling could lead to loss of confidentiality and/or possibilities for faked/replayed messages. In particular, except for possible identical retransmission, the same NAS COUNT must never be used to process more than a single message protected under a given NAS security context. The following contribution discusses the principles that should be used and proposes additional text to 24.301.

2. Principles
Unless otherwise noted, “NAS COUNT” refers to the sender’s (i.e. MME downlink / UE uplink) NAS overflow counter concatenated with the corresponding NAS sequence number. 

NAS COUNT is of 24 bits length. When NAS COUNT is input to NAS ciphering or NAS integrity algorithms, it is considered as a 32-bit entity, which is padded with zeroes in the most significant bits.
 2.1 Initialization
The NAS COUNT shall be initialized to zero when a new security context is activated following AKA or handover. That is, the first outbound NAS message after security context establishment (e.g. SECURITY MODE COMMAND from the MME, and SECURITY MODE COMPLETE from the UE) shall always use NAS COUNT = 000...0.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.1.0.
* * * First Change * * * *

4.4.2
Handling of NAS COUNT and NAS sequence number

4.4.2.1
General

There are two separate counters NAS COUNT; one related to uplink NAS transport and one related to downlink NAS transport. The NAS COUNT counters use 24 bit internal representation and are independently maintained by UE and MME. The NAS COUNT is constructed as a NAS sequence number (least significant bits) concatenated with a NAS overflow counter (most significant bits).

When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it is considered to be a 32-bit entity where the most significant bits are padded with zeroes.

The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following a successful authentication and key agreement (AKA) procedure. The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.

Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

The NAS sequence number part of the NAS COUNT is exchanged between the UE and MME as part of NAS signalling. After each new outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see 4.4.2.5). The receiving side estimates the NAS COUNT used by the sender side. Specifically, if the NAS sequence number is zero (due to wrap around), the NAS overflow counter is incremented by one.
Editor's note: Other general details are FFS.

4.4.2.2
Replay protection

Replay protection shall be supported for received NAS messages both in the MME and the UE. However, since the realization of replay protection does not affect the interoperability between nodes, no specific mechanism is required for implementation.

Replay protection must assure that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given NAS security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly.

4.4.2.3
Integrity protection and verification

The sender shall use its locally stored NAS COUNT as input to the integrity protection algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the integrity verification algorithm.

Editor's note: Other details of integrity protection and verification are FFS.

4.4.2.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.

The receiver shall use the NAS sequence number included in the received message and an estimate for the NAS overflow counter to form the NAS COUNT input to the deciphering algorithm.

Editor's note: Other details of ciphering and deciphering are FFS.

* * * End Change * * * *

* * * Second Change * * * *

5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460.

The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message.

If the security mode procedure is not initiated due to the A/Gb mode or Iu mode to S1 mode mobility, the MME shall set the KSISGSN to the value "no key is available".

For A/Gb mode or Iu mode to S1 mode mobility, if the MME uses the cached EPS security context, the MME shall include the KSIASME IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. 

For idle mode mobility from A/Gb mode or Iu mode to S1 mode, if the MME uses the mapped EPS security context, the MME shall include the KSISGSN IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on K'ASME indicated by the KSISGSN indicated in the message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN). A SECURITY MODE COMMAND that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

5.4.3.3
NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not.  If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME. A SECURITY MODE COMPLETE that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero.
From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

5.4.3.4
NAS security mode control completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

5.4.3.5
NAS security mode command not accepted by the UE

If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. A SECURITY MODE REJECT that follows a successful execution of the authentication procedure shall use a NAS COUNT reset to zero. The SECURITY MODE REJECT message shall contain a cause code that typically indicates one of the following causes:
#23:
UE security capabilities mismatch;

#24:
security mode rejected, unspecified.

Editor's note: The actions to be taken by the network are FFS.

Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

* * * End Change * * * *

