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	Reason for change:
(

	Subclause 5.1.6 includes the following:

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response containing a XML body that includes an <alternative service> element with the <type> child element set to "emergency", the UE shall automatically:

-
send an ACK request to the P-CSCF as per normal SIP procedures;

-
attempt an emergency call setup according to the procedures described in 3GPP TS 24.008 [8].
When a UE receives a SIP response with an indicator set such that emergency call handling is invoked, the SIP message shall only be sent from an authorized source, i.e. the P-CSCF with which the UE has a security association, if a security association is present.
The following considerations were taken into account:

· It was argued that SIP messages shall not be discarded. However, the UE (5.1.2A.1.1), P-CSCF (5.2.1, 5.2.6.4.4, 5.2.6.4.6, 5.2.6.4.8, 5.2.6.4.10), and S-CSCF (5.4.3.6.1) already discard SIP messages according to 3GPP TS 24.229 

· It was argued that the P-CSCF should send an ACK request as per normal SIP procedures. However,

· an ACK may not be an appropriate response to a 380 (Alternative Service) received in response to an initial request for a dialog, or a standalone transaction, or an unknown method; and

· in the event of a man-in-the-middle attack where; a possible receiving UE may not be aware of the 380 response originated by some intermediaite element.

· 3GPP TS 23.167 CR#0089 (in SP-080364) was mentioned. However, during CT1#55 a liaison was sent to SA2 indicating concerns with the approach in 3GPP TS 23.167 CR#0089:

· For 3GPP systems, the requirement worded as such leaves it unclear how RFC 5031 emergency service URNs are handled. Since the CS domain doesn’t readily support emergency service URNs, how does a URN map to “dialled digits”?

· For CDMA systems, please note that 3GPP TS 24.229 includes in subclause M.5: “When an emergency call is to be set up over the CS domain, the UE shall attempt it according to the procedures described in 3GPP2 C.S0005-D”. It remains unclear if 3GPP2 C.S0005-D can or wil be updated.

· Note that the procedure may lead to situations where a UE is explicitly instructed to attempt an emergency call by the IMS network, yet the UE initiates a TS11 nevertheless.

A CR has been submitted to SA2#68.

· It was argued that the P-CSCF is not the proper element for implementing the screening. It is conceded that other functional elements such as the AS would be an alternative element; however the AS is not a required element that is present in every IMS non-emergency session according to the specifications. Note that in practise the AS may well be an element present in all non-emergency sessions.

· It was argued that the UE needs to filter the spoofed messages from the real messages. Additional proposals (using the indicator required by 3GPP TS 23.167 CR#0091 (in SP-080364)) having a UE recognize a spoofed SIP 380 response have been considered. However, it is unclear how a UE would distinguish between regular 380 (Alternative Service) responses from Rel-8 P-CSCFs, Rel-5-7 P-CSCFs, or spoofed 380 (Alternative Service) responses.
· Note that 3GPP TS 23.167 CR#0091 applies to Rel-8 and up
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(

	The P-CSCF screens 380 (Alternative Service) messages containing XML bodies that include an <alternative service> element with the <type> child element set to "emergency".
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	A DDOS attack can occur on the PSAP. The UE can request emergency service without the user’s consent. 
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* * * First Change * * * *

5.2.1
General

The P-CSCF shall support the Path and Service-Route headers.

NOTE 1:
The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER request.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present.

When the P-CSCF receives any request or response from the UE, the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present. Also, the P-CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-Vector headers; and

-
may insert previously saved values into the P-Charging-Function-Addresses and P-Charging-Vector headers before forwarding the message.

NOTE 2:
When the P-CSCF is located in the visited network, then it will not receive the P-Charging-Function-Addresses header from the S-CSCF or I-CSCF. Instead, the P-CSCF discovers charging function addresses by other means not specified in this document.

When the P-CSCF receives any request or response containing the P-Media-Authorization header from the S-CSCF, the P-CSCF shall remove the header.

NOTE 3:
If service based local policy applies, the P-CSCF will insert the P-Media-Authorization header as described in subclauses 5.2.7.2 and 5.2.7.3.

NOTE 4:
The P-CSCF will integrity protect all SIP messages sent to the UE outside of the registration and authentication procedures. The P-CSCF will discard any SIP message that is not integirity protected and is received outside of the registration and authentication procedures. The integrity protection and checking requirements on the P-CSCF within the registration and authentication procedures are defined in subclause 5.2.2.

When the P-CSCF receives a 380 (Alternative Service) message, and the message containing a XML body that includes an <alternative service> element with the <type> child element set to "emergency", the P-CSCF shall discard the message.
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