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* * * Next Change * * * *

5.1.2A.1.1
General
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request, the UE shall:

-
if IMS AKA is in use as a security mechanism, include the protected server port in the Via header entry relating to the UE;

-
if SIP digest without TLS is in use as a security mechanism:

a)
if the UE has not obtained a GRUU, populate the Contact header of the request with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and

b)
populate the Via header of the request with the port value of an unprotected port where the UE expects to receive responses to the request; 

-
if SIP digest with TLS is in use as a security mechanism:

a)
if the UE has not obtained a GRUU, populate the Contact header of the request with the protected server port; and

b)
include the protected server port in the Via header entry relating to the UE;
-
if NASS-IMS bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2;
-
if GPRS-IMS-Bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2.
If SIP digest without TLS is used, the UE shall not include RFC 3329 [48] headers in any SIP messages.
When SIP digest is in use, upon receiving a 407 (Proxy Authentication Required) response to an initial request, the originating UE shall:

-
extract the digest-challenge parameters as indicated in RFC 2617 [21] from the Proxy-Authenticate header field; 

-
calculate the response as described in RFC 2617 [21]; and

-
send a new request containing a Proxy-Authorization header in which the header fields are populated as defined in RFC 2617 [21] using the calculated response.

When SIP digest is in use, upon receiving a 2xx response in response to a challenged request, the originating UE shall authenticate the response using the "response-auth" directive in the Proxy-Authentication-Info header as described in draft-dotson-sip-mutual-auth [139].

Where a security association or TLS session exists, the UE shall discard any SIP response that is not protected by the security association or TLS session and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header) within the IM CN subsystem.

NOTE 1:
Since the S-CSCF uses the P-Asserted-Identity header when checking whether the UE originating request matches the initial filter criteria, the P-Preferred-Identity header inserted by the UE determines which services and applications are invoked. 

The UE may include any of the following in the P-Preferred-Identity header:

-
a public user identity which has been registered by the user;

-
a public user identity returned in a registration-state event package of a NOTIFY request as a result of an implicit registration that was not subsequently deregistered or that has not expired; or

-
any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.

NOTE 2:
The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header.

NOTE 3:
Procedures in the network require international public telecommunication numbers when telephone numbers are used in P-Preferred-Identity header.

NOTE 4:
A number of headers can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header to "Anonymous" as specified in RFC 3261 [26].

NOTE 5:

The contents of the From header should not be relied upon to be modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user may well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header other than Anonymous.

The UE shall determine the public user identity to be used for this request as follows:

1)
if a P-Preferred-Identity was included, then use that as the public user identity for this request; or

2)
if no P-Preferred-Identity was included, then use the default public user identity for the security association or TLS session as the public user identity for this request;

If this is a request for a new dialog, and the request includes a Contact header, the Contact header is populated as follows:

1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then the UE should insert the public GRUU (pub-gruu) value as specified in draft-ietf-sip-gruu [93];

2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU (temp-gruu) value as specified in draft-ietf-sip-gruu [93];

NOTE 6: The above items 1 and 2 are mutually exclusive.
3)
if the request is related to an IMS communication service that requires the use of an ICSI then the UE shall include in a g.3gpp.icsi_ref feature tag as defined in subclause 7.9.2 and RFC 3841 [56B] the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service. The UE may also include other ICSI values that the UE is prepared to use for all dialogs with the terminating UE(s); and
4)
if the request is related to an IMS application that is supported by the UE, then the UE may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to any IMS application and that applies for the dialog, in a g.3gpp.iari_ref feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].

NOTE 7: The above items 3 and 4 are mutually exclusive.
If this is a request within an existing dialog, and the request includes a Contact header, and the contact address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the Contact header as specified in draft-ietf-sip-gruu [93].

If the UE supports multiple registrations, the UE shall include a Contact header according to the following rules:

-
if this is a request for a new or existing dialog, and the UE included a GRUU in the Contact header, then the UE shall include its instance ID (+sip.instance), and an "ob" parameter as described in draft-ietf-sip-outbound [92]; or

-
if this is a request for a new or existing dialog, and the UE did not include a GRUU in the Contact header, then the UE shall include the public IP address of the UE or FQDN and the protected server port value bound to the security association or TLS session in the hostport parameter along with its instance ID (+sip.instance), and an "ob" parameter as described in draft-ietf-sip-outbound [92].

If the UE support multiple registrations as specified in draft-ietf-sip-outbound [92], the UE should include option tag "outbound" in the Supported header.

If this is a request for a new dialog or standalone transaction and the request is related to an IMS communication service that requires the use of an ICSI then the UE:

1)
shall include the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service that is related to the request in a P-Preferred-Service header field according to draft-drage-sipping-service-identification [121]. If a list of network supported ICSI values was received as specified in 3GPP TS 24.167 [8G], the UE shall only include an ICSI value that is in the received list;

NOTE 8: The UE only receives those ICSI values correponding to the IMS communication services that the network provides to the user.
2)
may include an Accept-Contact header field containing an ICSI value (coded as specified in subclause 7.2A.8.2) that is related to the request in a g.3gpp.icsi_ref feature tag as defined in subclause 7.9.2 if the ICSI for the IMS communication service is known. 

Editor's note: It is FFS whether the UE shall always include an ICSI value in an Accept-Contact header field. This also may need some clarifications to the stage 2 text to fully align.

NOTE 9:
If the UE includes the same ICSI values into the Accept-Contact header and the P-Preferred-Service header, there is a possibility that one of the involved S-CSCFs or an AS changes the ICSI value in the P-Asserted-Service header, which results in the message including two different ICSI values (one in the P-Asserted-Service header, changed in the network and one in the Accept-Contact header).

If an IMS application indicates that an IARI is to be included in a request for a new dialog or standalone transaction, the UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2) that is related to the request in a g.3gpp.iari_ref feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].
NOTE 10:
RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header fields in a SIP request, and within those header fields, expressions that include one or more logical operations based on combinations of feature tags. Which registered UE will be contacted depends on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate to a logical expression and the relative qvalues of  the registered contacts for the targeted registered public user identity. There is therefore no guarantee that when multiple Accept-Contact header fields or additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICSI value or IARI value are included in a request that the request will be routed to a contact that registered the same ICSI value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-Service header field and the actual media related contents of the SIP request and not the Accept-Contact header field contents or the contact reached.

NOTE 11:
The UE only includes the parameters require and explicit in the Accept-Contact header field containing the ICSI value or IARI value if the IMS communication service absolutely requires that the terminating UE understand the IMS communication service in order to be able to accept the session. Including the parameters require and explicit in Accept-Contact header fields in requests which don’t absolutely require that the terminating UE understand the IMS communication service in order to accept the session creates an interoperability problem for sessions which otherwise would interoperate and violates the interoperability requirements for the ICSI in 3GPP TS 23.228 [7]. 

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise, the UE shall initiate a new initial request to the other user.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If resource priority in accordance with RFC 4412 [116] is required for a dialog, then the UE shall include the Resource-Priority header field in all requests associated with that dialog.

Editor's Note: Further study is needed in order to find out whether usage scenarios of the Resource-Priority header field might not by covered by the mechanisms described above or might need additional action in other functional entities.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4).

NOTE 12:
During the dialog, the points of attachment to the IP-CAN of the UE may change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header in any request or response within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of the following, in this order:

a)
the P-CSCF URI containing the IP address or the FQDN learnt through the P-CSCF discovery procedures; and
b)
the P-CSCF port based on the security mechanism in use:

-
if IMS AKA or SIP digest with TLS is in use as a security mechanism, the protected server port learnt during the registration procedure;

-
if SIP digest without TLS, NASS-IMS bundled authentciation or GPRS-IMS-Bundled authentication is in use as a security mechanism, the unprotected server port used during the registration procedure;

c)
and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-registration. 

The UE may indicate that proxies should not fork the request by including a "no-fork" directive within the Request-Disposition header in the request as described in RFC 3841 [56B].
If a request is for a new dialog or standalone transaction, and the request matches a trigger for starting logging of SIP signalling, as described in draft-dawes-sipping-debug-event [140] and contained in the trace management object defined in 3GPP TS 24.323 [8K], the UE shall:

-
start to log SIP signalling for this dialog; and 

-
in any requests or responses sent on this dialog, insert a P-Debug-ID header field containing the value contained in the trace management object. 

If a request or response is sent on a dialog for which logging of signalling is in progress, the UE shall check whether a trigger for stopping logging of SIP signalling has occurred, as described in draft-dawes-sipping-debug-event [140] and contained in the trace management object defined in 3GPP TS 24.323 [8K]. 

a)
If a stop trigger event has occurred, the UE shall stop logging of signalling; or 

b)
if a stop trigger event has not occurred, the UE shall: 
-
in any requests or responses sent on this dialog, insert a P-Debug-ID header field containing the value for this session contained in the trace management object; and
-
log the request. 
When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause 5.1.1.4.

NOTE 13:
It is an implementation option whether these actions are also triggered by other means.

In the event the UE receives a 1xx or 2xx response to an initial request for a dialog, or a standalone transaction, or an unknown method, the response containing a Contact header field including the "sos" URN parameter according to draft-patel-ecrit-sos-parameter [X] and a P-Asserted-Identity header field set to either the SIP URI of the P-CSCF or an emergency service URN, i.e. a service URN with a top-level service type of "sos" in accordance with RFC 5031 [69], the UE:

-
shall execute emergency service procedures as described in subclause 5.1.6;

-
may indicate the nature of the session to the user; 

-
shall send a re-INVITE request method according to RFC 3261 [26]: and

1)
if available to the UE, and if defined for the access type as specified in subclause 7.2A.4, the UE shall include in the re-INVITE request a P-Access-Network-Info header and it shall contain a location identifier such as the cell id, line id or the identity of the I-WLAN access node;
NOTE 14:
The IMS emergency specification in 3GPP TS 23.167 [4B] describes several methods how the UE can get its location information from the access network or from a server. Such methods are not in the scope of this specification.

2)
the UE shall insert in the re-INVITE request a P-Preferred-Identity that includes the public user identity or the tel URI associated with the public user identity as described in subclause 4.2;
3)
if the UE has its location information available, then the UE shall include it in the re-INVITE request in the following way:

-
if the UE is aware of the URI that points to where the UE's location is stored, include the URI in the Geolocation header in accordance with draft-ietf-sip-location-conveyance [89]; or 

-
if the geographical location information of the UE is available to the UE, include its geographical location information as PIDF location object in accordance with RFC 4119 [90] and include the location object in a message body with the content type application/pidf+xml in accordance with draft-ietf-sip-location-conveyance [89]. The Geolocation header is set to a Content ID in accordance with draft-ietf-sip-location-conveyance [89]; and
4)
if the UE has no geographical location information available, the UE shall not include any geographical location information as specified in draft-ietf-sip-location-conveyance [89].
5)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity and the UE does not indicate privacy of the P-Asserted-Identity, then the UE shall insert the public GRUU (pub-gruu) value in the Contact header field of the re-INVITE request as specified in draft-ietf-sip-gruu [93]; otherwise the UE shall include the protected server port in the address in the Contact header.
NOTE 15
according to RFC 3261 [26], a reINVITE request can not be sent while another INVITE transaction is in progress in either direction.

NOTE 16
it is not necessary for this reINVITE request to change the session parameters.

NOTE 17:
It is suggested that UE's only use the option of providing a URI when the domain part belongs to the current P-CSCF or S-CSCF provider. This is an issue on which the network operator needs to provide guidance to the end user. A URI that is only resolvable to the UE which is making the emergency call is not desirable.

NOTE 18:
During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header in any request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

* * * Next Change * * * *

5.2.10.4
General treatment for all dialogs and standalone transactions excluding the REGISTER method - non-emergency registration

If the P-CSCF receives an initial request for a dialog, or a standalone transaction, or an unknown method, for a registered user the P-CSCF shall inspect the Request URI independent of values of possible entries in the received Route headers for known emergency service identifiers, i.e. emergency numbers and the emergency service URN from these configurable lists. If the P-CSCF detects that the Request-URI of the initial request for a dialog, or a standalone transaction, or an unknown method matches one of the emergency service identifiers in any of these lists, the P-CSCF shall:
0)
determine the geographical location of the UE. Access technology specific procedures are described in each access technology specific annex. If the UE is roaming or the P-CSCF is in a different network than the UE's home operator's network, then the P-CSCF:

-
shall reject the request by returning a 380 (Alternative Service) response to the UE;

-
shall assume that the UE supports version 1 of the XML Schema for the IM CN subsystem XML body if support for the 3GPP IMS XML body in the Accept header is not indicated; and
-
shall include in the 380 (Alternative Service) response:

-
a Content-Type header field with the value set to associated MIME type of the 3GPP IMS XML body as described in subclause 7.6.1.


The body shall contain:


a)
an <alternative-service> element, set to the parameters of the alternative service;
b)
a <type> child element, set to "emergency" to indicate that it was an emergency call;
c)
a <reason> child element, set to an operator configurable reason; and

d)
an <action> child element, set to "emergency-registration" if the request included an emergency service URN in the Request-URI.
NOTE 1:
Roaming is when a UE is in a geographic area that is outside the serving geographic area of the home IM CN subsystem.

NOTE 2:
Emergency service URN in the request-URI indicates for the network that the emergency call attempt is recognized by the UE.
1)
include in the Request-URI an emergency service URN, i.e. a service URN with a top-level service type of "sos" as specified in RFC 5031 [69], if necessary, and execute the procedure described in step 3, 4, 5, 6, and 7, in subclause 5.2.6.3.3, subclause 5.2.6.3.7, subclause 5.2.6.3.11 and subclause 5.2.7.2, as appropriate. An additional sub-service type can be added if information on the type of emergency service is known. The entry in the Request-URI that the P-CSCF includes may either be:

-
as received from the UE in the Request URI in accordance with RFC 5031 [69]; or

-
as deduced from the Request-URI received from the UE; and

2)
if the request contains a Contact header field containing a GRUU the P-CSCF shall save the GRUU received in the Contact header field of the request and associate it with the UE IP address and UE port such that the P-CSCF is able to route target refresh request containing that GRUU in the Request-URI. The UE port used for the association is determined as follows:
-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the UE protected server port for the security association on which the request was received; or

-
if SIP digest without TLS is being used as a security mechanism, the UE unprotected port on which the request was received.
In addition the P-CSCF shall execute the procedures as specified in subclause 5.2 with the following additions:

3)
the P-CSCF shall:

-
if the public user identity included in the P-Preferred-Identity header matches one of the registered public user identities, remove the P-Preferred-Identity header from the received request and insert a P-Asserted-Identity header that includes the public user identity that was present in the P-Preferred-Identity header. Add a second P-Asserted identity header that contains the tel URI associated with the public user identity. If the tel URI associated with one of the registered public user identities is included in the P-Preferred-Identity header, check the validity of the tel URI, remove the P-Preferred-Identity header and insert a P-Asserted-Identity header that includes the tel URI that was present in the P-Preferred-Identity header. Add a second P-Asserted-Identity header that contains a public user identity associated with the tel URI;


-
select an E-CSCF and add the URI of the selected E-CSCF to the topmost Route header.

NOTE 3:
It is implementation dependant as to how the P-CSCF obtains the list of E-CSCFs.

In addition the P-CSCF shall respond to the initial request for a dialog, or a standalone transaction, or an unknown method with a 181 (Call is Being Forwarded) and:
-
include a Contact header field in the response, set to the AOR of the P-CSCF, followed by "sos" URN parameter according to draft-patel-ecrit-sos-parameter [X]; and

-
include a P-Asserted-Identity header field in the response according to draft-ietf-sipping-update-pai [Y], set to the SIP URI of the P-CSCF, which was inserted into the Path header during the registration of the user whose UE originated the request that is retargeted.
If the P-CSCF does not receive any response to the INVITE request (including its retransmissions); or receives a 3xx response or 480 (Temporarily Unavailable) response to an INVITE request, the P-CSCF shall select a new E-CSCF and forward the INVITE request.

When the P-CSCF receives a target refresh request for a dialog with the Request-URI containing a GRUU the P-CSCF shall:

-
obtain the UE IP address and UE port associated to the GRUU contained in the Request-URI and rewrite the Request-URI with that UE IP address and UE port; and

-
perform the steps in subclause 5.2.6.4 for when the P-CSCF receives, destined for the UE, a target refresh request for a dialog.
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