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1. Introduction
Current specification does not allow to fulfill the TS 23.401 requirement about multiple bearers set-up on attach or PDN connectivity procedures in a robust way.
2. Reason for Change
Bearer set-up failure in the access stratum or eNB configuration not to send multiple NAS PDUs in a single RRC message does not allow to satisfy the TS 23.401 Annex F requirement: “it is necessary to ensure that the UE sees that the Dedicated Bearers are established at Attach in order to prevent the UE requesting establishment of the (the same) dedicated resources immediately following the […] message (related to default EPS bearer context activation)”.
As CT1#54 Budapest have agreed not to support multiple NAS messages in one NAS PDU message for multiple EPS bearer contexts activation, it is proposed to remove the related editor’s notes..
3. Conclusions

The mechanism described in separate discussion paper on the same topic i.e. list of packet filters in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message shall be adopted.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.0.0.
* * * 1st change * * * *

4.4
NAS security

4.4.1
General

This clause describes the procedures used for security of EPS NAS messages between UE and MME. Security involves integrity protection and ciphering of the EMM and ESM NAS messages.

When both ciphering and integrity protection are activated, then the NAS message is first encrypted and then the encrypted NAS message and the SN are integrity protected by calculating the MAC.

When only integrity protection is activated and ciphering is not activated, the unciphered NAS message and the SN are integrity protected by calculating the MAC.

When an ESM message is piggybacked in an EMM message, e.g. the ESM default EPS bearer context activation procedure and the EMM attach procedure, there is one sequence number IE and one message authentication code IE for the combined NAS message.


* * * 2nd change * * * * (attach accept)
8.2.1.7
ESM message container

This IE is included to carry an ESM message.


Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.
* * * 3rd change * * * *

8.2.2
Attach complete

8.2.2.1
Message definition

This message is sent by the UE to the network in response to an ATTACH ACCEPT message. See table 8.2.2.1.

Message type:
ATTACH COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.2.1: ATTACH COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach complete message identity
	Message type

9.8
	M
	V
	1

	FFS
	ESM message container
	ESM message container

9.9.3.13
	O
	TLV-E
	3-n



8.2.2.2
ESM message container

This IE is included to carry an ESM message.


Editor's note: To avoid mandatory IE error handling procedures for the IE in EMM the IE is proposed to be optional. Final decision whether IE should be optional or mandatory is FFS.
* * * 4th change * * * *

6.4.1.2
Default EPS bearer context activation initiated by the network

The MME shall initiate the default bearer context activation procedure by sending an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message and enter the state BEARER CONTEXT ACTIVE PENDING. When the default bearer is activated as part of the attach procedure, the MME shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message together with ATTACH ACCEPT and shall not start the timer T3485. When the default bearer is activated as the response to a stand-alone PDN CONNECTIVITY REQUEST message apart from the attach procedure, the MME shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message alone, and start the timer T3485.

The MME shall assign and include an EPS bearer identity in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. The MME shall retrieve the PTI from the PDN CONNECTIVITY REQUEST message and include it in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
If the MME wants to subsequently activate dedicated bearer contexts, the MME shall include the TFT aggregate of these dedicated bearer contexts in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
6.4.1.3
Default EPS bearer context activation accepted by the UE

Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall first check the received uplink TFT before taking it into use. The UE shall send an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message and enter the state BEARER CONTEXT ACTIVE. When the default bearer is activated as part of the attach procedure, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message together with ATTACH COMPLETE message. When the default bearer is activated as the response to the stand-alone PDN CONNECTIVITY REQUEST message, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message alone.

The UE checks the PTI in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to identify the UE requested PDN connectivity procedure to which the default bearer context activation is related (see subclause 6.5.1).
If the uplink TFT is included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall use the received uplink TFT to apply mapping of uplink service data flows (SDFs) to the radio bearer.
If the TFT aggregate of the dedicated bearers is included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall forward this information to upper layer.

NOTE: The TFT aggregate of the dedicated bearers information is used to prevent the upper layer to request the activation of (the same) dedicated resources immediately following the default EPS bearer context activation according to TS 23.401 [4] requirement.
Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message, the MME shall enter the state BEARER CONTEXT ACTIVE and stop the timer T3485, if the timer is running.
* * * 5th change * * * *

8.3.6
Activate default EPS bearer context request

8.3.6.1
Message definition

This message is sent by the network to the UE to request activation of a default EPS bearer context. See table 8.3.6.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.6.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	Activate default EPS bearer context request message identity
	Message type

9.8
	M
	V
	1

	
	SDF QoS
	SDF quality of service

9.9.4.12
	M
	FFS
	FFS

	FFS
	PDN address
	PDN address

9.9.4.6
	O
	TLV
	7-23

	FFS
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	FFS
	Uplink TFT
	Traffic flow template

9.9.4.13
	O
	TLV
	3-257

	FFS
	Negotiated QoS
	Quality of service

9.9.4.9
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier

9.9.4.4
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

9.9.4.10
	O
	TV
	1

	FFS
	Packet flow Identifier
	Packet flow Identifier

9.9.4.5
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

9.9.4.8
	O
	TLV
	3-253

	FFS
	ESM cause
	ESM cause

9.9.4.2
	O
	TV
	2

	FFS
	TFT aggregate of subsequent dedicated bearers
	Traffic flow template

9.9.4.13
	O
	TLV
	3-257


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.6.2
PDN address

If the IP addresses of the UE are allocated during the default bearer context activation procedure, this IE shall be included by the network to assign IPv4 and/or IPv6 addresses to the UE.

8.3.6.3
Access point name

When the UE did not provide the APN in the PDN CONNECTIVITY REQUEST message which triggered the default bearer activation procedure, the network shall include this IE in order to provide the APN to which the activated default bearer context is associated.

8.3.6.4
Uplink TFT

This IE may be included in the message to provide the UE with uplink packet filters for the default bearer.

8.3.6.5
Negotiated QoS

If the UE supports A/Gb mode or Iu mode or both, the network may include the corresponding pre‑Rel-8 QoS parameter values of a PDP context.
8.3.6.6
Negotiated LLC SAPI

If the UE supports A/Gb mode, the network may include this IE.
8.3.6.7
Radio priority

If the UE supports A/Gb mode, the network may include this IE.
8.3.6.8
Packet flow identifier
If the UE supports A/Gb mode, the network may include this IE. If the UE indicated in the UE Network Capability it does not support BSS packet flow procedures, then the MME shall not include this IE.
8.3.6.9
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
8.3.6.10
ESM cause
The network shall include this IE, if the network allocated a PDN address of a PDN type which is different from the PDN type requested by the UE.
8.3.6.11
TFT aggregate of subsequent dedicated bearers
This IE may be included in the message to provide the UE with an aggregate of packet filters for the subsequent dedicated bearers activated by the network along with the default bearer.
