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1. Introduction

The Access network identity (ANID) is used by the UE and the HSS to generate transformed authentication vectors and therefore needs to be the identically the same both in the UE and in the HSS .This is explained by adding an informative NOTE in clause 6.4.2.4 of 24.302. 

TS 23.003 only gives a general description of the ANID and 24.302 should specify the general format and the specific value(s) of the given ANID:s. It should be noted that IETF in draft-arkko-eap-aka-kdf only specify the transport mechanism, they do not specify the actual value of ANID, for that they refer to 23.003 (and 23.003 now further refers to 24.302 for the stage 3 details). The UE can get ANID in several other ways, therefore ANID needs to be defined independently of any IETF document.

A quote from draft-arkko-eap-aka-kdf for information:

   "The Network Name field contains an octet string.  This string MUST be

   constructed as specified in [3GPP.23.003].  This is done in a manner

   that is specific to a particular access technology.  For access

   technologies where the above reference does not provide an

   instruction on how to construct the name, the empty (zero length)

   octet string SHOULD be used."

It is noted that draft-arkko-eap-aka-kdf has gone into Working Group Last Call. They sped up their work so that the completion of the draft will make it for 3GPP rel-8.
2. Reason for Change

The format and value of the Access Network Identity should be specified in clause 8 of 24.302, because other 3GPP specifications and IETF in draft-arkko-eap-aka-kdf should refer to 24.302 (or 23.003, which refers further to 24.302). 
3. Conclusions

<Conclusion part (optional)>

4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.302, version 1.0.0

* * * First Change * * * *
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4.4.4 
Access Network Identity
For access to EPC from a trusted non-3GPP access network via S2a the UE has to use the Access Network Identity in the key derivation (see TS 33.402 [11]). The handling of the Access Network Identity is described in subclause 6.4.2.4 and the generic format and specific values for the Access Network Identity are defined in subclause 8.1.1.

* * * Next Change * * * *

6.3.2.1.1
IPMS indication

6.3.2.1.1.1
IPMS indication from UE to 3GPP AAA server

During network access authentication, UE may provide an explicit indication to the 3GPP AAA server about the supported mobility protocol by using an attribute in the EAP-AKA protocol, to extend the EAP-AKA protocol as specified in section 8.2 of RFC 4187 [28]. This attribute is provided in EAP-Response/AKA-Challenge message payload.

The UE may provide the indication for IPMS using AT_IPMS_IND attribute in EAP-AKA. The UE indicates support for one or more mobility protocols in AT_IPMS_IND attribute as follows:

-
the UE shall indicate support for DSMIPv6 if the UE supports DSMIPv6; and

-
the UE shall indicate support for MIPv4 if the UE supports MIPv4; and

-
during initial attach, the UE should indicate support for NBM if the UE supports address preservation based on NBM between the access it is attaching to and all other accesses that the UE supports.; or

-
upon handover, the UE shall indicate support for NBM if the UE supports address preservation based on NBM while moving from source access network to target non-3GPP access network that the UE is attaching to.

The preference of protocol may be indicated based on the policies configured on the UE. The detailed coding of this attribute is described in subclause8.2.1.1.

Editor’s note: It is FFS if and how the UE provides an indication for scenarios where EAP-AKA based authentication is not performed in trusted access networks.

Editor’s note: The attribute AT_IPMS_IND defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.
6.3.2.1.1.2
IPMS indication from 3GPP AAA server to UE
If the UE provided an explicit indication as described in subclause 6.3.2.1, the 3GPP AAA server shall inform the UE of its decision on the mobility protocol and IP preservation mode by invoking an EAP-Request/AKA-Notification dialogue.

On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the AAA server shall indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. 

If the AT_IPMS_RES attribute indicates DSMIPv6 then the UE shall follow the procedures defined in TS 24.303 [10].

If the AT_IPMS_RES attribute indicates MIPv4 support, then the UE shall follow the procedures defined in TS 24.304 [33].

The detailed coding of this attribute is described in subclause8.2.1.1.

Editor’s note: The attribute AT_IPMS_RES defined in this subclause requires registration with the IANA. At the time of freezing of release 8, MCC should make this registration.

* * * Next Change * * * *

6.4.2.4 
Handling of the Access Network Identity

6.4.2.4.1 
General

The 3GPP AAA server may send the Access Network Identity to the UE in the EAP Request/AKA-Challenge message or alternatively the Access Network Identity may be provided to the UE by access network specific  means, which are out of scope of the present document. For some access networks the Access Network Identity may also be configured into the UE and the 3GPP AAA server. Access Network Identity information in an EAP message shall take precedence over the information provided by the access network means, which in turn shall take precedence over pre-configured information. 
NOTE: 
According to TS 33.402 [11], the Access Network Identity is used by HSS and UE to generate transformed authentication vectors and therefore the Access Network Identity needs to be identical in the HSS and in the UE. The trusted access network first sends the Access Network Identity to the 3GPP AAA server via the STa reference point and the 3GPP AAA server sends the Access Network Identity to HSS via the SWx reference point, see 3GPP TS 29.273 [xx], and to the UE as specified in this specification.

6.4.2.4.2 
Access Network Identity indication from 3GPP AAA server to UE

The 3GPP AAA server may inform the UE about the Access Network Identity to be used when generating transformed authentication vectors. The 3GPP AAA server indicates the Access Network Identity to the UE in the EAP Request/AKA-Challenge message using the AT_KDF_INPUT attribute as described in subclause 8.2.x. The value and coding of this attribute is described in subclause 8.1.1.

 













	
	
	
	

	
	
	
	


* * * Next Change * * * *

8.
PDUs and parameters specific to the present document

Editor's note:
This clause is menat to document all the differences, additions and extensions that are needed to the baseline specifications.

Editor's note:
Presently only specific coding against IETF RFCs are found needed. It is FFS if codings against 3GPP2 specifcations or WiMAX specifications are needed.

8.1 
3GPP specific coding information defined within present document
8.1.1 
Access Network Identity format and coding
8.1.1.1
Generic format of the Access Network Identity

The Access Network Identity shall take the generic format of an octet string of maximum length 253 without terminating null characters. Representation as a character string is allowed, but this character string shall be converted into an octet string of maximum length 253 according to UTF-8 encoding rules as specified in IETF RFC 3629 [29] before the Access Network Identity is input to the Key Derivation Function, as specified in  TS 33.402 [11], or used in the Access Network Identity indication from 3GPP AAA server to UE, cf. clause 8.2.x.

8.1.1.2 
Definition of Access Network Identities for Specific Access Networks
Table x specifies the list of Access Network Identities defined by 3GPP in the context of non-3GPP access to EPC. 
Table x Access Network Identities

	Access Network Identity
	Type of Access Network

	"HRPD" constant character string, see NOTE 1 and NOTE 2
 
	cdma2000® HRPD access network

	E.g. "WiMAX",  see Editor's note


	WiMAX access network

	All other character strings

	Not defined, see NOTE 3 and Annex y

	NOTE 1:
The quotes are not part of the definition of the character string. 

NOTE 2:
The value of the Access Network Identity for cdma2000® HRPD access networks is defined in 3GPP2 X.S0057-0 [15].  

NOTE 3: 
Additional Access Network Identities can be added to this table following the procedure described in the informative Annex y.



Editor's note:
WiMAX Forum is expected to inform 3GPP about the specific Access Network Identity or Identities for WiMAX access networks following the procedures described in Annex y.

8.2
IETF RFC coding information defined within present document

8.2.1
IPMS attributes

8.2.1.1
AT_IPMS_IND attribute
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Figure 8.2.1.1: AT_IPMS_IND attribute

Table 8.2.1.1: AT_IPMS_IND attribute

	Attribute Type indicates the type of attribute as AT_IPMS_IND with a value of XXXX.

Editors Note: The exact value of the attribute which will be assigned by IANA is FFS.

	Length of this attribute shall be set to 1 as per RFC 4187

	Value

	7
	6
	4
	5
	3
	2
	1
	0
	
	Protocol Supported

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	DSMIPv6 only

	0
	0
	0
	0
	0
	0
	1
	0
	
	NBM only

	0
	0
	0
	0
	0
	0
	1
	1
	
	MIPv4 only

	0
	0
	0
	0
	0
	1
	0
	0
	
	DSMIPv6 and NBM both supported

	0
	0
	0
	0
	0
	1
	0
	1
	
	MIPv4 and NBM both supported

	0
	0
	0
	0
	0
	1
	1
	0
	
	DSMIPv6 and NBM Supported;DSMIPv6 preferred

	0
	0
	0
	0
	0
	1
	1
	1
	
	DSMIPv6 and NBM Supported; NBM preferred

	0
	0
	0
	0
	1
	0
	0
	0
	
	MIPv4 and NBM supported; MIPv4 preferred

	0
	0
	0
	0
	1
	0
	0
	1
	
	MIPv4 and NBM supported; NBM preferred


8.2.1.2
AT_IPMS_RES attribute
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Figure 8.2.1.2: AT_IPMS_RES attribute
Table 8.2.1.2: AT_IPMS_RES attribute

	Attribute Type indicates the type of attribute as AT_IPMS_RES with a value of XXXX.

Editors Note: The exact value of the attribute which will be assigned by IANA is FFS.

	The Length of this attribute shall be set to 1 as per RFC 4187

	Value 

	7
	6
	4
	5
	3
	2
	1
	0
	
	Protocol Selected

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	DSMIPv6 

	0
	0
	0
	0
	0
	0
	1
	0
	
	NBM 

	0
	0
	0
	0
	0
	0
	1
	1
	
	MIPv4 


8.2.x
Access Network Identity indication attribute

8.2.x.1
Access Network Identity in the AT_KDF_INPUT attribute

The Access Network Identity is indicated in the Network Name Field of the AT_KDF_INPUT attribute as specified in draft-arkko-eap-aka-kdf [32]. The Network Name Field shall contain the Access Network Identity as specified in subclause 8.1.1 of this specification.
NOTE:
IETF in draft-arkko-eap-aka-kdf [32] refers to 3GPP TS 23.003[3], which further refers to this specification, for the value of the Network Name field. 

* * * Next Change * * * *

[New] Annex y (informative):
Assignment of Access Network Identities in 3GPP
This annex describes the recommended assignment procedure of Access Network Identities within 3GPP.
y.1
Access Network Identities
According to 3GPP TS 23.003 [3] the encoding of the Access Network Identity is specified within 3GPP, but the Access Network Identity definition for each non-3GPP access network is under the responsibility of the corresponding standardisation organisation respectively.
If a standardisation organisation for a non-3GPP access network determines they need to define a new Access Network Identity, they can contact the 3GPP TSG-CT WG 1 via a Liaison Statement and indicate the specific values of the Access Network Identities to be specified by 3GPP and give reference to the corresponding specification(s) of the requesting organisation. 3GPP TSG-CT WG 1 will then specify the values for the Access Network Identities by updating Table x in this specification and inform the requesting standardisation organisation.
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