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1. Introduction
This paper proposes a new reject reason for a UE that accesses a CSG cell where it is not authorized for access.
2. Reason for Change
When an UE performs NAS procedures like attach, service request, or TAU at a CSG cell, the network may reject the UE if the UE is not a member of the CSG assocaited with the CSG cell. In such cases, the UE needs to be informed that the procedure was rejected due to the fact that the UE was not authorized for access at this CSG. 

Similarly, a UE may need to complete a network-initiated detach procedure due to CSG (e.g. a CSG is removed from the UE’s white list at the CSG cell where it is connected). In this case too, the UE has to be told the cause of this detach procedure. 
This CR augments the reject cause value for several UE procedures, to incorporate a new “Not authorized for this CSG” cause. 

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v1.0.0.
* * * First Change * * * *

5.1.3.2.3.3
EMM-DEREGISTERED.LIMITED-SERVICE

The substate EMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, if the EPS update status is EU3, and a selected cell is known to not to be able to provide normal service (e.g. the selected cell is in a forbidden PLMN, is in a forbidden tracking area or is a CSG not in the UEs white list).
* * * Next Change * * * *
5.5.1.2.5
Attach not accepted by the network

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value. If the attach procedure fails due to a default EPS bearer setup failure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message. In this case the reject cause value in the ATTACH REJECT message shall be set to #19, "ESM failure".

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#3

(Illegal MS);

…
#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE. 


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with this cause value.

#19
(ESM failure);

Editor's note: The UE actions for cause value #19 are FFS.
#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it has attempted to attach from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  
Other values are considered as abnormal cases.

5.5.1.2.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred because of access class barring

If access is barred for "signalling" (see 3GPP TS 36.331 [14]), the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, i.e. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted.

…
x)
Access barred because the CSG ID is not in the UE’s white list

If access is barred because the CSG ID is not in the UE’s white list (see 3GPP TS ??), the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, e.g. when the UE moves to a cell where access is granted.
* * * Next Change * * * *

5.5.1.3.5
Combined attach not accepted by the network

If the attach request can neither be accepted by the network for EPS nor for non-EPS services, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value.
Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter state MM IDLE, and take the following actions depending on the reject cause value received.

…
#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the combined attach procedure is rejected with this cause value.
#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it has attempted to attach from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the combined attach procedure is rejected with this cause value.
Other values are considered as abnormal cases. The behaviour of the UE in those cases is specified in subclause 5.5.1.3.6.
* * * Next Change * * * *
5.5.2.2
UE initiated detach procedure
…
5.5.2.2.4
Abnormal cases in the UE

The following abnormal cases can be identified:
a)
Access barred because of access class barring

If access is barred for "signalling" (see 3GPP TS 36.331 [14]), the detach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The detach procedure is started as soon as possible and if still necessary, i.e. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted. The UE may perform a local detach either immediately or after an implementation dependent time.

…
x)
Access barred because the CSG ID is not in the UE’s white list

If access is barred because the CSG ID is not in the UE’s white list (see 3GPP TS ??), the detach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The detach procedure is started as soon as possible and if still necessary, e.g. when the UE moves to a cell where access is granted. The UE may perform a local detach either immediately or after an implementation dependent time.
* * * Next Change * * * *

5.5.2.3.2
Network initiated detach procedure completion by the UE
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED. The UE shall, after the completion of the detach procedure, initiate an attach procedure, using the existing NAS signalling connection.
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach not required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED.

If the detach type IE indicates "re-attach required" then the UE shall ignore the cause code if received.

If the detach type IE indicates "re-attach not required", the UE shall take the following actions depending on the received EMM cause code:

#3

(Illegal MS);
…

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). and shall delete any GUTI, last visited registered TAI, TAI list and KSI. The UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state, RAI, P‑TMSI, P-TMSI signature, GPRS ciphering key sequence number and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when a DETACH REQUEST is received with this cause value and with detach type set to "re-attach not required".

#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it has attempted to attach from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state, RAI, P‑TMSI, P-TMSI signature, GPRS ciphering key sequence number and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when a DETACH REQUEST is received with this cause value and with detach type set to "re-attach not required".
Editor's note: The impacts from reception of an EMM cause code different from the ones listed above and the actions the UE shall take when receiving such cause code are FFS.

* * * Next Change * * * *
5.5.3.2.5
Normal and periodic tracking area updating procedure not accepted by the network

If the tracking area updating cannot be accepted by the network, the MME sends a TRACKING AREA UPDATE REJECT message to the UE including an appropriate reject cause value.

Upon receiving the TRACKING AREA UPDATE REJECT message, the UE shall stop timer T3430, stop any transmission of user data, and take the following actions depending on the reject cause value received.

#3

(Illegal MS);
…

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and shall remove the current TAI from the stored TAI list if present.


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the normal routing area update procedure is rejected with this cause value.
#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it has attempted to attach from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  

If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the normal routing area update procedure is rejected with this cause value.
Other values are considered as abnormal cases. The specification of the UE behaviour in those cases is described in subclause 5.5.3.2.6.

5.5.3.2.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred because of access class barring

If access is barred for "signalling" (see 3GPP TS 36.331 [14]), the tracking area updating procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The tracking area updating procedure is started as soon as possible and if still necessary, e.g. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted.

…
j)
Transmission failure of TRACKING AREA UPDATE COMPLETE message indication without TAI change from lower layers


It is up to the UE implementation how to re-run the ongoing procedure.
x)
Access barred because the CSG ID is not in the UE’s white list

If access is barred because the CSG ID is not in the UE’s white list (see 3GPP TS ??), the tracking area updating procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The tracking area updating procedure is started as soon as possible and if still necessary, e.g. when the UE moves to a cell where access is granted. 
* * * Next Change * * * *

5.5.3.3.5
Combined tracking area updating procedure not accepted by the network

If the combined tracking area updating cannot be accepted by the network, the MME shall send a TRACKING AREA UPDATE REJECT message to the UE including an appropriate reject cause value. 
Upon receiving the TRACKING AREA UPDATE REJECT message, the UE shall stop timer T3430, stop any transmission of user data, enter state MM IDLE, and take the following actions depending on the reject cause value received.

#3

(Illegal MS);

…
#15
 (No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to clause 5.1.3.3). The UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.

The UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and shall remove the current TAI from the stored TAI list if present.


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


The UE shall indicate the Update type IE "combined TA/LA updating with IMSI attach" when performing the tracking area updating procedure.

If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the MM parameters update status and the location update attempt counter, and the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the combined routing area update procedure is rejected with this cause value.
#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it attempted to perform the tracking area update  from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  

The UE shall indicate the Update type IE "combined TA/LA updating with IMSI attach" when performing the tracking area updating procedure.


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the MM parameters update status and the location update attempt counter, and the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the combined routing area update procedure is rejected with this cause value.
Other values are considered as abnormal cases. The behaviour of the UE in those cases is specified in subclause 5.5.3.3.6.
* * * Next Change * * * *
5.6.1.4
Service request procedure not accepted by the network

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate reject cause value.

On receipt of the SERVICE REJECT message, the UE shall stop timer T3417 and take the following actions depending on the received reject cause value.
#3

(Illegal MS);

…

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [13].


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the service request procedure is rejected with this cause value.
#25     (Not authorized for this CSG);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall enter the state EMM-REGISTERED.LIMITED-SERVICE.
The UE shall remove the CSG ID of the cell where it has attempted to attach from the UE’s white list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [13].  


If A/Gb mode or Iu mode is supported in the UE, the UE shall handle the GMM parameters GMM state and GPRS update status as specified in 3GPP TS 24.008 [6] for the case when the service request procedure is rejected with this cause value.
Other values are considered as abnormal cases. The specification of the UE behaviour in those cases is described in subclause 5.6.1.5.

5.6.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred because of access class barring

If the service request procedure is started in response to a paging request from the network, access class barring is not applicable.


Otherwise, if access is barred for "originating calls" (see 3GPP TS 36.331 [14]), the service request procedure shall not be started. The UE stays in the current serving cell and applies normal cell reselection process. The service request procedure may be started if it is still necessary, i.e. when access for "originating calls" is granted or because of a cell change.
…

k)
Transmission failure of SERVICE REQUEST message indication without TAI change from lower layers


The UE shall restart the service request procedure.
x)
Access barred because the CSG ID is not in the UE’s white list

If the service request procedure is started in response to a paging request from the network, access class barring is not applicable.


Otherwise, if access is barred for "originating calls" (see 3GPP TS 36.331 [14]), the service request procedure shall not be started. The UE stays in the current serving cell and applies normal cell reselection process. The service request procedure may be started if it is still necessary, i.e. zbecause of a cell change.
* * * Next Change * * * *
9.9.3.7
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.7.1 and table 9.9.3.7.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.7.1: EMM cause information element

Table 9.9.3.7.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HLR

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal MS

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	GPRS services and non-GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	MS identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	GPRS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	0
	1
	
	Not authorized for this CSG

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "Protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "Protocol error, unspecified".

	


