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1. Introduction
This contribution proposes to change the PCO Request Procedure to a Ciphered Options Request Procedure, and to include the PCO as well as an optional APN.
2. Reason for Change

In SA2#67 in August, contribution S2-086362 was agreed. This contribution allows, in order to provide mobility between GERAN/UTRAN and E-UTRAN, for the UE to provide the APN during the attach procedure.

As indicated in the SA2 contribution, the APN is not sent in the Attach Request, but is sent only after the security context is established. 
3. Conclusions

In the current version of 3GPP TS 24.301, we already have the capability for the UE to send the ciphered protocol configuration options (PCO) separately from the PDN Connectivity message that is sent along with the Attach Request message. Rather than have separate procedures for sending the ciphered APN and ciphered PCO, we propose to combine them into a single message that can be used for any PDN related parameters that need to be sent ciphered.
If the MME needs to request the APN, the MME cannot perform PGW selection until the UE sends the APN; hence, we also propose that the ciphered PDN Parameter transfer IE indicate whether the UE wishes to send the PCO, APN, or both.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301v0.5.0.
* * * First Change * * * *

6.5
UE requested ESM procedures

6.5.1
UE requested PDN connectivity procedure

6.5.1.1
General

The purpose of the UE requested PDN connectivity procedure is for a UE to request the setup of a default EPS bearer to a PDN. If accepted by the network, this procedure initiates the establishment of a default EPS bearer context. The procedure is used either to establish the first default bearer by inclusion into the initial attach message or to establish subsequent default bearers to additional PDNs in order to allow the UE simultaneous access to multiple PDNs.
6.5.1.2
UE requested PDN connectivity procedure initiation
In order to request connectivity to the default PDN in the attach procedure, the UE shall not include any APN in the PDN CONNECTIVITY REQUEST message.

In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME, start timer T3482 and enter the state PROCEDURE TRANSACTION PENDING. This message shall include the requested APN, if available. In the PDN type information element the UE shall indicate the IP version capability of the IP stack associated with the UE as specified in subclause 6.4.1
The UE shall set the request type to "initial attach" when the UE is establishing connectivity to a PDN for the first time, i.e. when it is an initial attach to that PDN. The UE shall set the request type to "handover" when the connectivity to a PDN is established upon handover from a non-3GPP access network and the UE was connected to that PDN before the handover to the 3GPP access network.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix.


6.5.1.3
UE requested PDN connectivity procedure accepted by the network

Upon receipt of the PDN CONNECTIVITY REQUEST message, the MME checks whether connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message, the MME shall use the default APN as requested APN.
If connectivity with the requested PDN is accepted by the network, the MME shall initiate the default EPS bearer context activation procedure (see subclause 6.4.1).
If connectivity with the requested PDN is accepted, but with a restriction of IP version (i.e. both an IPv4 address and an IPv6 prefix is requested, but only one particular IP version, or only single IP version bearers are supported/allowed by the network), cause #50 "PDN type IPv4 only supported" or #51 "PDN type IPv6 only allowed" or cause #52 "single address bearers only allowed", respectively, as listed in subclause 6.5.1.4, shall be included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.

Upon receipt of the message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
* * * Second Change * * * *

6.6
Miscellaneous procedures

6.6.1
Protocol configuration options

6.6.1.1
General
6.6.1.2
Ciphered options request procedure

6.6.1.2.1
General

The Ciphered options request procedure is used by the network to retrieve the default APN and protocol configuration options from the UE during the attach procedure after the security context has been setup between the UE and the network, if the Ciphered options transfer flag in the PDN CONNECTIVITY REQUEST.

Editor's note: the use of protocol configuration options request procedure for other purposes is FFS.

6.6.1.2.2
Protocol configuration options request initiated by the network

The network intiates the protocol configuration options request procedure by sending a CIPHERED OPTIONS REQUEST message to the UE and starting timer T3489 (see figure 6.6.1.2.2.1). This message shall be sent only after the security context has been setup, and if the Ciphered options transfer flag has been set in the PDN CONNECTIVITY REQUEST message.
Editor's note: a description of timer T3489 needs to be added to table 10.3.2.
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Figure 6.6.1.2.2.1: Ciphered options request procedure

6.6.1.2.3
Protocol configuration options request completion by the UE

Upon receipt of the CIPHERED OPTIONS REQUEST message, the UE shall send a CIPHERED OPTIONS RESPONSE message to the network .The UE shall include all the protocol configuration options that need to be transferred ciphered, and APN if required, to the network in the CIPHERED OPTIONS RESPONSE message.

6.6.1.2.4
Ciphered options request completion by the network
Upon receipt of the CIPHERED OPTIONS RESPONSE message, the network shall stop timer T3489.
Editor's note: the abnormal cases in the UE and on the network side need to be defined.
6.6.1.3
Exchange of protocol configuration options in other messages

The UE may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity request, PDN disconnect request, bearer resource allocation request, and bearer resource release request if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the PDN-GW.

The PDN-GW may include a Protocol configuration options IE on EPS bearer context activation, EPS bearer context deactivation, EPS bearer context modification, PDN connectivity reject, PDN disconnect reject, bearer resource allocation reject, and bearer resource release reject if the PDN-GW wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.

* * * Third Change * * * *

8.3.17
Ciphered options request

This message is sent by the network to the UE to request the UE to provide protocol configuration options or APN or both. See table 8.3.17.1.

Message type:
CIPHERED OPTIONS REQUEST

Significance:

dual

Direction:


network to UE

Table 8.3.17.1: CIPHERED OPTIONS REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	Ciphered options request message identity
	Message type

9.8
	M
	V
	1


Editor's note: The details of the coding of the EPS bearer identity and the procedure transaction identifier are FFS.

8.3.18
Ciphered options response
8.3.18.1
Message definition
This message is sent by the UE to the network in response to a CIPHERED OPTIONS REQUEST message and provides the requested protocol configuration options (e.g. configuration parameters, error codes, messages/events) or APN or both. See table 8.3.18.1.

Message type:
PCO RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.3.18.1: CIPHERED OPTIONS RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	Ciphered options response message identity
	Message type

9.8
	M
	V
	1

	
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	
	Protocol configuration options
	Protocol configuration options

9.9.4.8
	O
	TLV
	3-253


Editor's note: The details of the coding of the EPS bearer identity and the procedure transaction identifier are FFS.
8.3.18.2
Access point name
This IE is included in the message when the UE wishes to request network connectivity as defined by a certain access point name during the attach procedure. 

8.3.18.3
Protocol configuration options
This IE is included in the message when, during the attach procedure, the UE wishes to transmit ciphered (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
* * * Fourth Change * * * *

8.3.20
PDN connectivity request

8.3.20.1
Message definition

This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 8.3.20.1.

Message type:
PDN CONNECTIVITY REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.20.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	PDN connectivity request message identity
	Message type

9.8
	M
	V
	1

	
	Request type
	Request type

9.9.4.11
	M
	V
	1/2

	
	PDN type
	PDN type

9.9.4.7
	M
	V
	1/2

	FFS
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	FFS
	Ciphered optionstransfer flag
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.9.4.8
	O
	TLV
	3-253


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

8.3.20.2
Access point name
This IE is included in the message when the UE wishes to request network connectivity as defined by a certain access point name. This IE shall not be included when the PDN CONNECTIVITY REQUEST message is included in an ATTACH REQUEST message.

8.3.20.3
Ciphered options transfer flag

The UE may include this IE in the PDN CONNECTIVITY REQUEST message sent during the attach procedure.If this flag is set during attach procedure, the protocol configuration options, APN, or both shall be sent only after the NAS signalling security has been setup between the UE and the MME.

8.3.20.4
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
* * * Fifth Change * * * *

9.8
Message type

The message type IE and its use are defined in 3GPP TS 24.007 [5]. Tables 9.8.1 and 9.8.2 define the value part of the message type IE used in the EPS mobility management protocol and EPS session management protocol.

Table 9.8.1: Message types for EPS mobility management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	Mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Attach request

	0
	1
	0
	0
	0
	0
	1
	0
	
	Attach accept

	0
	1
	0
	0
	0
	0
	1
	1
	
	Attach complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Attach reject

	0
	1
	0
	0
	0
	1
	0
	1
	
	Detach request

	0
	1
	0
	0
	0
	1
	1
	0
	
	Detach accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	0
	0
	0
	
	Tracking area update request

	0
	1
	0
	0
	1
	0
	0
	1
	
	Tracking area update accept

	0
	1
	0
	0
	1
	0
	1
	0
	
	Tracking area update complete

	0
	1
	0
	0
	1
	0
	1
	1
	
	Tracking area update reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	0
	0
	0
	
	GUTI reallocation command

	0
	1
	0
	1
	0
	0
	0
	1
	
	GUTI reallocation complete

	0
	1
	0
	1
	0
	0
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	0
	1
	1
	
	Authentication response

	0
	1
	0
	1
	0
	1
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	1
	0
	0
	
	Authentication failure

	0
	1
	0
	1
	0
	1
	0
	1
	
	Identity request

	0
	1
	0
	1
	0
	1
	1
	0
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode command

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	1
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	0
	0
	0
	
	EMM status

	0
	1
	1
	0
	0
	0
	0
	1
	
	EMM information


Table 9.8.2: Message types for EPS session management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	Session management messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	Activate default EPS bearer context request

	1
	1
	0
	0
	0
	0
	1
	0
	
	Activate default EPS bearer context accept

	1
	1
	0
	0
	0
	0
	1
	1
	
	Activate default EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	1
	0
	1
	
	Activate dedicated EPS bearer context request

	1
	1
	0
	0
	0
	1
	1
	0
	
	Activate dedicated EPS bearer context accept

	1
	1
	0
	0
	0
	1
	1
	1
	
	Activate dedicated EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	0
	0
	1
	
	Modify EPS bearer context request

	1
	1
	0
	0
	1
	0
	1
	0
	
	Modify EPS bearer context accept

	1
	1
	0
	0
	1
	0
	1
	1
	
	Modify EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	1
	0
	1
	
	Deactivate EPS bearer context request

	1
	1
	0
	0
	1
	1
	1
	0
	
	Deactivate EPS bearer context accept

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	0
	0
	
	PDN connectivity request

	1
	1
	0
	1
	0
	0
	0
	1
	
	PDN connectivity reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDN disconnect request

	1
	1
	0
	1
	0
	0
	1
	1
	
	PDN disconnect reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	0
	0
	
	Bearer resource allocation request

	1
	1
	0
	1
	0
	1
	0
	1
	
	Bearer resource allocation reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	1
	0
	
	Bearer resource release request

	1
	1
	0
	1
	0
	1
	1
	1
	
	Bearer resource release reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	1
	0
	0
	0
	
	Ciphered options request

	1
	1
	0
	1
	1
	0
	0
	1
	
	Ciphered options response

	
	
	
	
	
	
	
	
	
	

	1
	1
	1
	0
	1
	0
	0
	0
	
	ESM status
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