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Introduction

SA3 #52 Jun08, Nokia S3-080840 [1] has fixed the key freshness problem when using mapped security context during idle mode mobility towards E-UTRAN.

This contribution hence proposes:

· to reflect the following requirement in TS 24.301 as indicated from [1]: “TS 24.301 (C1 NAS): Add nonce from UE into the TAU Request message during idle mode mobility from GERAN/UTRAN to E-UTRAN. UE adds P-TMSI from UTRAN/GERAN along with the corresponding KSISGSN. If UE has cached context it protects the TAU Reuqest with cached context and includes GUTI/S-TMSI and KSIASME. If network selects mapped context MME, creates nonce_mme and derives fresh K’ASME based on both nonces.”,
· to add the reference to NAS key set identifier IE definition in SECURITY MODE COMMAND and TAU REQUEST messages (according to Nortel Networks C1-083187),

· a text proposal to TS 24.301 for CT1 discussion and agreement.

Proposal

Additionally to the requirement given in the introductive section, the following requirements from [1] need to be reflected in TS 24.301:

· section 9.1.2 (Idle mode mobility) From UTRAN to E-UTRAN: 
· b) “If no cached context is available in the UE the UE shall send the TAU request unprotected.”
· c) “The selected algorithms and keys with the KSISGSN shall be indicated to the UE in an integrity protected message, which shall also include the UE security capabilities and both the nonces[…] UE shall reply with integrity protected message based on the selected algorithms and fresh K’ASME […]. TAU Accept shall be protected using the NAS keys based on the fresh K’ASME.”

· section 9.2.2 (Handover) From UTRAN to E-UTRAN
· a) “MME shall send a NONCEMME  and the KSISGSN to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC”
· b) “MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context.”
We propose to CT1 discusses and agrees with the text proposal to TS 24.301 as appended to this document.
References

[1] SA3 #52 Jun08, Nokia CR on TS 33.401 S3-080840 “IRAT key freshness from UTRAN to E-UTRAN”

First change

5.4.3.2
NAS security mode setup command initiation by the network

The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460. 
The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message.
If the security mode procedure is not initiated due to the A/Gb mode or Iu mode to S1 mode mobility, the MME shall set the KSISGSN to the value "no key is available".
In case of A/Gb mode or Iu mode to S1 mode mobility and in case that the MME uses the cached EPS security context, the MME shall include the KSIASME IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. 
In case of idle mode mobility from A/Gb mode or Iu mode to S1 mode and in case that the MME uses the mapped EPS security context, the MME shall include the KSISGSN IE in the SECURITY MODE COMMAND message and integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on K’ASME indicated by the KSISGSN indicated in the message. 
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if UE included it in the message to network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN).
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

5.4.3.3
NAS security mode setup command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode setup command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities or the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode setup command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K’ASME from both nonces as indicated in TS 33.401 [11] to check whether the security mode setup command can be accepted or not. If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K’ASME.

From now on the UE shall integrity protect and cipher all NAS signalling messages with the selected NAS integrity and NAS ciphering algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

Second change
5.5.3.2.2
Normal and periodic tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

i)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

ii)
when the periodic tracking area updating timer T3412 expires;

iii)
when the UE with ISR active moves to E-UTRAN and the UE's TIN indicates "P-TMSI";

iv)
when the UE performs an intersystem change from S101 mode to S1 mode and has no user data pending.

When the UE has user data pending and performs an intersystem change from S101 mode to S1 mode to a tracking area previously registered in the MME, the UE shall perform a service request procedure instead of a tracking area updating procedure.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED (see figure 5.5.3.2.2). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411.
In the TRACKING AREA UPDATE REQUEST message the UE shall include a GUTI and the last visited registered TAI, the update type indicating the type of the tracking area updating. If the UE's TIN indicates "P-TMSI" the UE shall map the valid P-TMSI and RAI into the old GUTI. If a UE in EMM-IDLE mode has uplink user data pending when it initiates the tracking area updating procedure, or uplink signalling not related to the tracking area updating procedure, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to establish the user plane to the network and to keep the NAS signalling connection after the completion of the tracking area updating procedure.

When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE. If the UE has an EPS security context, the UE shall include the KSIASME IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the KSIASME to the value "no key is available". The UE shall set the KSISGSN to the value "no key is available".
When the tracking area updating procedure is initiated to perform an intersystem change from A/Gb mode or Iu mode to S1 mode, the UE shall include the KSIASME IE in the TRACKING AREA UPDATE REQUEST message if the UE has an cached EPS security context. Otherwise, the UE shall set the KSIASME to the value "no key is available". 
When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an intersystem change from A/Gb mode or Iu mode to S1 mode, the UE shall include the KSISGSN IE in the TRACKING AREA UPDATE REQUEST message. If the UE does not have an cached EPS security context, the UE shall include the NONCEUE IE in the TRACKING AREA UPDATE REQUEST message. The TRACKING AREA UPDATE REQUEST message shall be integrity protected with the cached EPS security context if the UE has one. If the UE does not have a cached EPS security context, the TRACKING AREA UPDATE REQUEST message shall not be integrity protected.
When the tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an intersystem change from A/Gb mode or Iu mode to S1 mode, the UE shall take one of the following actions:

-    If the MME has indicated the KSIASME in the handover command through the lower layer and the UE has a cached EPS security context identified by the KSIASME, the UE shall provide the KSIASME to lower layers and then sends the TRACKING AREA UPDATE REQUEST message including the KSISGSN IE and integrity protect the message with the cached EPS security context; or
-    if the UE does not have any cached EPS security, the UE shall provide the KSISGSN to lower layers context and send the TRACKING AREA UPDATE REQUEST message including the KSISGSN IE and shall not integrity protect the message.
Editor’s note: if the SA3 revisits the issue of the key freshness during intersystem change, CT1 would have to align accordingly.

[image: image1]
Figure 5.5.3.2.2.1: Tracking area updating procedure

Third change

8.2.17
Security mode command

8.2.17.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.9.3.17
	M
	V
	1

	
	NAS key set identifierASME
	NAS key set identifier

9.9.3.28
	M
	V
	1/2

	
	NAS key set identifierSGSN
	NAS key set identifier

9.9.3.28
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.9.3.27
	M
	LV
	3-6

	FFS
	IMEISV request
	IMEISV request

9.9.3.15
	O
	TV
	1

	FFS
	Replayed NonceUE
	FFS
	O
	TV
	5

	FFS
	NonceMME
	FFS
	O
	TV
	5


Editor’s note: The NonceMME IE may be included in TRACKING AREA UPDATE ACCEPT as well for the case where the SMC procedure can be combined or concatenated with the tracking area update procedures for optimisation purposes.




8.2.17.2
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.
8.2.17.3
Replayed NonceUE
The MME may include this information element to indicate the UE to use the replayed NonceUE.
8.2.17.4
NonceMME
The MME may include this information element to indicate the UE to use the NonceMME.
Fourth change

8.2.26
Tracking area update request

8.2.26.1
Message definition

The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1.

See table 8.2.26.1.
Message type:
TRACKING AREA UPDATE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.26.1: TRACKING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type

9.8
	M
	V
	1

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS update type
	EPS update type

9.9.3.11
	M
	V
	1/2

	
	
	

	
	
	

	FFS
	NAS key set identifierASME
	NAS key set identifier

9.9.3.28
	M
	V
	1/2

	FFS
	NAS key set identifierSGSN
	NAS key set identifier

9.9.3.28
	M
	V
	1/2

	FFS
	Old GUTI 
	FFS
	O
	FFS
	FFS

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	EPS bearer status
	FFS
	O
	FFS
	FFS

	FFS
	Old routing area identification
	Routing area identification

9.9.3.21
	O
	TV
	6

	FFS
	P-TMSI
	Mobile identity

9.9.2.2
	O
	TLV
	7

	FFS
	Old P-TMSI signature
	P-TMSI signature

9.9.3.20
	O
	TV
	4

	FFS
	NonceUE
	FFS
	O
	TV
	5


Editor's note: The length of the TAI is FFS.





8.2.26.2
Old GUTI

This IE shall be included if the UE holds a valid GUTI.

8.2.26.3
Last visited registered TAI
This IE shall be included if the UE holds a valid last visited registered TAI.

8.2.26.4
EPS bearer status

This IE shall be included if the UE wants to indicate each EPS bearer that is active within the UE. 

8.2.26.5
Old routing area identification and P-TMSI
These IEs are included if the UE holds a valid P-TMSI.

8.2.26.6
Old P-TMSI signature

This IE is included if the UE holds a valid P-TMSI signature.
8.2.26.7
NonceUE
This IE is included if the UE performs an A/Gb mode or Iu mode to S1 mode intersystem change in idle mode.
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