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1. Introduction
In this contribution, the IDi and IDr are updated in the IPSec Tunnel management procedures.

2. Discussion

In the specification of I-WLAN, the UE uses a PDG to access a 3GPP PDN connection, the PDG selection is based on W-APN. If UE needs to access multiple PDN Connections, the UE uses different W-APN to select different PDG, so there are multiple Wu reference points between UE and PDGs, and there are multiple IPSec Tunnels between UE and PDGs, each IKE SA and IPSec SA can be identified in the IKE_AUTH by the ID of two end nodes, that is, identification the UE by IDi = UE’s NAI and PDG by IDr =W-APN.

However, in the subclause 4.5.4 of TS23.402, it is mentioned that:

A UE connected to one or multiple PDN GWs uses a single ePDG. In case of handover between ePDGs, the UE may be temporarily connected to two ePDGs.
Each PDN Connection is identified by an APN. Even the UE needs to access multiple PDN connections, the UE just connect with only one ePDG, and there is only one IPSec Tunnel for the UE. So the IKE SA and IPSec SA are shared by the multiple PDN Connections.  The IDr=APN and IDi=MN-NAI is not uniquely identified the IKE SA and IPSec SA between the UE and ePDG, so the simple replacing the W-APN with APN in the IKEv2 message between the UE and ePDG does not identify the ePDG. The Selected IP address of the ePDG can be used to identify the ePDG, so IDr=Selected IP address of the ePDG and IDr=MN-NAI is uniquely identified the IKE SA and IPSec SA between the UE and ePDG.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302v0.5.0.
* * * First Change * * * *

4.4
Identities

Editor's note:
This subclause is to detail the identities, based on TS 23.003 [3], needed by the UE to get services from and support of the EPC.

4.4.1
UE Identities

The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [3], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

4.4.2
Identification of IP Services/PDN connections

For access to EPC the Access Point Name (APN) is used for identifying IP services/PDN connections. The detailed definition of APN as used for access to EPC is specified in TS 23.003 [3].
4.4.3
FQDN for ePDG Selection



A Fully Qualified Domain Name (FQDN) is constructed by UE and used as input to the DNS mechanism for ePDG selection.

The detailed format of this FQDN is specified in TS 23.003 [3].

4.4.4 
Access network identity
For access to EPC from a trusted non-3GPP access network via S2a the UE has to use the access network identity in the key derivation (see TS 33.402 [11]). It is signalled from the access network to the UE or derived by the UE from already available data.

Editor's note:
Details of this signalling, e.g. via access specific means or within access authentication/authorization are FFS.

Editor’s note:
The generic format for access network identity should be specified in TS 23.003 [3]; additionally, access specific formats may be defined there, as appropriate. 
* * * Second Change * * * *
7
Tunnel management procedures

Editor's note:
This main clause and its subclause shall detail the tunnel management procedures and protocol for the access tunnel to the access network. In this subclauses only untrusted accesses shall be considered.

7.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [22]) established via an IKEv2 protocol exchange [20] between the UE and the ePDG. The UE may indicate support for MOBIKE [23]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [6].

7.2
UE procedures

7.2.1
Selection of the ePDG

For dynamic selection of the ePDG the UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG. The input to the DNS query is a FQDN, containing the VPLMN ID or HPLMN ID as Operator Identifier, depending on whether the UE is roaming or not.
Editor’s note: the exact format of this FQDN is FFS and needs to be specified in TS 23.003, independently from W-APN and APN.

Editor’s note: it is FFS how the UE determines it’s roaming status.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

The UE shall select only one ePDG also in case of multiple PDN connections.

Editor’s note: it is FFS if during handover the UE could connect to two different ePDGs. 
7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [20].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address. The IKE_AUTH request message shall contain in "IDr" payload the selected IP address of the ePDG and in the "IDi" payload the MN-NAI. The UE may also request the address(es) of a Home Agent for DSMIPv6 related signalling, by including a corresponding CFG_REQUEST Configuration Payload. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

Editor's note: it is FFS which type of attribute (private or assigned by IANA) is used in the configuration payload.

During the IKEv2 authentication and tunnel establishment, UE shall provide an explicit indication about the supported mobility protocol as described in sub clause 6.3.2.
The UE shall support IPSec ESP (see IETF RFC 4303 [24]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [11].
7.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [23] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.
7.2.4
Tunnel disconnection

7.2.4.1
UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [20]) to disconnect an IPsec tunnel to the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct the ePDG to do the same by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association.

ii)
Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall correspond to the particular incoming ESP security associations at the UE for the given tunnel in question.

7.2.4.2
UE behaviour towards ePDG initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is attempting tunnel disconnection, the UE shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the UE perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the ePDG.

ii)
The UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a list of security associations, the INFORMATIONAL response message shall contain a list of security associations deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL request message, the UE shall send INFORMATION response message with either:

i)
A NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the Security Parameters Indexes in the message from the ePDG; or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.

7.3
3GPP AAA server procedures

7.4
ePDG procedures

7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is based on the one described in 3GPP TS 33.234 [6], with the following differences:
· ePDG is substituted for PDG,

· EAP-SIM authentication is not allowed,

· dynamical configuration of two types of IP addresses (IPv4 and IPv6),

· allocation of Home Agent address(es) for subsequent DSMIPv6 related signalling,

· instead of W-APN the IP address of the ePDG is transferred.

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. If the UE requested the address(es) of a Home Agent, the ePDG may allocate these in a CFG_REPLY Configuration Payload with the corresponding number of configuration attributes. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

The ePDG shall support IPSec ESP (see IETF RFC 4303 [24]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [11].
7.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

7.4.3
Tunnel disconnection

7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [20]) to disconnect an IPsec tunnel to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request  message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted.

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question.

7.4.3.2
ePDG behaviour towards UE initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload indicating that the UE is initiating tunnel disconnect procedure, the ePDG shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the ePDG perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the ePDG shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.

ii)
The ePDG shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The ePDG shall send an INFORMATIONAL response message. This shall contain a list of security associations deleted in step (ii) above.

If the ePDG is unable to comply with the INFORMATIONAL request message, the ePDG shall send INFORMATION response message with either:

i)
a NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the SECURITY PARAMETERS INDEXES  in the message from the UE; or

ii)
a more general NOTIFY payload type. This payload type is implementation dependent.

