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Introduction

This document questions whether the current procedures of the closed user group supplementary service, documented in 3GPP TS 24.454 and 3GPP TS 24.654, meet the service requirements.

Service requirements

The principle of the closed user group service is that:

1. in the absence of appropriate closed user group settings the calling user should be prohibited from initiating a communication.

2. in the absence of appropriate closed user group settings, the called user can be prohibited from being informed of an incoming communication.

3. Communication involves both the media, and any information, e.g. user to user information, that may be present in the request.

Current implementation

The current specification implements the above requirements by requiring both the originating and terminating users involved in a closed user group call to be supported by an application server providing the closed user group functionality.

The originating application server will reject the communication request if the originating CUG requirements are not met, i.e. if the user is only allowed to make a call within the closed user group, and no closed user group index is provided or if the outgoing access parameters are not appropriately complied with.

The terminating application server will reject the request if incoming communications are barred and no CUG interlock code, or a wrong CUG interlock code, is received.

Note that the current procedures only apply to an INVITE request. This means that an identically structured OPTIONS request will be received by the called UA, and responded to appropriately, but the INVITE request will fail. A REFER request could also be sent outside an existing dialog and be used to create a communication.

Issue with current implementation

While it is easy to configure IMS such that all calls from an originating user pass through an application server supporting the closed user group service, there are a number of situations where the same requirement cannot be met at the terminating side. This applies even if in a network that supports the closed user group supplementary service, all terminating users are provided with a terminating application server supporting the closed user group supplementary service, even if they do not subscribe to the supplementary service. It should also be noted that if a network operator deploys the closed user group supplementary service without also deploying the service in the PSTN, and appropriate interworking procedures at the MGCF, other situations will arise similar to those identified below.
1. the communication is routed to the IMS of another network operator that does not support the closed user group supplementary service. While specific functionality could be provided at the network boundary in the form of an IBCF, it should be noted that the current IBCF procedures specified in subclause 5.10 of 3GPP TS 24.229 do not currently provide for rejecting a request with specific contents, but merely provide procedures for the removal or replacement of header information that is not expected to cross the boundary between the two operators.
2. the communication is routed to a SIP network that is not IMS. Again in this case an IBCF could be provided at the network boundary with the same issues above.

Solutions
None really identified.

1. If the inter CUG procedure between the AS required an explicit response, then it would be possible for the originating application server to subsequently clear the communication in the absence of an appropriate indication in the first response received from the terminating side. The problem with this as a solution is twofold:

a. the INVITE request, and any informative that it contains, would have already have been delivered to the terminating user, and thus the contents of the INVITE request have not been subject to the closed user group service requirements.

b. it is perfectly feasible for a malicious terminating UA to simulate the response required from the application server, and therefore allow the communication to proceed.
2. SIP provides a handling parameter in the Content-Disposition header. Use of this is currently not specified in 3GPP TS 24.454 / 24.654 but probably should be, even if it is not used as part of a solution to this problem. If the handling parameter is set to "required", this has the semantic that a recipient that does not understand the contents (i.e. is not able to parse this body type) should reject the request with a 415 (Unsupported Media Type) response. The following problems exist with this as a solution:

a. the semantics of the handling parameter are not: "Am I the appropriate entity to deal with this request" but instead "Can I parse the body type included". It is the former that is required in this case.

b. again it is perfectly possible for a malicious terminating UA not not respond appropriately.

3. Normal mechanisms for conditioning response from the remote side are use of an option tag appearing in either a Require or Proxy-Require header. The problem here is that use of an option tag in either header does not really give the correct functionality.

4. SIP defines a mechanism for taking headers from the main part of the message and S/MIME encoding them in the body. If the originating application server performed this with all headers that may convey sense of the communication to a terminating user, then any communication bypassing the terminating application server would be useless in terms of conveying information, and in terms of setting up a communication. The terminating application server would extract the S/MIME encoded headers and put them back in the normal place in the message. There are two issues with this:
a. S/MIME encoding has had limited implementation in SIP stacks.

b. There may be issues with key distribution amongst multiple network operators supporting the same closed user group.

