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1. Introduction
The sequence of ciphering and Integrity protection has been discussed and agreed in CT1#53. It needs to be added to TS 24.301.
2. Reason for Change
In TR 24.801 v1.1.1, the following sentence exists in clause 12.1 - Security functions in the NAS layer;
"The NAS message is first encrypted and then the encrypted NAS message and the SN are integrity protected by calculating the MAC"

Since CT1 has agreed on the sequence shown above, it is required to add this to the TS 24.301 together with the Genral description of Security in 4.4.1. 

CT1 needs to inform SA3 about the choice of sequence made answering the LS received in C1-081631 which was noted in CT1#53. No action is required from SA3 and the LS would be for information only.
3. Conclusions

1- Consider the proposed text below.
2- CT1 to send a LS to SA3 informing them about CT1's decision related to the Sequence of Ciphering and Integrity protection for NAS. 
4. Proposal

1- It is proposed to agree the following changes to 3GPP TS24.301 v0.4.0. 

2- Discuss and agree on the proposed text for LS to SA3.
Proposed text for the LS out:

CT1 thanks SA3 for their LS in S3-080499 / C1-081631.

In regard to the text;

SA3 has no strong opinion regarding the order of encryption and integrity protection and thinks that the simplicity and effectiveness of the protocol design have greater impact on the choice. However, SA3 would like to give the following advice w.r.t. the choice. If integrity protection is applied before encryption on the sending side then the MAC shall be encrypted together with the NAS message (this is the approach taken by PDCP in E-UTRAN and SSL), but if encryption is applied before integrity protection on the sending side, there is no need to encrypt the MAC (this is the approach taken by IPsec).

CT1 has decided to implement the NAS message to be first encrypted, and then the encrypted NAS message and the SN are integrity protected by calculating the MAC.
* * * First Change * * * *

4.4
NAS security

4.4.1
General

This clause describes the procedures used for security of EPS NAS messages. The main function for security of NAS protocol is to provide UE – MME secure messages. Security involves integrity protection and ciphering of the EMM and ESM NAS messages.
The NAS message is first encrypted and then the encrypted NAS message and the SN are integrity protected by calculating the MAC. 
When several EMM messages and/or ESM messages need to be transported in one step, typically in the case of linked ESM and EMM procedures, e.g. the ESM default EPS bearer context activation procedure and the EMM attach procedure, there shall be one single Sequence number IE and one single Message authentication code IE for the NAS message.

* * * Next Change * * * *

5.4.3.3
NAS security mode setup command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode setup command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode setup command can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME included in the SECURITY MODE COMMAND message. If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on this KASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

5.4.3.4
NAS security mode setup command completion by the network

The MME shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3460. From now on the MME shall integrity protect and encipher all signalling messages with the selected NAS integrity and ciphering algorithms.

