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1. Introduction

In this paper, we present a proposal for provisioning of a UE’s white list (WL) at a CSG cell based on the requirements for access control in [1].

2. Discussion

A UE will be provisioned with a white list (WL) that contains one or more CSG IDs for HeNBs suitable for access. Similarly, the CSG ID of a HeNB will be in the WL of one or more UEs. What is needed is a mechanism for the provisioning of the WL for UEs and provisioning the HeNB with matching CSG information.
The key issues to consider are as follows:

· How to provision a UE at a CSG.

· How to provision a CSG in a UE’s WL.

2.1 Provisioning a UE at a CSG
The operator may provide a CSG subscription management server, such as a web server, to manage the UE subscription for a CSG. The owner of the CSG/HeNB is able to access this server securely, e.g., by logging in with a password. The HeNB owner may then add/modify/delete UE subscriptions for the CSG. When there are multiple HeNBs in a CSG, a single list should be sufficient to manage them all.

The subscription information entered by the CSG owner should be approved by the operator according to the UE's service agreements, policy, roaming agreements, etc. Once approved, the CSG subscription management server communicates with the entity storing the subscription information (such as the HSS) and updates the UE’s WL. It is expected that a UE would be provisioned at a CSG using a permanent identifier such as the MSISDN. The MSISDN may be converted to an IMSI for use in access control.

Proposal 1: CSG subscription information for a HeNB shall be managed by an application server such as a web server, hosted by the operator or a third party.

2.2 Provisioning a CSG in a UE’s WL

The owner of the UE shall be informed when it is added to a CSG according to [1]. There are two possible choices for achieving this.
Push Model: The network sends a message to the UE informing it about the new subscription. The UE displays the new CSG information to the user, who must accept it manually before it is added to the UE whitelist. The message may also include CSG ID, HeNB ID, as well as any time limitations on the subscription. 

Pull Model: The pull model requires a UE to access a HeNB in the CSG. The user initiates a manual scan by the UE for all HeNBs in the vicinity. The UE displays a list of neighbouring CSG IDs in a user readable format such as the text based HeNB ID. The user then selects the appropriate entry from the list. Note that successful access to the CSG cell may not add the CSG ID to the whitelist and updating the WL may require a separate message.
At the UE, the WL is stored in the USIM. The next issue in provisioning the UE is the procedure to update the WL. As stated above, a message is sent to the UE to update the WL. The format and IEs of the message are FFS. There are two choices for how to send the message, namely NAS messaging or an application such as USIM application toolkit. 
Using an application to provision the UE’s white list has the following advantages:
· Potentially apply the same solution for E-UTRAN, UTRAN and GERAN white list provisioning. This may be especially relevant to a campus deployment that supports different 3GPP access technologies in that it allows a UE to be provisioned once for all 3GPP HNB and HeNB in the CSG. Note that even if the WL is not common to HeNBs and HNBs, the same message can be used to update both white lists at once.
Proposal 2: CSG subscription information shall be sent to the UE to update the WL using an application such as USIM application toolkit

3. Conclusion

It is proposed to agree to the following changes to support the provisioning of a CSG:

Proposal 1: CSG subscription information for a HeNB shall be managed by an application server such as a web server, hosted by the operator or a third party.

Proposal 2: CSG subscription information shall be sent to the UE to update the WL using an application such as USIM application toolkit
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5. Proposal

We proposes the following text update against TS 24.801.
* * * First Change * * * *

10.12.5
Provisioning of a UE’s CSG white list
CSG subscription information shall be sent to the UE to update the CSG white list using an application level protocol.

Using an application to provision the UE’s CSG white list has the following advantages:

· Potentially apply the same solution for E-UTRAN, UTRAN and GERAN white list provisioning. This may be especially relevant to a campus deployment that supports different 3GPP access technologies in that it allows a UE to be provisioned once for all 3GPP HNB and HeNB in the CSG. Note that even if the WL is not common to HeNBs and HNBs, the same message can be used to update both white lists at once.







