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1. Introduction

In this paper, we present a proposal of the principles of access control for a UE at a CSG cell, when the UE performs the attach, service request and location/routing/tracking area update procedures [1].

2. Discussion

A UE will be provisioned with a whitelist (WL) that contains one or more CSG IDs for HNBs/HeNBs suitable for access. Similarly, the CSG ID of a HNB/HeNB will be in the WL of one or more UEs. What is needed is a mechanism to enforce access control when a UE wants to access a HNB/HeNB, i.e., for the HNB/HeNB to confirm that its CSG ID is in the UE’s WL.

The key issues to consider are as follows:

· Which entity in the network will store the CSG subscription information for a UE
· Which entities will perform the access control, and the procedures for access control.
2.1 Storage of CSG Subscription Information
The two options for storing CSG subscription information are in a NAS network element or an AS network element. Within the AS, the HeNB is the logical choice to store the information. For the NAS, the HSS or the MME may store it.
It is expected that a UE would be provisioned at a CSG using a permanent identifier such as the MSISDN or IMSI. Such information is generally available only in the NAS to protect user identity confidentiality. For example in E-UTRAN, the UE accesses a cell for a TAU procedure, or service request procedure using the S-TMSI. As such it is better to store the CSG subscription in the NAS instead of the AS. Additionally, managing a CSG subscription for a campus deployment with many HNB/HeNBs would require substantial overhead and management.
In the NAS, core network entity such as MSC/VLR, SGSN and MME keeps context for UEs that it is currently serving. The UE context may be lost when the UE is deregistered. As such it is not suitable for storing permanent information such as the UE’s WL. Additionally, the WL may share CSG IDs across multiple 3GPP accesses such as E-UTRAN, UTRAN and GERAN and so should be available to the relevant network elements in these networks.
Therefore, the best location for storage of the CSG subscription information is at a network element similar to the HSS. A copy of the WL should be stored at the MME currently serving the UE. 
Proposal 1: The CSG subscription information should be permanently stored in a network element like the HSS, and retrieved by the MSC/VLR, SGSN, MME for access control such as UE attach, service request and location/routing/tracking area update procedures.
2.2 Access Control

The two options for access control are the HNB/HeNB where the UE performs an access and the core network nodes such as MSC/VLR, SGSN and MME.  In order to perform access control at the HNB/HeNB, the HNB/HeNB needs to know the UE’s WL. This requires the CN node to transfer the WL to the HNB/HeNB when the UE connects. In order to perform access control at the CN node, the CN node needs to know the CSG ID of the cell where the UE is performing an access. Note that the CN node knows the identity of the cell where the UE accesses and only needs to know the CSG if any that corresponds to this identity. This can be done by either storing the CSG ID of the HNB/HeNBs at the CN nodes (MSC/VLR, SGSN and MME). For example, in E-UTRAN the CSG ID may be included in the S1-AP Setup Request message. Alternatively, the HeNB may include the CSG ID in the S1-AP Initial UE Message to the MME when the UE accesses.
In E-UTRAN, access control at the HeNB and the MME both require changes to S1-AP. Therefore, since the MME already authenticates the UE for access, it seems the simplest solution is to also authenticate the UEs for access at the CSG cell as well.
Proposal 2: Define a new reject cause value to indicate the UE is not allowed in the CSG for the attach, service request and location/routing/tracking area update procedures.

3. Conclusion

It is proposed to agree to the following changes to support CSG access control.
Proposal 1: The CSG subscription information should be permanently stored in a network element like the HSS, and retrieved by the MSC/VLR, SGSN, MME for access control such as UE attach, service request and location/routing/tracking area update procedures.

Proposal 2: Define a new reject cause value to indicate the UE is not allowed in the CSG for the attach, service request and location/routing/tracking area update procedures.

4. References

[1]
3GPP TS 22.011 v 8.4.0 
“Service Accessibility”. 
5. Proposal

We proposes the following text update against TS 24.801.
* * * First Change * * * *

10.12.x
Principles of Access Control for CSG Cells
The CSG subscription information should be permanently stored in a network element like the HSS, and retrieved by the MSC/VLR, SGSN and MME for access control during the attach, service request and location/routing/tracking area update procedures.
A new reject cause value is used to indicate the UE is not allowed in the CSG for the attach, service request and location/routing/tracking area update procedures. The MSC/VLR, SGSN and MME include the reject cause in the NAS signalling response.






