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1. Reason for Change

Some paragraphs of the current version of the specification require improvements in order to provide homogeinity within the whole specification. This contribution provides some enhancements to these paragraphs by proposing the following changes:

· Homogeneity in the wording used to identify IPv4 and IPv6 addresses
· Rewording of reference to RFC 3775 and DSMIPv6 IETF draft when required

· Explicit text to provide allignment with other sections when required
· Editorial changes
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *
5.1.2.1.2
Home agent address discovery based on DNS
A UE performing Home Agent discovery based on DNS shall support the implementation of standard DNS mechanisms. 

The UE shall perform DNS Lookup by Home Agent Name as specified in IETF RFC 5026 [10]. The QNAME shall be set to the requested HA-APN. The HA-APN shall be constructed as specified in 3GPP TS 23.003 [17]. If a HA has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

* * * Next Change * * * *
5.1.3.2
Initial binding registration and IPv4 Home Address assignment

When the HA receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [6] and in draft-ietf-mext-nemo-v4traversal [2].  If the Alternate Care-of Address option is present, the HA shall perform the check specified in draft-arkko-mext-rfc3775-altcoa-check [22].If the HA accepts the Binding Update message, it shall create a new entry in its binding cache for UE, marking it as a home registration. The lifetime of this binding cache entry is set based on operator's policies. The HA shall not perform a Duplicate Address Detection on the IPv6 Home Address of the UE because of the uniqueness of the IPv6 prefix assigned by the HA to the UE. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6]. The HA may include the Binding Refresh Advice mobility option following rules defined in IETF RFC 3775 [6] to indicate the remaining time until the UE should send a new home binding update.
If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the HA shall assign an IPv4 Home Address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mext-nemo-v4traversal [2]. If no IPv4 addresses are available at the HA, the HA shall send a Binding Acknowledgement with status code 132 in the IPv4 address acknowledgement option. If the Binding Update contains an IPv4 Home Address option with the address previously assigned via IKEv2, the HA shall confirm that address in the Binding Acknowledgment. 

If in the received Binding Update the IPv4 Care-of Address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F flag set and the Binding Acknowledgement shall be encapsulated based on the vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2].

If a NAT were not detected, the HA shall send the Binding Acknowledgement without any UDP encapsulation; the message shall be encapsulated in an IPv4 header if the Care-of Address is IPv4 or in an IPv6 header if the Care-of Address is IPv6 as specified in draft-ietf-mext-nemo-v4traversal [2].
If the binding update is accepted for both IPv4 and IPv6 home addresses, the HA creates separate binding cache entries, one for each home address as specified in draft-ietf-mext-nemo-v4traversal [2].
When the binding cache entry is created for the UE, the HA shall tunnel all packets destined to the IPv6 Home Address and all packets destined to the IPv4 Home Address (if present) to the UE's Care-of Address. If a NAT was detected, packets shall be encapsulated in UDP and IPv4 based on vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2]. If the Care-of Address is an IPv6 address, IPv4 and IPv6 packets shall be encapsulated in an IPv6 header as specified in IETF RFC 3775 [6]; otherwise, if the Care-of Address is an IPv4 address, IPv4 and IPv6 packets shall be encapsulated in an IPv4 header.
* * * Next Change * * * *

5.2.2.2
Handover from home link to a foreign link

If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous interface address, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3.

If the UE detects that it is moving from home link to foreign link, and if there is no security association existing with the HA, the UE shall perform the Security association establishment and Home Address assignment procedure with the HA as specified in subclause 5.1.2.2. 

Then the UE shall perform the initial binding registration and IPv4 Home Address assignment as specified in subclause 5.1.2.4. If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mext-nemo-v4traversal [2]. The UE shall set F and T flags to “0”.

Independent of an IPv6 or IPv4 access network if the UE wants the IKEv2 security association to survive mobility (i.e. a change of CoA) the UE shall set the Key Management Capability (K) bit in the Binding Update message. 

* * * Next Change * * * *

5.2.2.3

Handover from a foreign link to another foreign link

If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous Care-of Address, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3. If the UE detects it is not attached to the home link, the UE  shall send a Binding Update to the HA including the newly configured IP address as the Care-of Address in the Source IP address of the packet and optionally in the Alternate Care-of Address Option [6].The UE shall build the Binding Update message as specified in IETF RFC 3775 [6]. 

If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message. 

If the UE does not have an IPv4 Home Address but wants to configure one, the UE shall include the IPv4 Home Address option with the 0.0.0.0 address as specified in subclause 5.1.2.4.. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address which is different from the previous Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mext-nemo-v4traversal [2]. The UE shall set F and T flags to “0”.

Independent of an IPv6 or IPv4 access network if the UE wants the IKEv2 security association to survive mobility (i.e. a change of CoA) the UE  shall set the Key Management Capability (K) bit in the Binding Update message. 

* * * Next Change * * * *

5.2.3.3

Handover from a foreign link to a home link
If the Lifetime field in the Binding Update is set to 0, the HA shall process the message based on draft-ietf-mext-nemo-v4traversal [2] and IETF RFC 3775 [6], removing the associated binding cache entry and sending the Binding Acknowledge message with the Status field set to 0 (Binding Update accepted). If the HA also performs LMA functionality and before the de-registration Binding Update a Proxy Binding Update is received by the HA as defined in 3GPP TS 29.275 [25], the DSMIPv6 binding cache entry shall not be modified; instead a new binding cache entry for the PMIPv6 registration shall be created and the downlink packets shall be processed by the HA based on the DSMIPv6 binding cache entry. Similarly if the HA performs also GTP termination functionality, the DSMIPv6 shall not be modified based on GTP messages and downlink packets shall be processed by the HA based on the DSMIPv6 binding cache entry. Optionally, if the HA decides to explicitly remove the DSMIPv6 binding cache entry without waiting for the de-registration Binding Update from the UE, the HA shall send a Binding Revocation Indication message as specified in subclause 5.4.3.1. The error codes used in the Binding Acknowledgement are the same as specified in subclause 5.1.3.2.
* * * Next Change * * * *

5.4.2.1
Network-initiated detach

Upon receiving a Binding Revocation Indication (BRI) message according to draft-muhanna-mip6-binding-revocation [19] from the HA, the UE first shall perform the requisite validity checks on the BRI according to draft-muhanna-mext-binding-revocation [19].

If the A flag is set in the BRI message, the UE shall send a Binding Revocation Acknowledgement (BRA) as specified in draft-muhanna-mext-binding-revocation [19]. In this message the UE shall set the status field to ‘Successful’ to reflect that it has received the BRI message. The BRA message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.2.4 for Binding Update messages.

The UE then shall remove the entry identified in the BRI as deregistered from its binding update list and shall use the procedures defined in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration as described in subclause 5.4.2.2.
* * * Next Change * * * *
5.4.3.1
Network-initiated detach

As soon as it receives a trigger for network-initiated detach procedure (3GPP TS 29.273 [20]) the HA shall send a Binding Revocation Indication (BRI) message according to draft-muhanna-mext-binding-revocation [19] to the UE. The message shall contain the Home Address, corresponding to the PDN connection which shall be removed. The HA shall set the A bit to 1 and the P and G bits to 0. The revocation trigger value shall be set to 1 (Unspecified). The HA shall include a Home Address destination option containing the home address of the UE and shall not include any mobility option. The BRI message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.3.2 for Binding Update messages.

The HA shall follow procedures according to draft-muhanna-mext-binding-revocation [19] to await the receipt of a Binding Revocation Acknowledgment (BRA) message from the UE. These procedures are based on the timer MINDelayBRIs defined in draft-muhanna-mext-binding-revocation [19]. The HA shall not remove the entry from its binding cache before receiving the BRA.

If the HA receives a Binding Update with Lifetime set to= 0 after initiating the network-initiated detach procedure, the HA should treat the BU as acknowledgement to the BRI for the purposes of completing the revocation procedures that are defined in draft-muhanna-mext-binding-revocation [19]; in this case, the HA shall remove the respective entry in its binding cache, deleting the timer MINDelayBRIs and respond with a Binding Acknowledgement according to draft-ietf-mext-nemo-v4traversal [2] and IETF RFC 3775 [6].

5.4.3.2
UE-initiated detach

When the HA receives a Binding Update with the Lifetime field set to 0, it shall delete any existing entry for the Home Address included in the Binding Update. Then the HA shall send a Binding Acknowledgement as specified in draft-ietf-mext-nemo-v4traversal [2] and IETF RFC 3775 [6].

On receipt of the INFORMATIONAL request message including a DELETE payload indicating that the UE is deleting the IPsec security associations associated with the DSMIPv6 registration, the HA shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.
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