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1. Introduction
TS 24.303 currently defines a mechanism whereby the IPv4 Home address may optionally be assigned during the IKEv2 phase. In the last SA2 meeting #66 the principle allowing IPv4 home address assignment during DSMIP bootstrapping via IKEv2 was removed from TS 23.402 (S2-085177)
2. Reason for Change
Align CT1 TS with SA2 TS 23.402.
3. Conclusions

This contribution proposes amending the existing procedures to align with SA2 conclusion.
4. Proposal

It is proposed to agree to the following changes to 3GPP TS 24.303 v1.1.0.
* * * First Change * * * *

4.3
Multiple PDN connectivity

This specification supports multiple PDN connectivity. The UE can connect to multiple PDNs using multiple DSMIPv6 sessions, one per each PDN the UE is connected to. 

The procedures described in clause 5 shall be interpreted as procedures which are executed per each PDN the UE is connected to. This implies that: 

· For the initial attach to any PDN, the UE shall perform a Home Agent address discovery (subclause 5.1.2.1), a security association establishment via IKEv2, including the EAP-AKA authentication and the IPv6 Home Network Prefix  (subclause 5.1.2.2), and the initial binding registration (subclause 5.1.2.3). 

· For a handover, the UE shall send a Binding Update per each PDN, following the procedure described in subclause 5.2.2.

· The detach procedure shall be perfomed per each PDN separately following the procedure described in subclause 5.3.2. 
* * * Next Change * * * *

5.1.2.2
Security association establishment and IPv6 Home Network Prefix assignment
The UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform authentication with an AAA server. In a case an additional authentication and authorization of the IPSec security association is needed with an external AAA server, then the additional authentication steps during the IKEv2 exchange shall be supported as specified in IETF RFC 4739 [23] and described in 3GPP TS 33.234 [24].
The UE shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4]. The UE shall support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [23] in order to support authentication with an external AAA server.
The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the HA. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the indication of the target PDN the UE wants to connect to in the IDr payload.

Editor's note: It is FFS how the target PDN is encoded.

EAP-AKA over IKEv2 shall be used to authenticate UE in the IKE_AUTH exchange, while public key signature based authentication with certificates shall be used to authenticate the HA.

During the IKEv2 exchange, the UE shall request the allocation of an IPv6 home prefix  through the Configuration Payload in the IKE_AUTH. Since in EPS a unique IPv6 prefix is assigned to the UE, the UE shall include a MIP6_HOME_PREFIX attribute in the CFG_REQUEST message as described in IETF RFC 5026 [10]. The UE shall then auto-configure a Home Address from the IPv6 prefix received from the HA and shall run a CREATE_CHILD_SA exchange to create the security association for the new Home Address. In the CREATE_CHILD_SA exchange the UE shall include the Home Address and the appropriate selectors in the TSi (Traffic Selector-initiator) payload to negotiate the IPsec security association for protecting the Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

* * * Next Change * * * *

5.1.2.4
Initial binding registration and IPv4 Home Address assignment

After establishing the security association and obtaining the IPv6 Home Address , the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and draft-ietf-mext-nemo-v4traversal [2] in order to register its Home Address and Care-of Address at the HA.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the HA. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set.  If the UE needs an IPv4 Home Address, the UE shall include the 0.0.0.0 address in the IPv4 Home Address option to request a dynamic IPv4 Home Address.
The Alternate Care-of Address option may be used by the UE to carry the Care-of Address inside a Mobility Header which is protected by ESP. If this option is present, the address included in this option is the same address present in the source address of the IPv6 packet.
If there is only IPv4 connectivity in the foreign network, the UE shall send the Binding Update as follows (see draft-ietf-mext-nemo-v4traversal [2]):

· The IPv6 packet, with the IPv6 Home Address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

· The UE shall include the IPv4 Care-of Address as the Source Address field of the IPv4 header and the HA IPv4 address as the Destination Address field of the IPv4 header.

· 
The UE shall include the IPv4 Care-of Address option containing the IPv4 Care-of Address.

· 
The UE shall set the H (home registration) and A (acknowledge) bits.

· 
The UE shall set the T (TLV header encapsulation required) flag to 0 and should set the F (UDP encapsulation required) flag to 0.

· 
If the UE needs an IPv4 Home Address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mext-nemo-v4traversal [2].

When the UE receives the Binding Acknowledgement from the HA, it shall validate it based on the rules described in IETF RFC 3775 [2] and draft-ietf-mext-nemo-v4traversal [2]. If the Binding Acknowledgement contains the successful status code 0 (“Binding Update Accepted”), the UE shall create an entry for the registered Home Address in its Binding Update List and may start sending packets containing its IPv6 Home Address.
If the Binding Acknowledgement contains a value of  128, the UE may re-send the BU as specified in IETF RFC 3775 [2]; if the Binding Acknowledgement contains a value from 129 to 133, the UE shall not send the BU to the HA and should discover another HA.
If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option with status code value from 0 to 127 (indicating success), the UE shall create two entries in its Binding Update List, one for the IPv6 Home Address and another for the IPv4 Home Address. If the Binding Acknowledgement contains an IPv4 Address Acknowledgment option with status code indicating error (i.e. 128 or higher), the UE shall create an entry only for the IPv6 HoA in its binding update list. Moreover, if the status code is 129 (“Administratively prohibited”) or 132 (“Dynamic IPv4 home address assignment not available”), the UE shall not re-send the Binding Update and it shall use only the IPv6 HoA. If the Binding Acknowledgement contains an IPv4 Address Acknowledgement option with status 128 (“Failure, reason unspecified”), 130 (“Incorrect IPv4 home address”), 131 (“Invalid IPv4 address”) or 133 (“Prefix allocation unauthorized”) it shall re-send the Binding Update including the unspecified address (i.e. 0.0.0.0) in the IPv4 Home Address option. If the Binding Acknowledgement does not contain an IPv4 Address Acknowledgment option, the UE shall create an entry only for the IPv6 HoA in its binding update list. 

The UE may then send data traffic either with the IPv6 Home Address or with the IPv4 Home Address. If the UE is located on an IP6-enabled link, it shall send IPv6 packets as described in IETF RFC 3775 [6]; IPv4 traffic shall be encapsulated in IPv6 packets as described in draft-ietf-mext-nemo-v4traversal [2]. If the UE is located on an IPv4-only link and the Binding Acknowledgement contains the NAT detection option with the F flag set, the UE shall send IPv6 and IPv4 packets following the vanilla UDP encapsulation rules specified in draft-ietf-mext-nemo-v4traversal [2]. Otherwise the UE shall send IPv6 and IPv4 packets encapsulated in IPv4 as specified in draft-ietf-mext-nemo-v4traversal [2].
* * * Next Change * * * *

5.1.3.2
Initial binding registration and IPv4 Home Address assignment

When the HA receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [6] and in draft-ietf-mext-nemo-v4traversal [2].  If the Alternate Care-of Address option is present, the HA shall perform the check specified in draft-arkko-mext-rfc3775-altcoa-check [22].If the HA accepts the Binding Update message, it shall create a new entry in its binding cache for UE, marking it as a home registration. The lifetime of this binding cache entry is set based on operator's policies. The HA shall not perform a Duplicate Address Detection on the IPv6 Home Address of the UE because of the uniqueness of the IPv6 prefix assigned by the HA to the UE. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6]. The HA may include the Binding Refresh Advice mobility option following rules defined in IETF RFC 3775 [6] to indicate the remaining time until the UE should send a new home binding update.
If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the HA shall assign an IPv4 Home Address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mext-nemo-v4traversal [2]. If no IPv4 addresses are available at the HA, the HA shall send a Binding Acknowledgement with status code 132 in the IPv4 address acknowledgement option.  

If in the received Binding Update the IPv4 Care-of Address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F flag set and the Binding Acknowledgement shall be encapsulated based on the vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2].

If a NAT were not detected, the HA shall send the Binding Acknowledgement without any UDP encapsulation; the message shall be encapsulated in an IPv4 header if the Care-of Address is IPv4 or in an IPv6 header if the Care-of Address is IPv6 as specified in draft-ietf-mext-nemo-v4traversal [2].
If the binding update is accepted for both IPv4 and IPv6 home addresses, the HA creates separate binding cache entries, one for each home address as specified in draft-ietf-mext-nemo-v4traversal [2].
When the binding cache entry is created for the UE, the HA shall tunnel all packets destined to the IPv6 Home Address and all packets destined to the IPv4 Home Address (if present) to the UE's Care-of Address. If a NAT were detected, packets shall be encapsulated in UDP and IPv4 based on vanilla UDP encapsulation specified in draft-ietf-mext-nemo-v4traversal [2]. If the Care-of Address is an IPv6 address, IPv4 and IPv6 packets shall be encapsulated in an IPv6 header as specified in IETF RFC 3775 [6]; otherwise, if the Care-of Address is an IPv4 address, IPv4 and IPv6 packets shall be encapsulated in an IPv4 header. 
* * * Next Change * * * *

B.1.1
Binding Update

The fields of a BU message for the DSMIPv6 Initial Binding Registration procedure are depicted in Table B.1.1-1. 

The Mobility Options in a BU message for the DSMIPv6 Initial Binding Registration procedure are depicted in Table B.1.1-2. 

Table B.1.1-1: Fields of a BU message for the DSMIPv6 Initial Binding Registration procedure
	Fields
	Fields Description
	Reference

	Sequence Number
	Set to a monotonically increasing value.
	IETF RFC 3775 [6]

	Lifetime
	Set to the requested number of time units the binding shall remain valid.
	IETF RFC 3775 [6]

	Home Registration (H)
	Set to “1” to indicate receiving node should act as this node’s HA
	IETF RFC 3775 [6]

	Link-local Address Compatibility (L)
	The Link-Local Address Compatibility (L) bit is set when the home address reported by the mobile node has the same interface identifier as the mobile node's link-local address.
	IETF RFC 3775 [6]

	Key Management Mobility Capability (K)
	Set as per UE capabilities with respect to IKEv2 SA ability to survive mobility
	IETF RFC 3775 [6]

	Acknowledge (A)
	Set to “1” to request an acknowledgement message.
	IETF RFC 3775 [6]

	Force UDP encapsulation request (F) Flag
	Set to “0” to indicate no forced UDP encapsulation
	draft-ietf-mext-nemo-v4traversal[2]

	TLV- format request (T) Flag
	Set to “0” to indicate TLV format is not requested. 
	draft-ietf-mext-nemo-v4traversal[2]


Table B.1.1-2: Mobility Options in a BU message for the DSMIPv6 Initial Binding Registration procedure
	Mobility Option
	Cat.
	Mobility Option Description
	Reference

	
	
	
	

	IPv4 Home Address option
	O
	Set to the value "0.0.0.0" to request allocation for the UE.  In this case the “P” flag is set indicating a request for mobile network prefix.

The Prefix Length is set to the requested prefix length of 32.


	draft-ietf-mext-nemo-v4traversal[2]

	IPv 4 Care-of Address
	C
	Set to the IPv4 Care-of address when in an IPv4 Access Network.
	draft-ietf-mext-nemo-v4traversal[2]

	Alternate Care-of Address
	O
	May be used (in addition to the Source address of the IPv6 packet) to carry the IPv6 care-of address when in an IPv6 access network.
	IETF RFC 3775 [6]


B.1.2
Binding Acknowledgement
The fields of a BA message for the DSMIPv6 Initial Binding Registration procedure are depicted in Table B.1.2-1. 

The Mobility Options in a BA message for the DSMIPv6 Initial Binding Registration procedure are depicted in Table B.1.2-2. 

Table B.1.2-1: Fields of a BA message for the DSMIPv6 Initial Binding Registration procedure
	Fields
	Fields Description
	Reference

	Status
	Set to indicate the result.
	IETF RFC 3775 [6]

	Key Management Mobility Capability (K)
	Set as per UE request and HA ability to support the feature of updating the IKE SA based on Binding Update processing
	IETF RFC 3775 [6], 

draft-ietf-mext-nemo-v4traversal[2]



	TLV Tunnel Format (T)
	Set to “0”
	draft-ietf-mext-nemo-v4traversal[2]

	Sequence Number
	Set to the value received in the corresponding Binding Update. 
	IETF RFC 3775 [6]

	Lifetime
	Set to the granted number of time units of 4 seconds the binding shall remain valid.
	IETF RFC 3775 [6]


Table B.1.2-2: Mobility Options in a BA message for the DSMIPv6 Initial Binding Registration procedure
	Mobility Option
	Cat.
	Mobility Option Description
	Reference

	IPv4 Home Address Acknowledgment option
	C
	If IPv4 Home Address option is present in the corresponding BU, IPv4 Home Address is set to the IPv4 Home Address  allocated for the UE. The supporting Status field and Pref-len are set accordingly.
	draft-ietf-mext-nemo-v4traversal[2]

	NAT Detection Option
	C
	When present the option contains the F Flag which indicates to the UE that UDP encapsulation is required. Option contains an optionally Refresh Time for the UE to refresh the NAT binding.
	draft-ietf-mext-nemo-v4traversal[2]

	Binding Refresh Advice
	O
	Contains a Refresh Interval in units of four seconds indicating the remaining time until the UE should send a new home registration to the HA.
	IETF RFC 3775 [6]


* * * End of Change * * * *

