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1. Overall Description

SA3 thanks SA4 for LS (S3-080656 = S4-AHI021) on “IMS initiated and controlled PSS and MBMS User Service” Architecture. SA4 had the following action to SA3

SA4 kindly asks SA3 to review the attached architecture and potentially provide feedback about possible alignments of PSS, MBMS and IMS security procedures.
SA3 has discussed the LS and reviewed the architecture clause 4.2.2 of the SA4 draft TS 26.cde (which was attached to the LS), and SA3 would like to provide the following feedback for SA4. 
Security procedures for PSS (TS 26.234), MBMS (TS 33.246) and IMS (TS 33.203) are defined in separate specifications and they were developed independently. However, security procedures for PSS, MBMS and IMS have certain commonalities, e.g. HTTP digest AKA is used as basis for user authentication in both IMS and MBMS. Also, both MBMS and PSS use SRTP for protection of streaming media (only integrity protection for PSS).
SA3 sees that, in the context of IMS controlled PSS and MBMS User Services, there could be benefits of harmonizing the security procedures. However, it would not be possible to define fully harmonized security procedures in Rel-8 timeframe. SA3 needs to check how much re-design is possible and reasonable in GBA, MBMS, PSS and IMS security for Rel-9. SA3 would also like to point out that not every IMS authentication procedure is capable of generating keys for protecting broadcast traffic. But, it may be possible to perform certain optimizations in Rel-8 timeframe:
- Since Unicast, Broadcast and Multicast streaming all require a shared secret to establish keys for content encryption, it is possible with the new architecture to use a single GBA procedure. SA3 asks SA4 to consider this option and provide feedback.

- MSK generation and delivery may be handled either at the BM-SC or at the SCF. E.g. the MSK may be pushed to the UE using the SIP Subscribe/Notify method. SA3 would like to receive some feedback from SA4 on their proposed handling of MSK.

SA3 would like to point out that the current MBMS security model supports GBA-U to protect encryption keys for broadcast streams to protect the transfer of keys toward the UICC (in addition to GBA_ME and 2G GBA that supports only the protected transfer of keys toward the ME). This level of protection would not be possible when using the IMS security model, which was designed for point-to-point security.

Regarding the architecture figure in the SA4 draft TS SA3 have the following comments and questions:
a)
Which of the network entities from the figure are intended to be placed in HN and in VN? It should be noted that e.g. the BSF is a 3GPP entity that shall reside only in the home network (as well as the S-CSCF, etc.). SA3 would like to inform SA4 that if SA3's assumptions of network entity locations would not be true in the presented architecture the security implications need to be evaluated (or design be corrected).

b) 
Interface 13 is defined between the UE and SCF and used for PSS and MBMS User Service and User Profile configuration. It is said that it is equivalent to the Ut interface in TISPAN IPTV.  However an interface to the BSF is not included. Is Ut for IPTV TISPAN different than Ut in 3GPP scope? 

c) 
It would be useful to have a definition of BM-SC.XYZ, BM-SC.IAF and BM-SC.USD/A other than a broad reference to TS 26.346 and to provide a mapping towards the known (security) functions of TS 33.246/26.346.

d) 
The interface between the BSF and the rest of the architecture (e.g. with BM-SC and UE) has not been defined.
SA3 would like to receive more information on the proposed architecture to be able to further analyze the possible alignment of PSS, MBMS and IMS security procedures.
2. Actions

To TSG SA4 working group.

ACTION: 
SA3 kindly asks SA4 to take the above feedback into account in their further work. 
Further, SA3 kindly asks SA4 to provide feedback on further development of their work. 
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